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DECLARATION OF ANGELA COLT

I, Angela Colt, declare:

1. | am an attorney in the law firm of Skadden, Arps, Slate, Meagher & Flom
LLP, counsel of record for Defendant the Internet Society (“ISOC”) in the above-captioned
matter, and | am admitted to practice law in the State of California. | submit this
declaration in support of the Internet Society’s Demurrer and the Internet Society’s Request
For Judicial Notice. | make this declaration based upon my firsthand knowledge of the
facts stated herein, and if called to testify, could and would testify competently hereto.

2. On July 25, 2016, pursuant to California Code of Civil Procedure § 430.41, |
conferred by telephone with Dennis L. Kennelly, Esq., counsel for Plaintiffs. During the
conference, | explained to Mr. Kennelly the grounds for ISOC’s position that the Complaint
is legally insufficient, and provided him with legal support for that position. Those grounds
are the same as those set forth in the Demurrer, i.e., that the Complaint does not state facts
sufficient to state a claim against ISOC because: (1) ISOC is not a party to the agreements
attached to the Complaint as Exhibits A and B; (2) any claim for breach of those
agreements is barred by res judicata; and (3) the claim is barred by the statute of
limitations.

3. Mr. Kennelly provided no legal support for Plaintiffs’ position that the
Complaint is legally sufficient. Mr. Kennelly did not offer to amend the pleading to cure
the legal insufficiency | described. Because no amendment was proposed, the parties were
unable to resolve the objections raised in the Demurrer filed herewith.

4. At my direction, the following court documents were collected and obtained
from the docket in Michael E. McNeil and Todd S. Glassey v. Book et al., No. CV-165643
(Santa Cruz Sup. Ct.) (“Glassey 1”), in preparation for, and in support of, the Internet
Society’s Request For Judicial Notice:

5. Attached as Exhibit 1 is a true and correct copy of the Amended Complaint
and exhibits filed May 21, 2010 in Glassey I.
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6. Attached as Exhibit 2 is a true and correct copy of the Second Amended
Complaint filed January 7, 2011 in Glassey I.

7. Attached as Exhibit 3 is a true and correct copy of the Amendment to Second
Amended Complaint filed September 4, 2012 in Glassey I.

8. At my direction, the following court documents were collected and obtained
from the docket in Glassey, et al. v. Symmetricom, Inc., No. 3:13-cv-04662-NC (N.D.
Cal.) (“Glassey I11”) in preparation for, and in support of, the Internet Society’s Request For
Judicial Notice:

9. Attached as Exhibit 4 is a true and correct copy of the Complaint, ECF No. 1,
filed October 7, 2013 in Glassey I1.

10.  Attached as Exhibit 5 is a true and correct copy of the Settlement Agreement
and Mutual Release, ECF No. 1-5, Exhibit E to the Complaint filed October 7, 2013 in
Glassey II.

11.  Attached as Exhibit 6 is a true and correct copy of the Order Dismissing Case
Without Prejudice, ECF No. 45, filed May 6, 2014 in Glassey II.

12. At my direction, the following court documents were collected and obtained
from the docket in Glassey et al. v. Microsemi, Inc. et al., Case No. 14-cv-03629-WHA
(N.D. Cal.) (“Glassey I11”), in preparation for, and in support of, the Internet Society’s
Request For Judicial Notice:

13.  Attached as Exhibit 7 is a true and correct copy of the Amended Complaint,
ECF No. 6, filed August 27, 2014 in Glassey llII.

14.  Attached as Exhibit 8 is a true and correct copy of the Settlement Agreement
and Mutual Release, ECF No. 31, filed September 2, 2014 as an exhibit to the Amended
Complaint filed August 27, 2014 in Glassey IlI.

15.  Attached as Exhibit 9 is a true and correct copy of the Settlement Agreement
and Mutual Release, ECF No. 31-1, filed September 2, 2014 as an exhibit to the Amended
Complaint filed August 27, 2014 in Glassey IlI.
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16.  Attached as Exhibit 10 is a true and correct copy of the Second Amended

Complaint, ECF No. 112, filed November 13, 2014 in Glassey I1I.

I declare under penalty of perjury that the foregoing is true and correct.

Executed on August 29, 2016 in New York, New York.
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Angela Colt
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EXHIBIT 1



1 [|Michael E. McNeil, In Pro Se
Todd S. Glassey, In Pro Se . L’k
2 PO Box 640
Felton CA 94018-0640
3 831-334-0182
THE SUPERIOR COURT OF THE STATE OF CALIFQORNIA

IN AND FOR TEE COUNTY OF SANTA CRUZ

(MAIN)

8 {|Michael E. McNeil, an Individual; Case No.: Cv-165643

AMENDED COMPLAINT FOR DAMAGES,
DECLARTORY JUDGMENT AND AN ORDER FOR

9 ||Todd 8. Glassey, an Individual;

10 Gl Lo, THE RESCISSION OF ASSIGNMENT OF
INTELLECTUAL PROPERTY RIGHTS AND US
11 - _ PATENT 6,370,629
Plaintiffs,
13 vs,

4 || JASON BCOK ESQ, and BOOXK and BOOK

15 |[|LLC, a Law Firm; ROBERT BOSSO Esq,

| L E

MaY 21 2010

16 ||and Bosso Williams Sachs Book Atack

17 {tand Gallagher, a Law Firm;

18 || SYMMETRICOM INC, a California

19 || Corporation (including employees and
20 ||past employee MARK HASTINGS); JOHN
21 || CANNON, Attorney at Law, Stradling
22 |l Yocca Carlson and Rauth LLP; and

23 ||Does 1-50, inclusive;

)
)
)
)
}
}
)
)
)
)
}
)
}
)
)
)
)
) .
)
)
}
)
)
)
)
)
)
)
)
)]
)
)
24 Defendants )
)

25
26 ||Comes now, Plaintiffs, Michael E. McNeil, Todd S. Glassey
27 I c all of whom, file a complaint for

28 {damages and accompanying prayer for relief, as follows:

Amended Complaint - CV165643 - 1
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INTRODUCTION

This complaint pertains to alleged malpractice based frauds
suffered by the Plaintiff’s during their retention of Defendant
Bosso and Book as legal counsel and General Counsel of GMT Inc.

and Glassey and McNeil as individuals.

It further pertains to alleged frauds directly suffered by Plaintiff’'s in
relation to actions allegedly committed by Bosso and Book over an ongoing

period pertaining to the withholding of key documents supposedly executed as

3

part of a two document simultaneously executed settlement agreement which

apparently wasn’t simultaneously executed.

It likewise also pertains to the failure to meet gpecific reguirements in

GMT’s Co-Inventor Agreement with DDI and DDI's Successor’'s actions over an
ongoing period pertaining that entity’s 'licensing of work-products
belonging to the Plaintiffs, GLASSEY and MCNEIL, and collectively
as such in the Defendant’s actions in fraudulently misrepresenting
the scope of that license as well as the value of the

Intellectual Properties therein.

And finally, further that Defendant Symmetricom through ite actions
continued the public frauds allegedly originally perpetrated by
HASTINGS and DRI in the actions where they ‘licensed certain
Intellectual Properties” and then fraudulently filed a US Patent
application and its foreign filings pertaining to their
“complete and total ownership” of Intellectual Properties they

only licensed the non-exclusive use of.

amended Complaint - CV165643 - 2
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T

PARTIES

Per Rule 3.254. List of parties, the parties to the complaint are identified

individually and as corporate entities.

BOSS0 Williamz LLC

BOSSO/WILLIAMS LLP and Robert Bosgso Esg (BOSSO) - A Law firm retained by
GLASSEY and MCNEIL to represent their interests in the matter herein., At all
times the practice of Bosso/Williams has been located in Santa Cruz

California.

Book and Book LLC

BOCK and BOOK LLP and Jason Book Esg (BOOK)- A Law Firm GLASSEY and MCNEIL
were forced to accept when the Attorney’s assigned to GLASSEY and MCNEIL by
BOSSO/WILLIAMS were split outside of BOSSOYWILLIAMS in what was an internal
Partners War in the Law Firm. At all times the practice of Book and Book has

been lcocated in Santa Cruz California.

Symmetricom {(as Successor to Datum and DDI/Hastings)
SYMMETRICOM INC (SYMMETRICOM) - The merged “Successor” to DATUM (DATUM) and
DIGITAL DELIVERY INC (DDI). SYMMETRICOM is a manufacturer of time-keeping
equipment located in San Jose California. Inclusive in this are the following
officers of Digital Delivery, Datum and now Symmetricom as individuals: Mark
Hastings President of Digital Delivery and the Bancom Division of Datum; Mr.
Erik Van Der Kaay President/CEO and Chairman of Datum and later Chairman of
Symmetricom, and a direct signatory to alleged settlement agreements between
Glagsey/McNeil and DATUM/DDI, and the officers and Board Members of

Symmetricom Inc.

Amended Complaint - CV165643 - 3
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DATUNM, Van Der Kay et al

Datum (DATUM){ the Datum Corporation was a multi-division time-service
technology brovider for computer and telecommunications timekeeping. DATUM
was headquartered in IRVINE California and had divisions in Texas,
Massachusetts, and in northerxn California called BANCOM Inc. where GLASSEY
and MCNEIL contracted for them as Business Development'Marketing/Sales
Engineering on a contract basis. DATUM thus in 1997 through 1958 had a
contract with GLASSEY and MCNEIL as the GMT collective to produce sales and

market support materials only.

DIGITAL DELIVERY INC and Mark HASTINGS

DIGITAL DELIVERY INC (DDY) was a company acqguired by DATUM under
recommendation from GLASSEY as an extended part of his market development
efforts for DATUM. DDI's president Mark Hastings later became the President
of the Bancom division of DATUM replacing most all of Bancom’s management
staff before relationship between HASTINGS and DATUM' s Chairman Erik Van Der
Kaay imploded and they both were forced to attend anger management classes so
they could sit in the same room let alone run the same company with each

other.

CANNON and Stradling Yocca LLC

John Cannon Esq, (CANNON) - Sr, Litigation Partner at Stradling Yocca Carlson
and Rauth in their Orange County California Operations center. Mr. Cannon is
an alleged party to the fraud by wire complaint and misrepresentation in his
actions as the sole architect of the settliement terms agreement and the two

DATUM settlement agreements. He has also withheld executed copied of those

Amended Complaint - CV165643 - 4
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docﬁments knowing that this caused significant damage to the Petitjioners
herein. As such since his actions in the design of the fraudulent settlement
and its documents were fully electronic in nature, he became a part to the
fraud complaint as well. As such his and his firm’s Attorney-Client
protections are void based in the argument that his actions are an integral
part of the alleged frauds perpetrated against McNeil and Glassey as alleged

herein.

THE CAUSES AND THEIR INDIVIDUAL CLAIMS

Pursuant to Rule 13 (a) {5) of the California Ruleg of Court we
present the following causes with individual c¢laims against the

defendants as noted

* Malpractice and Breach of Contract (Bosso/Book)

* Fraud in a Patent Assignment and ongoing Settlements
(Hastings, DDI, Datum, and Symmetricom)

¢ Breach of Contract (DDI, Datum and Symmetricom)

¢ Ongoing Tortuous Interference (Hastings, DDI, Datum,
Symmetricom)

e Infliction of Intentional Distress (against all Defendants)
Thege claims are broken into the five causes enumerated above

by Defendant in the following sections. 1In all instances the intent
of this litigation is to force rescission per the terms of the Co-Inventor’s
agreement which is included as exhibit seven for failing to perform per
sections 4, 3, and 2C of that document as well asgs to be awarded for damages
in Symmetricom’s and others actions to prevent this rescission from happening
on paper so that Glassey and McNeil can properly protect their Intellectual

Properties.

Amended Complaint - CV165643 - 5
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CAUSES - BOOK & BOOK and BOSSO, WILLIAMS, SACHS,
ATACK, BOOK, GALLAGER ET AL

MALPRACTICE and FRAUD, VIOLATION of FIDUCIARY RESPONSIBILITY of RETAINED
COUNSEL and ongoing TORTUOUS INTERFERANCE;

That Counsels JASCON Book and ROBERT B0SS0 and their Law Firms (known as BOSSO
WILLIAMS SACHS, BOOK, ATTACK and GALLAGER, which Book & Book later split off
from) committed malpractice in their initial and ongoing responsibilities
after being retained by Plaintiffs Glassey and McNeil to represent them and
their company Glasgey-McNeil TECHNOLOGIES (“GMT”), and in so doing took an
adversarial role toward their own client, such that GMT's Counsel firm BOSSO
WILLIAMS and later Book & Book “became an agent of the Opposing Counsel,”

failing to provide legal services of a basic standard of care, by
e Failing to properly advise clients of contract implication

and time frames for actions therein.

¢ Misrepresenting the legal effect of specific terms and
conditions of an Intellectual Property Assignment which
should have been void for lack of congideration; and

¢ Further misrepresenting the effect of two simultaneously
executed documents when one of the two documents was in
fact not executed, or - due to Counsels’ incompetence or
malfeasance - wasg never proven to have been executed; and

e Finally, Counselg’ continuing ongoing misrepresentation of
*the execution of all documents” and their refusal or
inability to produce the original signed copies thereof for
Glassey and McNeil’s reference copies despite claiming to

have done so.

* SYMMETRICOM has also ignored the service of notice of
intended Arbitration further documenting its assertion it
is not bound to Glassgsey and McNeil under any agreements at
this time. Said notice was delivered per the Settlement

Terms in June of 2008 and was argued about in Symmetricom’s

Amended Complaint - CV165643 - 6
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ongoing Delay Tactics from that point. This litigation is
the consummation of ongoing arguments therein and their

refusal to arbitrate this matter.

And because actions like Flatt v Superior Court, Sonoma County {19%4) 9 Cal,.
4th 275 have set precedent for measuring “the faithfulness of an Attorney,”
under it and other standard of care statutes Plaintiffs claim right of
action herein. Additionally Plaintiffs assert that these alleged actions by
their attorneys Bosso/Book established a condition which under Meihgan v
Shore' would have been adversarial to them, and to such a degree that Glassey
and McNeil would have been prevented from developing those Intellectual
Properties BOSSC/Book were retained to protect for them - which
created under Rule 1-120 for “Agsisting, Soliciting, or Inducing
Violations” a requirement to properly assist Glassey and McNeil in
protecting their Intellectual Properties jointly patented by they and
DIGITAL DELIVERY INC. (“DDI”) under U.S. Patent No. 6,370,629 {(known
also as the “Controlling Access Patent”) in which Hastings filed for
protections which Glassey and McNell assert were never licensed or
assigned in any form to Digital Delivery and which appear there in
violation of the gpirit and language of the settlement agreements they
approved and negotiated language changes for and for which Book
provided critical analysis and advice as legal repfesentative, a

credentialed officer of the court, therein.

To wit, a contract for said representation was negotiated between the
Plaintiffs and Defendants BOSSO WILLIAMS SACHS BOOK ATTACK and
GALLAGER (Bosso/Book), and then later Book & Book. Bosso/Book
assigned their *new technologies” gpecialist, Jason Book, Attorney at
Law to represent Glassey and McNelil's company GMT, on or about October
of 1998. A conformed copy of the perscnal services Attorney-Client

Contract ig incorporated as Exhibit “eight".

1

1 (34 Cal App.4th 1025, 40 Cal.Rptr.2d 744)

Amended Complaint - CV165643 - 7
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Legal representation encompassed, but was not limited to, corporate
legal representation including contract negotiation, intellectual
property rights, patent rights, agreements in relation to encryption
and decryption technoclogy employing £he use of time-and-location data
to control access to stored information and to control digital

gystems.

The first of tworAgreements under the title of *“Settlement Agreement
and Mutual Release,” incorporating settlement terms and release of
rights, which Defendant, JASON R. Book negotiated, prepared, and
executed with and on behalf of the Plaintiffe and their company GMT
was purportedly consummated on or about November 18, 1959, At the time
the aforementioned Agreement was executed, sald Defendant, JASON Book
was an attorney with the fixrm of BQSSO, WILLIAMS, SACHS, BOOK, ATTACK

and GALLAGHER (“BOSSO WILLIAMS”} .

Said Settlement Agreement (aka Settlement #1 of 2) was to be entered
into “by and between Datum, INC. {“Datum”) on the one hand, and the
Plaintiff's corporatipn “Glassey-McNeil Technologies Inc.”  (“GMT"},
along with Plaintiffs Todd S. Glassey (“Glassey”) and Michael E.
McNeil (“McNeil”) (the three of which are collectively referred to in
the two Settlement Agreements as “GMT/Glassey/McNeil”). It was
properly executed but no additional works in defining the scope or
specific implementation of the “Trusted Timing Infrastructure version
II” was ever performed, and Symmetricom’s public commentary is that
they own “all Trusted Timing Infrastructure” implementations when

their agreements sgpecifically limit them to their derivative of

Amended Complaint - CV165643 - 8
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Glassey’s original Trusted Timing Infrastructure version I or the
final version III’'. Datum’s sole use was for their special version
using the already existing Datum GPS chips for the secured clock. No
cther conveyance of rights to any previous or later Glassey IP which
is not specific to the Datum GPS mcodel is covered by this license, and
as such all Trusted Timing Infrastructure implementations including

the terminology Trusted Timing Infrastructure remain with Glassey.

The first such Agreement is attached hereto and incorporated herein
as Exhibit “One”. A second "“Settlement Agreement and Mutual Release,”
under the same exact title, was purportedly executed by the same
aforementioned parties on or about the same date of November 19, 1999,

a copy of which is incorporated herein and attached as Exhibit “Two”.

The latter Settlement Agreement, presumably fully executed by all
parties, was purportedly returned to Jason Book, Atterney at Law, on

or after November 19, 1599,

No executed copies of the second agreement exist and Datum, now
Symmetricom has refused to complete the other steps necessary to
complete the IP licensing constrained in the Co-Inventor's Agreement
which has specific terms “for Datum’s refusing to produce documents or

provide proper support to Glassey and McNeil.

BOSSO WILLIAMS’ Responsibility to properly manage JASON Book
This set of claims applies to BOSSO WILLIAMS in its responsibilities prior to

and after Book AND Book split away from the former firm, and also pertains to

Amended Complaint - CV165643 - 9
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the éal Bar Rules of Professional Conduct as per the duties set forth in rule
3-110 which include the duty to supervise the work of subordinate attorney
and non-attorney employees or agents. ? Furthermore, BOSSO WILLIAMS and Book
AND Book have both refused to disclose their underwriters to the Plaintiffs
in violation of Cal Bar Rule 3-410 Disclosure of Professional Liability

Insurance.

Book’s Actions were a “YSubstantial Factor”

The modern trend of authority, both in California and other jurisdictions, is
to employ “substantial factor” analysis to avoid the inequities that
accompany the “case within a case” approach, the “but for” causation
reguirement, and derivative doctrines. Plaintiffs assert that that is the
case here. See Temple Community Hospital v. Superior Court (1999) 2¢ Cal.4th
464, 488; see alsoRest.3d Law Governing Lawyers (1998) § 53 (com. b). It is
for that reason that Plaintiffs approach this as the actions of BOSS0/Book

being the substantial factor in this case.

Cn or about November 6, 2008, Glassey and McNeil obtained sufficient cause to
commence suilt, premised on the alleged breach of the termg of the second
Settlement Agreement which is Exhibit “Three”. The basis for commencing a
tortuous interference suit against an adversarial party to Exhibit “Three”,
to wit Datum (now Symmetricom), was to allege tortuous interference arising
from the breach of Exhibit “Three”. Such breach includes, but would not be

limited to:

* (See, e.g, Waysman v. State Bar (1986) 41 Cal.3d 452; Trousil v, State Bar (1985) 38 Cal.3d 337, 342 [211
CalRptr. 525]; Palomo v. State Bar (1984) 36 Cal.3d 785 [205 Cal.Rptr. 834]; Crane v. State Bar (1981) 30
Cal.3d 117, 122; Black v, State Bar (1972) 7 Cal.3d 676, 692 [103 Cal.Rptr. 288; 499 P.2d 968]; Vaughn v. State
Bar (1972) 6 Cal.3d 847, 857-858 {100 Cal.Rptr. 713; 494 P.2d 1257]; Moore v. State Bar (1964) 62 Cal.2d 74,
81 [41 Cal.Rptr. 161; 396 P.2d 577].)

Amended Complaint ~ CV1i65643 -~ 10
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Misrepresentation of features in the foregoing two Settlement
Agreement contracts that were then being prepared by Datum’s
Attorney.

Datum’s Counsel’s fraud in misrepresenting that the feregoing second
Settlement Agreement had been properly signed and executed by all
parties.

Datum’s officer HASTINGS' fraud in misrepresenting the filing of the
“Controlling Access Patent” at the U.S8. Patent Office.

HASTINGS' fraud in the inclusion of particular claims in his
application at the U.S. Patent Office for the “Controlling Access
Patent” which he did not own the rights to from Glassey’'s and
McNeil’s and GMT's Intellectual Property license to DDI and Datum.
Datum’s preventing Glassey and McNeil’s participation in Office
Actions during the prosecution of the filed patent known as the
“Controlling Access Patent” that was ultimately granted as Patent
No. 6,370,625 at U.8. Patent Office;

The seizure as a result of actions by Datum of two “Time Servers” in
Japan, that had been awarded by the COASTEK INFOSYS INC. U.S.
Bankruptcy Court to Plaintiff, TODD S. Glassey. (Thereafter these

servers were turned over to another firm “Amano”, also in Japan.)

Cn or about November 7, 2008, Plaintiff, MICHAEL E., McNeil contacted his
Attorney, Defendant MR. JASON Book,.in connection with iniﬁiating proceedings
against responsible third parties arising from breach of the foregoing second
Settlement Rgreement (Exhibit “Three”), previously drawn up, and presumably
congummated, with MR. Book’s assistance., In response to McNeil’'s explicit

request, Book declined to assume such a case baszed on a breach of an

Amended Complaint - CVis5643 - 11
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Agreement he had previously prepared and supposedly seen to completion as

fully executed between all parties.

On November 11, 2008, Plaintiff, TODD S. Glassey forwarded a communication teo
his Attorney, Defendant Jason Book, requesting from Book and Book’'s file, the
following:

a. “A formal listing of everything that was paid for between BOSSO
WILLIAMS and us, and Book AND Book and us, so we can do the proper losses on
the previous years.”

. “A formal copy of the signed and executed [Settlement Agreement]
contracts (Both of Them) - and since they were not in your files, you shouid
call [Datum’s Attorney)] JOHN CANNON to reiterate our need to get those
please.”

¢. “A statement from you [Book] saying that all things are OK between

us from that point onward.®

Defendant, Mr. Jason Book refused to ccoperate with Plaintiffs’, Book’s
clients’ foregeing requests on or about November 14, 2008, terminating the
attorney-client relationship, after being unable to provide a conformed copy

of the executed second Settlement Agreement in question {Exhibit “two”).

The legal malpractice of Defendants, and each of them, was finally discovered
with due diligence on or about January 27 of 2009. The discovery came to be
by virtue of a complaint response, from the State Bar of California, dated
January 27, 2009, wherein the State bar advised Plaintiff, MICHAEL McNeil, in
relation to Inguiry Number 08-30377, that McNeil’s complaint of December 15,
2008, could not be acted upon as a discipline action for alleged misconduct.

However, the State Bar representative did advise MR. McNeil that “You may

Amended Complaint - CVié5643 - 12
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wish to consult with other legal counsel regarding your available civil
remedies. You may contact your local or county bar association to obtain the

names of attorney to assist you in this matter.”

The moving complaint has been filed to preserve the statute of limitations on

any and all causes of actions,

Claim 1 - Misrepresentation of Fact to their clients

The first claim pertains to Jason Book and his work in representing GMT
during Bosso Williams’s representation and later Book AND Book's
representation. Book worked on the GMT Settlement Agreements crafted by
Datum’s Counsel John Cannon to settle the IP dispute between GMT, Glassey and

McNeil vis-a-vis DDI and its acquirer Datum

The Settlement Structure

The settlement package designed by Datum’s Counsel JOHN CANNON was

represented by CANNON, and reaffirmed by the Plaintiffs’ Attorney Bock, that
these documents functionally allowed Datum to license the use of certain IP
called the GeoSpatial Controls which were to be added to DIGITAL DELIVERY'S&

® product line as a location and time of day control-set

Confidential Courier
on those digital files and objects. It also contained an assignment against a
thing called the Trusted Timing Infrastructure version two. No other Trusted

Timing Infrastructure IP was conveyed to Datum in the contract, meaning that

versions one and three remained with Glassey and McNeil,

Amended Complaint - CV165643 - 13
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CANNON represented this agreement set as being designed to be two
gimultanecusly executed contracts allowing for proper transfer of certain IP
Licensing Rights to Datum and the acknowledgment that Datum had no claim to
certain IP and limited use of other IP. Both documents must be executed to
meet the terms of the existing previously executed Co-Ianventor's agreement,
Additionally the specification documents discussed in the Co-Inventor
agreement are also key pieces of the settlement package and without their
existing the settlement agreement which amended that original agreement
{called the Datum Settlements - exhibit’s two and three) would be rescinded
for failure to perform under the earlier agreement. Likewise so would the
congiderations of the licensing of the use of the GeoSpatial Intellectual
Properties also revert to Glassey and McNeil for any issued in the production
of the documents per section 8.7 of the TTI settlement as well as those of

the DDI Final Settlement {the Patent Settlement),.

Book agreed with CANNON on this and represented that the contracts were
properly disclosed and extra considerations to the settlements actually
amended by the email around the agreements themselves, however Datum now
asgerts this is not true and the documents are the totality of the agreement
between the parties. After Plaintiffs’ Counsel Bocok initially failed to
obtain copies of the executed Settlement Agreements, Datum has alsc since
ordered its Counsel CANNON to withhold the executed documents from Glassey
and McNeil, thereby preventing them from any activity which could

functionally exploit their rights to the IP herein.
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EadlAdvice

The first claim is that JASON Book misrepresented to his client GMT and its
principals the Plaintiffs, the effects and scope that the controls language
in contracts created by Datum’s Lawyers exerted over Intellectual Properties
which Glassey and McNell were licensing to CANNON's client DIGITAL DELIVERY
INC. (bDI), a newly acquired division of Datum’s - those being the limited
use of the GeoSpatial controls adding location and time controls to the file
and element-access controls in the original DDI patent, along with the right
for DDI to file a patent amendment on that limited scope of extension of
their existing patent issued in the U.S5. and elsewhere, per the standard set
in Cal Bar Rule 3-300 i.e. Aveiding Interests Adverse to a Client. As such

Plaintiffs’ Counsel BOSSO/Book acted in bad faith.

In fact Book and BOSSO failed to advise GMT and Glassey and McNeil that the
connections between the documents were nonexistent, representing that each of
the two agreements was self-supporting and had no tie to any other document,
when in fact CANNON and Book stated that it was‘safe tc execute these

documents in this manner.

Quality of Representation, lack of zeal

Book and BOSSO had respeonsibilities to act to enforce that both documents '
were linked to each other so that they properly noticed everyone’s rights
therein. Rather than informing their client that this settlement was ‘bad’
because the transaction required external documents to coﬁplete the IP

definitions and transfers who were not described in any language in the
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settlements themselves, instead BOSSO/Bcook represented that it was safe to
execute these documents in this manner. This failing is tied to the level of
zeal and fervor put forth by GMT's counsel, BOSS50 and their man Book® and the

quality of service provided to GMT and Glassey/McNeil by BOSSO/Book.

As support for this allegation, Glassey and McNeil assert that BOSSC/Book
failed to produce the contracts they claimed they had executed and received
for GMT and also refused to become involved when the other party Datum
refused to produce those executed documents in order to prevent Glassey and
McNeil from asserting their rights to the IP that Datum/DDI misrepresent as

being their own per this set of complaints.

Although California does not require zealous advocacy, it is expected
that a lawyer will perform any service for a client that is appropriate
for the advancement of the client’s legal rights so long as it does not
violate the law. See generally People v. Crawford (3rd Dist. 1968) 259
Cal.App.2d 874, 66 Cal.Rptr. 527 (an attorney should represent his
client to the hilt, even at the cost of professional fraternalism).

Furthermore, an attorney is regquired to advocate for his or her client
without regard to personal loss. See People v. Crawford (3rd Dist.
1968) 259 Cal.App.2d 874, 66 Cal.Rptr. 527. Nor should a lawyer’s
diligence on behalf of a client be diluted by personal distaste for
having to raise a particular issue or by concern for potential adverse

impacts upon professional fratermalism. See People v. Crawford (3rd
Dist. 1968) 255 Cal.App.2d 874, 66 Cal.Rptr. 527.

BOSSO/Book’s responsibility to properly inform Glassey and
McNeil

What BOSSO/Bock had a responsibility to formally advise Glassey and McNeil of
was “that if the second cf the foregoing Settlement Agreements was left

unsigned or there was a problem with its execution, the net effect of GMT's

3 The duty of a lawyer both to his client and to the legal system is to represent his client zealously within the
bounds of the law. People v. McKenzie (1983) 34 Cal.3d 616, 631, 194 Cal.Rptr. 462, 668 P.2d 765.
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and‘Glassey’s and McNeil’'s execution of the first limited-use Settlement
Agreement would be the permanent and full assignment of their rights to the
IP that DDI had licensed. Further that Glassey and McNeil‘s only recourse
then would be litigation to asseft either assignment fraug or breach of
contract such that the Co-Inventor Agreement between DDI and Glassey and
McNeil would be the controlling instrument between the parties and their use

of Giassey and McNeil’'s GeoSpatial Technologies.

They also had a further responsibility to instruect Glassey and McNeil about
the precarious and sloppy nature with which Cannon’s agreements relied on
external documents which were not explicitly defined but with which the
agreements were nebulous and undefined in scope, not accurately reflecting
the agreed to specifics about the limitation of use and specific
regpongibilities under theljoint licensing or the newly filed patent

To accomplish the production of those documents Datum had to work with
Glassey and McNeil to produce after the settlement. Ones that properly
documents the limited uses contemplated and agreed to between the parties in
the ‘two-settlement agreement’. As well as to make sure they understood as
well that the failing to properly produce the second agreement leaves the Co-
Inventor Agreement between Glassey/McNeil and DDI still in effect as to those

IP's and their ownership.

This is covered under Cal Bar Rule 3-310{(B} ~ Avoiding the Representation of

Adverse Interests.?

The general rule provided by CRPC 3-700(A) (2) is that a California
lawyer “shall not withdraw from employment until the member has taken

4 (See also conflicts set under Woods v. Superior Court (1983) 149 Cal.App.3d 931 [197 Cal.Rptr. 185}; Klemm
v. Superior Court (1977} 75 Cal.App.3d 893 [142 CalRptr. 509]; Ishmael v. Millington (1966) 241 CalApp.2d
520 [50 Cal.Rptr. 592].)
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reasonable steps to avoid reasonably foreseeable preiudice to the
rights of the client, including giving due notice te the client, and
allowing time for employment of other counsel. ..7

This standard Plaintiffs assert BOSSO WILLIAMS violated when it agreed to
take on the negotiation and ‘handling’ of the IP settlement between GMT and
Datum/DDI and then subsequently forced GMT to ‘transfer’ to Bock AND Book LLC
when it split away from BOSSO WILLIAMS and to sign letters agreeing to this,
whereupon Book thereafter had refused to provide for needed litigation or
allow third party funding of such litigation, in so doing becoming

adversarial to GMT in his representation thereof.

In addition to the ethical obligations departing lawyers have, they
also must avoid interfering with the contracts the firm has with
existing clients. See, e.g., Raymond H. Wong Inc. v. Xue, No. 115269/04
{N.Y. Sup.Ct. N.Y, Cty. 1/21/05) (associate enjoined from attempting to
lure away firm clients); Reeves v. Hanlon, 332 Cal.4th 1140, No. S114811
(Cal. 8/12/04) (departed lawyers liable for damages to firm for luring
away clients and associates).

It is Glassey and McNeil's allegation that the split between RB0OSSC WILLIAMS
and Book AND Book caused significant damage to GMT's interests in the GMT-
Datum negotiations and BOSSO/Book’s refusal to litigate this matter on GMT's
behalf eliminated any proper response to CANNON's specious suit filed as a

delaying and harassing tactic.

Claim 2 - Book AND Book and BOSSO WILLIAMS acted

independently from their client and without authorization
That JASON Book and BOSSC WILLIAMS conspired to collect funds from GMT by
deception. Further that in doing so they conspired to accept funds from

CANNON/Datum in advance of any authorization from GMT as a corporation or
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Glassey and McNeil as individuals. In doing so ROSS0/Book became agents of

CANNON and his law firm as well as Datum his client.

To enforce acceptance of the proposed settlement Book finally threatened at
that critical time in the negotiations with Datum to cease representing
Glassey and McNeil and to commence collection proceedings against their
outstanding account with BOSSO WILLIAMS, who Book said was demanding that it
be paid immediately even though it was BOSSO who forced GMT to accept Book's
limited services since he refused to litigate or éllow Glassey and McNeil to

bring in outside funding to cover the cost of such litigation.

In so doing BOSSO/Bock threatened and cajoled their client GMT to accept
terms in a set of settlements unfavorable to GMT in order to “get GMT off of

BOSSO WILLIAMS’ and later Book AND Book’s booksg.”

In this matter Plaintiffs assert that Book accepted moneys as part of a
gsettlement which Glassey and McNeil had not yet accepted - and moreover that
the opposing party Datum nevér did accept/executé or was never proven to have
done so - and that this was done so as to force Glassey and McNeil to settle

the outstanding account with BOSSO WILLIAMS and Book AND Book.

Disciplinary Rules: DR 1-102(a) (4} ({prchibiting a lawyer from engaging
in conduct involving dishonesty, fraud, deceit, or misrepresentation),
1-102(A) {6) (prohibiting a lawyer from engaging in conduct that
adversely reflects on the lawyer’s fitness to practice law).

{§ 5} A couple retained respondent in February 2005 to recover for
injuries they and their daughter sustained in an automobile accident.
The couple agreed to pay respondent a one-third contingent fee, and
respondent explained to them that the recovery would probably be less
than $5,000 because of the relatively minor injuries involved. The
couple did not, however, authorize respoundent to resolve the dispute by
entering into a final settlement agreement.

{4 6} Respondent nevertheless negotiated a settlement on behalf of her
clients. In the summer of 2005, she accepted a §3,800 settlement offer
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without notifying her clients or obtaining their consent to the
agreement. She then forged her clients’ signatures on three separate
settlement checks, cashed the checks, and converted the settlement
Misconduct proceeds to her own use. Respondent consequently did not
provide the releases that she had promised to the tortfeasor’s
insurance carrier,

In support of this allegation Glassey and McNeil assert that they were
finally informed by BOSS50 WILLIAMS' office manager that said funds for that
settlement were ‘wired to the Bosso Acceptance “TRUST ACCOUNT” - something
which in preceding the settlement could only be based on a covert acceptance

of a settlement from Datum by BOSS0/Book.

The Twe Contracts - were not both properly and simultaneously
exaecuted

From the date of the Settlement’s supposed execution onward Book and BOSSO
WILLIAMS have asserted tha£ the “two contracis" they analyzed and provided
legal analysis of were both simultaneously executed and that they presented
gigned copies of these both to GMT, Glassey and McNeil. Unfortunately no such
fully executed copiles of both of the contracts apparently exist or have ever
been seen; neither BOSSO nor Bock have ever produced fully executed copies of
both Settlement Agreements, in particular the second such Agreement (Exhibit
“"Three”), such that GMT and Glassey and McNeil “can document to a third party
what they licensed to Datum and what they retained as far as IP rights
underlying the technology now controlled in the ‘Controlling Access Patent,’

U.S. Patent No. 6,370,629 and its other filings across the Globe.”
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The‘Sigﬁatories - Building evidence of the contracts’ execution
Plaintiffs Glassey and McNeil have never been presented with a single set of
signed documents to this date, and Datum’s Counsel’'s actions in now refusing
to acknowledge Glassey and McNeil’s rights or the existence of the second
Settlement Agreement clearly was foreseeable by GMT's Counsels Book and
BOSSO. As such they had a duty to produce a final sxecuted copy of the
documents they assert were electronically transferred to them in order to
properly document all parties’ rights and Datum’s ongoing responsibilities

and limitations.

The parties supposedly signing these agreements were to be Erik H. Van Der
Kaay as Datum CEO, MARK HASTINGS for DIGITAL DELIVERY, JOHN CANNCN as Datum
Counsel, Glassey and McNeil as GMT's shareholders and Board members, Glagsey

again as GMT CEC, along with JASCN Book as GMT's Counsel.,

Furthermore BOSSC WILLIAMS has an ongoing sua sponte responsibility and
liability to “make this cngoing fraud right” gince it was entered into on
their advice. That wmeans in taking whatever legal action is necessary to

force Datum’s Counsel to properly produce those executed contracts,

Claim 2 - Tortuous Interference - BOSSO WILLIAMS and Book

The third claim for Malpractice is that both B0OSS0O WILLIAMS and Book continue
to represent *“*that all four copies of the key agreements were in fact
preduced” although to date neither Book nor BOSS0O can, or have, produced

photocopies or any other information proving that both of those Settlement
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Agréement documents ever existed in executed form. This is covered under
BOSSO/Book’s responsibility to both collect all of the individual signing
sheets for the independently and gimultanecusly executed contracts to prove
that they in fact were all properly executed, and that was never completed,
violating Cal Bar’s Rule 4-100 - Preserving Identity of Funds and Property of

a Client.

This final point is made based in the alleged withholding of client records
despite BOSSO and Beok having been asked for them on numerous occasions by
both Glassey and McNeil-sgo they can commence infringement and resciséion
litigation to reverse-the original Assignment of Patent document that was
improperly executed by Glassey and McNeil and HASTINGS without any

compensation or consideration at that time.

In addition, the provision reguiring return of client papers and
property is meant to clarify that the former counsel has a duty to
provide the client's files to the new counsel which were withheld from
GMT until mid-2009 preventing confirmation of the ‘lack of executed
copies of the second settlement agreement’ that both Beok and Bosso
assured GMT was executed and in their possession®.

Ongeing responsibllity to produce the properly executed
contracts

Book, BCSS0, and Datum Ccunsel JOHN CANNON have all likewise refused to act
to collect and produce a composite copy of the contract documents so that one

could document and properly prove that all parties executed the agreements.

§ Academy of California Optometrists, Inc. v. Superior Court (3rd Dist. 1975) 51 Cal.App.3d 999, 124 Cal.Rptr.
668; Weiss v, Marcus (2nd Dist. 1975) 51 Cal.App.3d 500, 124 Cal Rptr. 297.
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In éANNON’s case his client apparently ordered him not to, but in Book's and
BOSS0‘s case this was done we assert “te damage and continue damaging Glassey
and McNell so they would not be able to document their IP rights per the
settlement Book and BCSSO negotiated for them.” The suppression of the non-
existence of these contracts constitutes a Cal Bar Rule violation of Rule 5-

220 -~ Suppression of Evidence.

The Status of the Two Contract Deal
In fact it appears is that there are no actual fully executed copies of the
entire contract set anywhere, meaning that the agreements were not

simultaneously executed as represented by CANNON as well as by B0OSS0/Book.

Today, since there are no composite signature copies showing proper execution
of both cf the simultaneocusly executed Settlement Agreements, and since Datum
now asserts that no such second contract was ever properly executed, Datum’s
contention that thé second document does not exist supports the fraud claiﬁ

against Bock and BOSSO.

in suwmnary

Further that the only possible interpretation of the foregoing is that Book
and BOSSO misrepresented the signing of the second Settlement Agreement
document “for the sole purpose such that they would be authorized to on paper
release funds which, unknown to GMT, they had already accepted receipt of in

an unauthorized manner.”
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CAUSES - HASTINGS, DDI, DATUM AND SYMMETRICOM

Patent Assignment Fraud, Breach of Contract, and ongoing

Tortucus Interference

That MARK HASTINGS committed an ongoing fraud with the U.S. Patent Office as
tc his ‘limited’ rights under an assignment document, and further for which
he continued to interfere with Glassey and McNeil'’s activities in recovering

their IP assets.

Fiiing of these claims ;E Timely

The filing of this claim is timely since it has just recently within the last
12 months become formal knowledge that Datum refuses to produce required
executed agreements between it and Glassey and McNeil and now refuses to
acknowledge Glasgey’s and McNeil's rights pertaining to core IP they licensed
the use of to DDI for its amending of its existing patent but which it rather
used as the Intellectual Property underlying the “Controlling Access Patent,”

granted as U.S8. Patent No. 6,370,629,

Further, the refusal to produce the additional documents required by the Co-
Inventor Agreement (exhibit seven) and the addition of claims to the US PTO
filing after the Assignment created an instance which under the texms of the
Co-Inventor Agreement “directly prevented Glassey and McNeil‘s filing of
their own patent with regard to their IP*, which also, since knowledge of
this fraud is now finally all put in place, ig likewise within the three year

limit for those claims as well.
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Laches

Further there is no Laches Claim possible by HASTINGS, Datum, or Symmetricom
since Glassey and McNeil only now (within the last 12 Months) have been
informed of Datum’s tortuous interference by third parties whom Glassey and
McNeil are trying to assert their rights to with regard to those parties

infringing on the U.S. Patent 6,370,629,

{Claim 1 -~ Patent Agsignment Fraud Claim

=L
The Patent Assignment Fraud claim is based on the assertion of HASTINGS’
fraudulent filing of an Assignment document pertaining to Intellectual
Properties which are different from those ultimately filed with the U.S.
Patent Office that would become US 6,370,629. Further no releasge against the
use of those IP'siwas ever contemplated in any foreign jurisdiction and each
of those since the IP differs slightly would need to be properly assigned as

well to be effective.

What has happened to date is that Glassey and McNeil allege that Hasting’s
fraudulently misrepresenting that DDI was the sole owner of that Intellectual
Property rather than a limited-use licensor of the GeoSpatial technologies
that are the core IP underneath the US 6,370,629 issued patent, & use for
which the Plaintiff allege he was only licensed to use the GeoSpatial
Controls IP to amend his existing patent to expand itg controlg to include
the use of the location-centric and time-centric controls for file object

control.
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Amending the HASTINGS existing patent is all that was licensed
The basis of the Claim is the allegation that MARK HASTINGS and his company
DIGITAL DELIVERY INC. (DDI} licensed the use of gpecific Glassey and McNeil
Intellectual Properties tc extend his existing patent, U.S. Patent No,
5,646,992, under the exclusive proviso that he (HASTINGS} would “protect

their rights since their IP patent filing had not happened yet.”

The topic of DDI‘s use of Glassey’s IP was broached during a meeting with
Westlaw in Minnesota on a joint trip where Glassey was otherwise introducing
Datum and DDI to both the Westlaw and the Digital Evidence Team inside of
West as part of Datum’s research into the market for Glassey’'s Secure Email

Service and Secure Time System,

At that time HASTINGS expressed his desire to license the use of the IP to
extend his existing patent and the dialcg about this commenced in the break

room therein.

Hasting’'s agrees that Glassey and McNeil will share in the
ﬁrotection he is filing for

To convince Glassey and McNeil to assign the GeoSpatial IP to him without any
prior consideration {payment), HASTINGS assured Glassey and McNeil that their
rights to their GeoSpatial Ceontrols would be protected first through the
filing of his patent, that his amended patent would issue much faster than a
newly filed patent lacking priority which is what Glassey and McNeil had been
in the process of doing, ana that Glassey and McNeil would share in the
patent protection of the core GeoSpatial IP’s that his amended patent would

be using.
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HAQTINGS’ deceitful action

Instead, what Glassey and McNeil assert in this complaint occurred is that
HASTINGS deceived them by making formal false promises; HASTINGS' deceit is
proved by his later filing covert documents with the U.S. Patent office
expanding the agreed-upon claims, and theresafter preventing Glassey and
McNeil as such from using their own Intellectual Properties by refusing to
create the detailed paperwork documenting the assignment and the limited use
of the IP that was allowed him to make it appear as though he owned all of
those rights, rather than his only licensing these limited rights from

Glassey and McNeil from their GeoSpatial Control’s technology suite.

Proof cf HASTINGS’ deceitful action

HASTINGS filing was done, the Plaintiffs assert, with “no publication”
selected, and furthermore HASTINGS gave his counsel orders to prevent Glassey
and McNeil’s interaction with the U.,S. Patent Office or any foreign Patent
Cffices for what was by then the “stolen IP” that HASTINGS had six global

patent filings against.

Original Patent Assignhment is void for lack of considerztion
Under U.S. Patent Law the assignment was void at that time for lack of
consideration gince there were no agreements between DDI and Glassey and
McNeil then in place providing such consgideration. Thus the assignment is
void for lack of consideration as well as for the fraud claims and this as
well as the claims and evidence justifies the petition for the rescission of
the assignment agreement which fraudulently is being used to misrepresent

‘what was licensed by DDI and its successors.’
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Seéond “Agssignment Document” Documents withheld

As part of this Settlement Agreement an amended Patent Assignment document
was supposed to be supplied and executed after the signing of the Settlement
and that also was withheld from Glassey and McNeil, with HASTINGS and his
successors asserting that the original Assignment agreement was still

operable in breach of the negotiated agreement between the parties.

The withholding of these documents was condemned in furtherance of
"litigation tactics” in Peregrine Funding, Inc. v. Sheppard, Mullin, Richter

& Hampton LLP, 35 Cal.Rptr.3d4 31, 38 (Ct.App.2005).

Claim 2 - Breach of Co-Inventor’s Contract
Glassey and McNeil assert that DDI and later DDI and later Datum breached the
Settlement Agreements in form and fashion in that Datum/DDI by refusing to

produce executed copies of all the agreements essentially set the agreement

‘aside since it made it impossible for Glassey and McNeil to enforce their

rights {CalCode 3300 et seq). The failure to produce the agreements or the
supporting documents was anticipated as an action stemming from Datum’s
alleged dealing in bad faith, and we seek acknowledgement that they were
reguired per the earlier and still in force agreement to work with GMT to
properiy document their requirements per the terms of the Co-Inventor’s

Agreement .
Note that Glassey and McNeil’s prior agreement with HASTINGS/DDI stipulated

that 1f no subsequent agreement between the parties was executed, that all

rights to the IP and the Patent revert to Glassey and McNeil.
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Wiﬁhholding of executed copies of the settlement agreement they
are the architects of

As the basis for this claim, Datum/DDI‘s lawyers fabricated “*a two document
contract set which were to be simultaneously executed,” only what
functionally happened is that Datum’s counsel refused to execute his copies,
or refused to provide executed copies of this agreement, after Glassey and
McNeil’s faxed coples were in his possession as the agreements called for.
The second document was a key component of the set since both of these were
‘the follow on agreement’'s mentioned in the previous contract. Since the
first agreement did not modify the original DDI license requirement it was
still in force, and so the withholding of these documents triggered
rescission of the assignment and all comsiderations therein as defined in

section 4 of the Co-Inventor’'s agreewent as attached.

Operating in bad faith

Datum continued to pay the settlement terms while withholding the documents
in an attempt to prevent Glassey and McNeil's asserting their proper
ownership of their Intellectual Properties ‘misappropriated’ by Hastings in

his covert patent application,

There 1s an implied covenant of good faith and fair dealing in every contract,

requiring that neither party do anything that will injure the right of the other party to receive the

benefits of the agreement. Foley v. Interactive Data Corp., 47 Cal. 3d 654, 684 (1988).

Withholding cof the IP prtection services that was a principal

part of the Payment
The principal breach of contract was in providing only minimal financial

payments and not the IP protection services or the support services for

When an insurer unreasonably. or without proper cause, withholds a payment or
denies a payment that is due under the policy, the insurer has not only breached the contract, but
is subject to the tort of bad faith. Gruenberg v. Aetna Ins. Co., 9 Cal. 3d 566, 574-75
(1973);Waters v. United Services Auto Ass’n. 41 Cal. Aop. 4™ 1063. 1070 (1996).
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Glaésey and McNeil's rights under the patents filed in multiple
jurisdictions. These services are key parts of the Financial Settlement
because they pertained to the facilities that Datum was to be responsible for
vis-~a-vis the Plaintiffs. The failing to produce the other contract elements

constitutes a breach of the Co-Inventor’s agreement,

Claim 3 - HASTINGS’, Datum’'s and Symmetricom’s Tortucus
Interfersnce

Glassey and McNeil further allege a separate claim of Tortucus Interference
by HASTINGS to “prevent the discovery of this fraud until after the Patent
issued,” and to interfere with Glassey and McNeil’s rights to the IP that
HASTINGS had only licensed from them, an action which Glassey and McNeil

assert has been continmued by Datum and its successor Symmetricom.

The First Acts of Interference
As one of the core claims for Tortuous Interference, Glassey and McNeil
further allege that HASTINGS' practiced an ongoing web of deceit specifically

for interfering with Glassey and McNeil and their efforts at protecting their

Intellectual Properties.

This claim 1s based in HASTINGS' ongoing frauds preventing Glassey and McNeil
from filing their own patents based on his covert patent application.
Further, we allege that HASTINGS ‘mortgaged’ that patent to a Bank (Wells
Faro) as a part of a collateralized loan further impacting Glassey and

McNelil’s rights therein.
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Lager Acts

Finally, that the interference is specific to HASTINGS’ and Datum’s ongoing
withholding of the “supposedly simultaneously executed documents” his counsel
wag the author of and an active participant in the misrepresentation of those
documents being properly executed. This tortuous interference is pertinent to
HASTINGS’ violation of the Fiduciary Role he assumed when he agreed to
“protect Glassey and McNeil’s IP Rights to their GeoSpatial Controls” when he

convinced them to execute a patent assignment with no other consideratiomn.

CAUSES - DATUM -~ BREACH OF CONTRACT, DEALING IN
BAD FAITH, AND TORTUOUS INTERFERENCE

That Datum Corporation negotiated a sgettlement in bad faith making promises
through telephonic, fax, email and in-person communications it later
disavowed as not being effective changes of the incomplete contract between
the parties it reguired; and further that Datum intentionally misrepresented
its backing of HASTINGS' requirements to support Glassey and McNeil's limited

license of the GeoSpatial Controls in its product.

Additicnally in the Settlements Datum asserted its derivative of Glassey's
original trusted clock system {aka the “Trusted Timing Infrastructure” or
wTTI¥) which was the basis of Glassey’s technology that he approached Datum
to build and market as a partnership, and which Datum retained Glassey and
McNeil to act as Market Analysts for it. In so doing Datum walved any claims

to Glassey’'s Trusted Timing Infrastructure versions One {1} and Three (3).
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Claim 1 - Datum withheld documents to tortuously interfere

with Glassey and McNeil’s enforcement of their IP Rights
Datum’s attorney in this matter CANNON agreed to take responsibility for
producing the agreed-upon settlement, which he later demanded be two
simultanecusly executed agreements which conspicuously do not actually define
the Intellectual Properties in any of the assignments te a level which allows
a reasonable goftware license to be drawn from theﬁ and which require

gignificant further clarification to be binding.

The refusal to preoduce these detailed descriptions of the Intelliectual
Properties prevents Glagssey and McNeil from acting on their propexties
because of the controls the extra unauthorized claims in U.S. patent

6,370,629 contain (tc wit, Claims 24-32}.

Claim 2 - Datum Bresached the Contract

Datum, by withholding the Settlement documents, refusing to acknowledge that
DDI committed that GMT would enjoy protection of the GeoSpatial Contrel IP in
a general case for all uses not licensed in a non-exclusive manner to DDI,
and further blocking the Plaintiff’s participation in the patent prosecutions
as issued. 8ince they were beneficiaries of the protection those patents
provided, the ongoing prevention of the involvement sealed Hasting’s actions
in ‘making it appear as though Datuﬁ now was the only owner of all of the
GeoSpatial Controls‘, from which Glassey and McNeil are petitioning for

relief herein.

Failed notification reguirements

Datum in its use of Glassey and McNeil’s intellectual property licensed
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certain uses of that IP to nCipher Inc. of Massachusetts and in doing so

breached the notice requirements. Of the Settlement Agreement

As an additional effect of Datum and later Symmetricom’s refusal to provide
executed copies of the second agreement, is if that agreement doesn’t exist
then Datum and its guccessor Symmetricom have no enforceable license of the
TTI architecture meaning that the Intellectual Property rights they have sold
to nCipher and which was later acquired by Thales is in fact sill that of

Glassey and McNeil's.

Notice Failings

Additionally since Datum never notified Glassey and McNeil of the merger and
that Symmetricom, the successor owner of the IP would support the contract’s
negotiation per the reguirements pf the Second Agreement it also further
stands that Datum itself also knew the second agreement was not in place and
as such it was in breach of the Co-Inventor agreement who's effect was in
place until all of its “fqture responsibilities” were properly met by the

follow-on agreements it specified be created.

Instead Glassey and McNell as shareholders in Datum received oriy the same
shareholders merger notice all other shareholders received and no other
communications regarding the transfer or continued support of the IP per the
terms of the Co-Inventor Agreement. This failing also breached the IP
Maintenance Requirements of the settlements in the failure to notify Glassey
and McNeil per the contract of both the transfer of the property to the new
owner, and that the new owner agrees to meet all the agrees toc honor the

terms and condition of the agreement.
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Claim 3 -~ Ongoing Tortuous Interference

The Plaintiffs allege baged on the dispute with Datum over its uncompensated
use of its derivative of the Glassey Trusted Timing Infrastructure and
through its acquisition of DDI, and in refusing to meet the contractual
requirements of its lawyers “Deal” Datum and its Successor Symmetricom
continues to tortucusly interfere with Glassey and McNeil and their efforts
to protect their own IP and prosecute infringers against the core underlying
GeoSpatial IP's protected in the US Patent Number 6,370,629 which they assert -

ownership over,

CAUSE OF ACTION - EMOTIONAL DISTRESS

Claim 1 - Emoticnal Distress in re Rosso/Book
Plaintiff, hereby incorporates by reference, as if fully stated again,

Previous claims, inclusive, and, the entire Introduction, above, as if fully

is set forth, above.

Within the past year, January 27, 2009, and, encompassing the past vyear, of
November 14, 2008, as defined and allowed under limitations to maintain an

action, (CCP § 340.6), Defendants Hastings inflicted emctional distress upon

Plaintiffs, and each of them. The legally and factually culpable conduct,

including, but not limited to, the following conduct:

Defendants Bosso/Book, and each of them, deficient performance (or omigsion
to perform), amounted to, and was tantamount to, less than a reasonably
prudent and competent attorney under similar circumstances, within the case

and matter contemplated, under the terms of the contract.
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Deféndants Bosso/Book and Jason Book in particular, owed a duty to fully
execute exhibit “three” within a prudent amount of time, retain such an
agreement, and provide the same to his clients as a prudent and competent
attorney (Rule 3-110). A breach of a fiduciary duty owed to Plaintiffs by
Defendant, Jason Brook, occurred by virtue of a failure to disclose to
Plaintiffs his failure to fully execute the subject agreement or produce
coples of those other agreements he asserted were properly executed. In
addition, after failure to fully execute the subject agreement defendant,
EOSSO/WILLIAMS, Jason Brook and Book and Bodk willfully and purposely and
intentionally éttempted to deceive Plaintiffs into believing that he had
provided the subject agreement “several times” to them previously; an
independent violation of Rule 3-500 of the California Rules of Professional
Conduct. As an officer of the Court Cannon likewise had a responsibility to
provide the documents his client'’s represented they intended to execute in
order to-obtéin eignatures on incomplete assignment agreements so that they
could misrepresent their ownership of specific Glassey and McNeil

Intellectual Properties.

Claim 2 - Intentional Infliction of Emotional Distress in

re Bymmetricom and their Counsel Cannon

Plaintiff, hereby incorporates by reference, as 1if fully stated again,
Previous claims, inclusive, and, the entire Introduction, above, as if fully
ig set forth, above. Within the past year, January 27, 2009, and,
encompassing the past vear, of November 14, 2008, as defined and allowed
under limitations to maintain an action, (CCP 8 340.6), Defendants

Symmetricom continued teo inflict emcotional distresgs upon Plaintiffs, and each

of them by refusing to acknowledge Glassey and McNeil’s ownership of the IP

which Symmetricom licensed from them to obtain US Patent #6,370,629.
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Likewise Glassey and McNeil assert that Defendant CANNON violated the ethical
statute in his refusal to produce any wet signed copies of any of the
agreements he claimed to us his client’s executed, later claiming his clients

ordered him not to produce documents in response to Subpoena.

Az such, Defendants Symmetricom(et Al) have attempted to deceive
Plaintiff, while simultaneocusly misrepresenting to Plaintiffs and in
negotiating use cof Glassey and McNeil INTELLECTUAL PROPERTIES, about the non-
exigtence of the subject agreement, and that the Intel}ectual Property Qights
of Glassey and McNeil posses with regard to their GeoSpatial Controls., The
misrepresentations asserted as having been performed by CANNON and Book and

continue through Symmetricom’s current counsel.

These acts on the part of an officer of the court in withholding document
they originally asserted were executed is viclation of Professional Rule of

Conduct 5-220

RELIEF REQUESTED

Rescission of Patent Assignment per the Co-Inventor

Agreement between the Parties

The relief regquested is intended to clean up the patent ownership mess
Hastings and his successors made of the claims in US 6,370,629 such that the

assignment document submitted by Hastings to the US Patent Office would be
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declared invalid and an order of the Court issued to complete the ‘initial
requirements to define the specific uses and rights under the agreement that
Hagtings use was limited to his existing patent only’ and also to assign
those same rights to Glassey and McNeil for any and all foreign filings of US

6,370,629 as well.

Co-Inventors terms specify resgcission for failure to perform
Because under the terms of the original and still binding Co-Inventor Section
4's “Default In compensation” terms for failing to meet the ongoing‘hurdles
of the Co-Inventor Agreement’'s section 3 which was entitled “Failure to make
Definitive Agreement” any and all claims against the IP filed in the patent

and licensed to Digital Pelivery are void for breach and failure to perform.

Additicnally based in the “Agreement IP Ownership reverts to Glassey and
McNeil for failing to comply with the forward responsibilities in producing
proper definition addendums to constrain the licensed Intellectual

Properties.

Damages against Symmetricom

Since Glassey’s and McNeil’s rights to file their own patent have been
prevented by Hastings actions in filing his with the claims that he agreed
would only belong to Glassey and McNeil means that Glassey and McNeil
reascnably share in all of those patents. Likewige additionally, the
Plaintiff’s seek an order to Symmetricom to document its sale of IP to
nCipher and later that to THALES with regard to the limited uses of that IP
possible in timestamping systems not covered under the limited use license to

Hastings and his successors, and an award of fraud damages as the court sees
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fit. As part of the rescission award specific notice of ‘that only Glassey
and McNeil own specific claims #24 through #32 of the patent as issued
because those claimg were negotiated to remain solely with Glassey and

MceNedil.

Malpractice Claims and Infliction of Distress Claims

From Bosso and Book $10MM USD in direct damages and fraud damages per the
court’s discreticn for malpractice in the vicolation of the fiduciary trust as
GMT's counsel, fraud in the misrepresentation of executed contracts, and the

ongoing tortucus interference with Glassey and McNeil’'s Economic Advantage.
Symmetricom

From Symmetricom as the successor to Datum and the operator of the “HP Atomic
Clock” Produét Services cfferings, 20MM in direct damages and an order to
cease and desist any interference with Glassey and McNeil‘s asserting their
ownership of Intellectual Properties protected under the patent issuéd in the
US and other countries globally. Additionally fraud damaées as the Court

sees fit and appropriate.

Finally we seek an order forcing Symmetricom to produce the location of
properties withheld from Glassey by one of its customers which ﬁere sold to
Glassey by the US Bankruptcy Court and which Symmetricom has refused to
identify those devices existence or location or their date of destruction as
the sole provider of ‘calibration and certification services’ for that device
as its manufacturer and damages for withhelding this information in contempt

of the US Bankruptcy Court Order.
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Dated this 5-18-2010

Michael e. McNeil In Pro Se
PO Box 640
Felton CA 94018-064()

831-338-0182

Dated this 5- 1Wm
Lp \A—

a3 s. Glassey Yh pP/se

50 W. S8an Fernando St, Suite 320
San Jeose CA 95113

§00-511-2301

? U. EBmK 64*0

g3 - 53%-0(8%
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Exhibit 1 ~ Settlement Agreement Number 1 of 2
This exhibit contains the DATUM SETTLEMENT AGREEMENT to license DATUM to use the

Glassey Trusted Timing Infrastructure in their own GPS-specific design. Their limited rights
to use pertain to a version of this called TTI-v2 which Dave Robinson replaced Glassey's

original TIME SOURCE SERVICE with DATUM’s proprietary GPS Chipset.

The Settlement pertained ONLY to DATUM’s use of this specific variant and derivatives of
it. The purpose was to protect the DATUM GPS CHIPSET’s as Building Blocks of Intellectual -

Properties which predate the TTI designs.

No other TTI rights are assigned including Glassey’s TTVv1 - the technology Glassey
originally presented to DATUM to interest them in building their own derivative as well as

his follow-on designs,

ONLY the specifically laid out TTIv2 is being licensed to DATUM in this settlement.
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SETTLEMENT AGREEMENT AND MUTUAL RELEASE

This Settlement Agreement and Release (“Agreerent™) is entered into by and between
DATUM, INC. (“DATUM™), on the one hand, and GLASSEY-MCNEIL TECHNOLOGIES
(“GMT™), TODD GLASSEY (“GLASSEY™), and MICHAEL MCNEIL (“MCNEIL"), (sometimes
collectively referred to as “GMT/GLASSEY/MCNEIL™, on the other hand.

SECTION ONE
BACKGROUND

1.1 This Agreement is 2 mutual and complete compromise between the parties and is

intended as a complete and final resolution and settlement of the regpective differences, positions
and claims of DATUM and GMT/GLASSEY/MCNEL, 23 described below.

1.2 All parties hereto desire to avoid the risks and expenses attendant upon further

litigation and to reach a mutual, full and final compromise and seutlement of the parties’ disputes,
claims, causes of action and the like.

1.3 In or about February 1998 the parties began collaborating on the development of

certain technologies related to electronic commerce and time verification, which included the
development of certain inteliectual property, technologics, trade secrots and confidential and
proprietary information. The parties also collaborated on the development of marketing efforts

relatad to electronic commerce and time verification. The parties® collaborative efforts contmued
through the end of 1998/early 1999,

14 From the parties' business relationship a dispute armse between DATUM and
GMT/GLASSEY/MCNEIL. Among other things, the parties dispute ownership in and other rights
to certain of the intellectual property, technologics, trade secrets and confidential and proprietary
information developed or contributed during the parties relationship, including the Protected
Technology, defined below, When the parties were unable to resolve the dispute informally, on or
around August 20, 1999, DATUM filed a complaint {the “COMPLAINT™) stating claims for, amoag
other things, Breach of Contract, Breach of the Covenant of Good Faith and Fair Dgaling,

DOCSQCE6 L SBvIL 9250.0041




Misappropriation of Trade Secrets and Proprietary Business Information, Trade Libel, Slander and
Declaratory Relief.

SECTION TWO
DEFINITIONS

2.1 Protected Technology: Protected Technology includes any information, data,
method, product, softweare, hardware, frade secrets, copyrights, documents, ¢e-mails, technology,
idess, or inventions, disclosed, provided, produced, created in any form by
GMT/GLASSEY/MCNEIL to, for, or in conjunction with DATUM between the initiation of the
parties’ relationship on February 1, 1998 through March 1, 1999, including any derivatives thereof,
and gny information, dats, method, product, software, hardware, trade secrets, copyrights,
documents e-rnails, technology, idess, or inventions, disclosed, provided, produced, created in any
form by DATUM to which GMT/GLASSEY/MCNEIL had, or wag provided access to, or gained
knowledge of or worked on between February 1, 1998 through March 1, 1999, including all
derivatives theroof, including the Trusted Time Infrastructure (“TTI"), TTLII, or any further -
derivative or variation thereof, including but not limited to the Trusted Local Clocks and Trusted
Master Clocks defined below.

22 Trusted Local Clocks: The Trusted Local Clock (“TLC") is a particular
implementation of a trusted clock that is periodically certified to an upper clock, typically a Trusted
Master Clock (TMC). The TLC provides time stamp tokens and temporal tokens. The TLCisa
PClv2.1 compliant card and assumed to be operating in an insscure host in an insecure environment.
It uses & real time operating system to control the on-card functions.

2.3 Trusted Master Clocks: The Trusted Master Clock (“*TMC™) is a particular
implementation of a trusted clock, synchronized to Coordinated Universal Time snd made
comparabls to the time offered by a Nationsl Time Standard such s the National Institute of Science
and Technology, which generates trusted time data which ia sent to TLCs for time stamping &nd

" other cestification purposes. The TMC also monitors and cili:bmea the TLCs. '

R
el
=

: The term Trusted Time Infrastructure (“TTT") describes

2
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a particular systern and process developad by Datum by which time can be affixed to an e-commerce
document or transction in such a way that it can be free from outside alteration, thus providing a
universal, secure and reliable way to ascertain when a transaction occurred or a document was

received or sent.

25  Net Sales: Net Sales shall mean the amount invoiced for sales of Trusted Local
Clocks and Trusted Master Clocks (collectively the “Licenssd Producta™) by DATUM less the
following deductions (to the extent they are not already reflected in the amount billed):

(i)  Discounts, refiinds, and wholesaler chargebacks allowed and taken in amounts
oustomary in the trade;

(ii) Import, export, excise, sales or use taxes, tariffs and duties directly imposed and with
reference to particular sales;

(iti) Outbound transportation prepaid or allowed, including insurance.
(iv) Amounts allowed or credited on rebates, retums or retrosctive price deductions.

Licensed Products shall be considered “s0ld” when the amount billed out or invoiced to a
third party has been received by DATUM. Licensed Products shall not be sold for less than
commercially reasonable amounts, provided however, DATUM may provide Licensed Products as
sxnrples and promotional items in the normal course of business for ro charge or reduced charge. If
a Licensed i’toduct is incorporated mto another product or is sold in combination with other products
or services and not invoiced separately, such Licensed Products shall be included in the Net Sales at
the then current list price for such quantities of such Licensed Products with any discount from list
price being applied proportionately to the discount from list price of the product into which the-
Licensed Product was incorporated or the list price of the other product sold, as the case may be. If
there is then no curreat list price for such Licensed Product, the Net Sales will be based on the .
separztz value of such Licensed Product end such other products or services.
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SECTION THREE
IERMS OF SETTLEMENT

31 In consideration of the mutual covenants set forth herein, and in full settlement 'of the
claims and causes of action asserted or held by DATUM and/or GMT/GLASSEY/MCNEIL, the
parties agree as follows: '

32  Rovalty:

(8)  DATUM agrees to pay to GMT/GLASSEY/MCNEIL a three percent (3%)
royalty upon the Net Sales by DATUM of any DATUM Trusted Local Clocks end Trusted
Master Clocks. The royalty shall be calculated based upon final sales as of the end of the
celendar year in which a royalty mey be calculated. ‘The royalty shall be due within sixty
(60) days of the end of each year the royalty is due,

(6)  The duration of the royalty shall be three (3) years (years 2000, 2001 and
2002).
| {€)  The royalty shall be subject to a ceiling of $150,600 per year. Under no
circumstances shall DATUM be obligated to pay more than $150,000 in royslties in eny
calendar year irrespective of the amount of its Net Sales in any calendar year.
GMT/GLASSEY/MCNEIL has 1o rights to any payment other than the 3% royalty and
subject to the ceiling of $150,000. _

(d)  DATUM agrees to advance $50,000 of its royalty payment at the
commencement of each year for which a royalfy may be paid. The first advance payment
ghall be made per the wiring instructions below on or before January 7, 2000. Thereafler, the
advanoe shall be paid within the first thirty days of each calendar year per the instructions
below. Each of the three (3) $50,000 advances shall be nonrefundable and shall not be
subject to whether DATUM generates sufficient sales to generate the royalty payments but
ghell be creditable against the royalty earned pursuant to this section, All other royalty:
payments are subject to DATUM achieving sales of the two (2) products subject of the

(c)  The first advance payment, due ont of before January 7, 2000, shall be made
by wire transfer to the following account:

4
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Bank Routing No. 121139096

Bank Account No. 01-49350-5

Bank Name: Coast Comunercial Bank
Bank Address; 720 Front Street

Santa Cruz, California 95060

All further payments shall be by wire transfer to the following account:
Bank Routing No.: 121139096
Bank Account No.: 04-50823.8
Bank Account Neme: Glassey-McNeil Technologies
Bank Name: Coast Commercial Bank
Bank Address: 203 Mount Harmon Road
Scotts Valley, CA 95066
(f) Unleas notified in a writing signed by GMT, GLASSEY and MCNEIL, and
their legal counsel, changing the payees and/or destinstion of payment, DATUM will follow
these instructions for all payments and will not be subject to liability for following such
instructions.

3.2.1 Qmmgﬁ_’gmm All payments ander this Agreement shall be made
U.S. Dollars by wire transfer to such bank account as designated hercin. Any payments due
hereunder on Net Sales outside of the United States shall ba payable in U.S. Dollars at the average of
the rate of exchange of the currency of the country in which the Net Sales are made as reportad in
the New York edition of The Wall Strest Journal, for the last three (3) business days of the period for
which the royalties are payable.

322 Tax Withholding. If laws or regulations require the withholding of income
taxes awed on account of royalties accruing under this Agreement, such taxes shall be deducted on a
country-by-country basis by DATUM from such remittable royalty and will be paid by it to the
I e m-s'-:;piaper taxing authority. Proof of payment shall be securcd ead sent to. GMT/GLASSEY/MCNEIL

- es evidence of such payment. '
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3.2.3  Apdit Rig

ights alty Pg (5: To the extent .
GMT/GLASSEY/MCNEIL in good faith dispute the amount of royalties to which they are entitled
pursusnt to this Agreement, GMT/GLASSEY/MCNEIL may request an inspection of DATUM s
accounting records reflecting the calculation of Net Sales. Such request may be made once per year
while Datum’s royalty payment obligations continue under this Agreement, Unless such request is
made within thirty (30) days of GMT/GLASSEY/MCNEIL's receipt of 4 royalty payment from
DATUM, the right to audit that payment is waived. The inspection shall be made only by a Certified
Public Accountant ("CPA"), subject to DATUM's approval, which will not unreasonablybe
withheld, and conditioned upon execution of a confidentiality agresment regarding the review of
DATUM’s records, which shall include, among other things, & provision which prohibits the
disclosure by the CPA of any information disclosed, leamed or reviewed during the audit to
OMT/GLASSEY/MCNEIL except for the final calculation of the amount that the CPA contends
DATUM owes under this Agreement. Unleas otherwise mutually agreed to in writing, the inspection
by the CPA shall take place at the law offices of Stradling, Yocca Carlson & Rauth in Newport
Beach, California during normal business hours. No informetion inspected during tl;e aﬁdit may be
removed from the premises, other than that which is expressly permiited by this paregraph. For
purposes of this audit, the CPA may review only the computer generated sccounting rocords
necessary to make a finel calculation of royaliies owed and shall not be given access to
manfacturing documents, inventory records or any underlying invoices and records.
GMT/GLASSEY/MCNEIL shall bear all its own costs and expenses incurred to conduct any sudits.
If the audit determines that an amount is owed by DATUM to GMT/GLASSEY/MCNEIL and that
smount is within ten percent (10%) of the original amount paid by DATUM,
GMT/GLASSEY/MCNEIL, or if the audit determines that no amount is owed, or if DATUM has
overpaid, GMT/GLASSEY/DATUM shall also reimburse DATUM for 21l of DATUM's cost and
expenses in handling any sudit. DATUM ehall heve the right to offset any right to reimbursement
under this provision from any future royalty payments,

33  Dismissal of Complaint: DATUM agrees to dismniss with prejudico the |
COMPLAINT within ten (10) days of the full execution of this Agreement.

6
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GMT/GLASSEY/MCNEIL disclaim any ownership in, or rights to, the Protected Techmology and
hereby acknowledge, represent and warrant that such Protectsd Technology is owned solely and
exclusively by DATUM aa its intellectual property, trade secrets and proprietary information.
GMT/GLASSEY/MCNEIL egrees not to contest DATUM's ownership of any Protected Technology
or the labeling of the Protected Technology as intellectual property, trade secrets, and/or proprietary
information.

ments Sw A inated: GMT/GLASSEY/MCNEIL further
agree that, with the exception of this Agreement, which supersedes the terms of any prior
agreements of the parties, all terms of all other agreements betwesn the parties including, but not
limited to any consulting agreements between the parties, any confidentislity or non-disclosure
agreements, any value added roseller agreements and any other express, implied or oral agreements
are hereby terminated and hereafter void. The parties mutually agree that as between DATUM and
GMT/GLASSEY/MCNEIL no provision of any agreement between the parties, other than this -
Agreement and the settlement agreement relating to the parties’ prior co-inventor agresment, shall
be deemed to survive.

execution date of this Agreement and at all times thereafter, GMT.’GLASSEYMCNEIL shall not,
and shall not permit any representatives, agents, assigns or affiliates, to use or disclose to any person
or entity any Protected Technology. GMT/GLASSEY/MCNEIL expressly agree, represent and
acknowledgo that they shall not engage in, or be associated with, a;ay business which uses, in asny
maenner, any Protected Technology.

3.7  Availability of Injunctive Relief: Given the nature of DATUM's business,
GMT/GLASSEY/MUCNEIL’s involvement in DATUM's business and in the formulation snd

implementation of its business plans and strategiss relating to the Protected Technology, and
GMT/GLASSEY/MCNEIL s direct involvement with DATUM clients, GMT/GLASSEY/MCNEIL
scknowledge and agree that the covenants of GMT/GLASSEY/MCNEIL and the restrictionson
GMT/GLASSEY/MCNEIL contained in this Agreement are reasonsble and necessary in orderto
protect the legitimate interests of DATUM, and that any violation thereof by

, .
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GMT/GLASSEY/MCNEIL or any affilistes would result in irreparable injuries to DATUM, for
which damages would not, in and of themaelves be an adequate remedy, Therefore,
GMT/GLASSE Y/MCNEIL acknowledge and agres that, in the event of a violation or breach by
GMT/GLASSEY/MCNEIL or any affiliates of any of the covenants or any of the restrictions
contained in this Agreement, DATUM shall be entitled to obtain, from any court of competent
jurisdiction, temporary, preliminary and permanent injunctive relief, in addition to any other rights
or remodies to which DATUM may be entitled under applicable law or equitable principles, without
the necessity on the part of DATUM of having to post a bond or other security and without thereby
limiting eny other rights and remedics, including the recovery of monetary damages, that DATUM
may have hereundet or under applicable law by reason of such violation or breach.

38 epresentat n-disclogare: GMT/GLASSEY/MCNEIL represent and warrant
that they have not disclosed any Protected Technology to any party other than Datum, its employees,
agents, representatives,

19  Communication with Datum: GMT/GLASSEY/MCNEIL agree to refrain from any
contect or communication with DATUM or any affiliated entities, including any officers, employees,
former employees, agents, or representatives of DATUM or its affiliated entities. All |
communication on behalf of GMT/GLASSEY/MCNEIL which is directed at DATUM, its
employses, agents or representatives must be directed to DATUM's legal counsel: Johm F. Cannon,
Esq., Stradling, Yooca, Carlson & Rauth, 660 Newport Center Drive, Suite 1600, Newport Beach,
California, 92660-6441. Further, all such communications must be made by legal counsel for -
GMT/GLASSEY/MCNEIL who is designated as follows: Jason Book, Esq., Bosso, Williams, Sachs,
Book, Attack & Gallagher, 133 Misgion Street, Suite 280, Santa Cruz, California 95061-1822.

unication Regarding Datum: GMT/GLASSEY/MCNEIL sgree that thcy
will not discuss any aspect of DATUM, including but not limited to DATUM’s business, omcm
employees, former employees, representatives, affilisted entities, transactions, or products with any
person or entity, other than as expressly contemplated by this Agreement. '

311 Relesse of Claims: *
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GLASSEY and MCNEIL, for themselves and for and on behalf of GMT and any affiliated or relsted
entities, agsigns and successors in interest, if any, now or in the future, hereby irrevocably release,
forgive and discharge DATUM and all of its current and former officers, directors, shareholders,
partners, agents, employees, representatives, affiliates, parent, subsidiaries, and rclated entities,
assigns and successors in interest, if any, now or in the fiture (collectively, the “DATUM Partics™),
from any and all claims, demands, contracts, causes of action, obligations, debts, liabilities of any
kind or nature whatsoever, whether known or unknown, which they now have or may have in the
firture, against the DATUM Parties. This release expressly includes any claims for which DATUM
would bear an obligation of indemnity, pursuant o contract statuts or otherwiss to the person against
whom GMT/GLASSEY/MCNEIL would have a claim. This release may be asserted by any of the
Datum Partiss and shell be a complate defense to any claim for which Datum would bear an
indemmity obligation. Notwithstanding the foregoing, DATUM’s obligations under this Agreement
are expressly excepted from the foregoing release.

ggrees and acknowledges that DATUM on behalf of itseif and any affiliated or related entities,
assigns snd successors in interest, if any, hercby irrevocably releases, forgives and discharges
GMT/GLASSEY/MCNEIL acd ail of its officers, directors, shareholders, partners, agents,
employees, representatives, affiliates, parents, subsidiaries, and related entitics, assigns and
successors in interest, if any, now or in the future {collectively, the “GMT Parties™), from any and ail
claims, demands, contracts, causes of action, obligations, debts, labilities of any kind or nature
whatsosver, whether known or unknown, which they now have or may have in the future, including
those claims stated in the COMPLAINT, against the GMT Parties. This release expresly includes
ey claims for which GMT/GLASSEY/MCNEIL would bear an obligation of indemnity because
such claim arose during and out of GMT/GLASSEY/MCNEIL's employment of the person against

whom DATUM would have a claitn. Notwithstanding the foregoing, GMT/GLASSEY/MCNEIL 's

obligations under this Agreement are expressly excepted from the foregoing release.

-3.12  Civil Code Secctipn 1542: With respect to the:maiters herein stated as the subject of
release, the parties hereto do hereby mutually waive and relinquish any and &l righta which any of

9
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them may have under the provisions of Section 1542 of the Civil Code of the State of California,
which Section reads as follows:

“A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS
WHICH THE, CREDITOR DOES NOT KNOW OR SUSPECT
TO EXIST IN HIS FAVOR AT THE TIME OF EXECUTING
THE RELFEASE, WHICH IF KNOWN BY HIM MUST HAVE
MATERIALLY AFFECTED HIS SETTLEMENT WITH THE
DEBTOR.”

3.13  Settlement of Claimg Against DATUM: GMT/GLASSEY/MCNEIL agree and
acknowledge that, upon performance of this Agreement, DATUM shall have no further obligations
under any consulting agreements, non-disclosure agreements, value added roseller agreements or any
other agreement with GMT/GLASSEY/MCNEIL and that GMT/GLASSEY/MCNEIL waive any
claims or causes of action any of them may have against DATUM arising out of such agreements,
inolnding, but not himited to, claims for damages and claims for the return of any intellectual
properties aliegedly disclosed to DATUM by GMT/GLASSEY/MCNEIL.

314  Attomey’s Fees: DATUM and GMT/GLASSEY/MCNEIL shall bear their own costs
and ettorneys’ fees in connection with their respective disputes and claims seftled herein.

parties agree and acknow]edge that DATUM s royalty payment obligations terminate after the
royalty payment derived from the third year of the royalty, Nothwithstanding the foregoing, all
othier terma of this Agreament will remain in full force and effect after termination of DATUM’s

payment obligations.

4,1  The parties hereto warrant and represent that no promise or inducement has been

‘offersd or made for this Agreement except as herein set t‘c,u'tl:l.5 that this Agroemcnt is executed
without reliance on any statements or any representations not contained herein, and that this

A e e e T T el Qo
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Agreement refleots the entire settlement among the parties. The attorneys of record warrant and
represent that they are satisfied that their respective clients fislly understand the effect, significance
and consequence of this Agreement, The terms, acknowlsdgments, warranties and representstions
made herein shall survive the execution and delivery of this Agreement, and shall be binding upon
the respective heirs, representstives, and assigns and successors of each of the parties and their
attomeys. |
SECTION FIVE
NO ADMISSION OF LIABILITY
5.1 The parties hereto acknowledge and agree that this Agresment is entered into as 2
mutnal compromise and settlement which is not in any respect or for any purpose to be deemed or
construed as an admission or concession of any liability whatsoever on the part of any of the parties
hereto,

1

e g i, S SR I T




6.1  The parties agree that this Agreement and its terms are confidential. The parties
further agree that the confidentiality of this Agreerent and its terms is a material term of this
Agreement without which the parties would not have consented to the Agreement. The parties
expressty agres that they will not disclose or discuss the terras of this Agreement with any person.
GMT/GLASSEY/MCNEIL shall notify DATUM?'s legal counsel, in writing, of the receipt of any
request for the disclosure of any confidential information. GMT/GLASSEY/MCNEIL shsil
cooperate with the efforts of DATUM to quash such subpoena or other legal process or to obtain a
protective order, as DATUM deems appropriate, The parties shall have the right to provide required

" information concerning this Agreement to investors and potential investors, and to Affiliates in order

to enable them to carry out the activities contemplated hereunder and in connection with strategic
business needs. Any such disclosure shall be pursuant to a separate agreement of confidentiality
between DATUM or GMT/GLASSEY/MCNEIL and any such third parties.

6.2  The parties further agree to maintain the confidentiality of any document or
information which has been or is designated as confidential, including Protected Technology.

SECTION SEVEN
ENFORCEMENT OF AGREEMENT

7.1 Ifany legal action or other proceeding is brought for the enforcement of this
Agreement, or because of an alleged dispute, breach, default, or misrepresentation arising out of or
relating to any of the provisions of this Agresment, the successful or prevailing party ot parties shall
be entitled to recover reasonabie attorneys’ fees and other costs incurred in that action or procecding,
in addition to any other relief to which it or they may be entitled.
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SECTION EIGHT
MISCELLANEQUS

8.1 This Agreement is subject to, governed by, and shatl be construed in accordsnce with
the laws of the State of Califomia,

82  OMYT/ GLASSEY/MCNEIL reprosent and warrant that they are the sole and rightful
owners of the claims asserted in the dispute described in this Agreement and that any sach claims
have not been assigned or transferred to any unnamed party. DATUM represents and warrants that
it is the sole and rightful owner of the claims asserted in the COMPLAINT and otherwise herein and
that any such claims have not been assigned or transferred to any unnamed party.

83  This Agrecment is enforceable and binding upon the parties hereto, their successors
and assigns, and any agents or others under the control or direction of the parties. Moreover, both
parties, as weil a8 the signatories, hereby warrant and cbvenant that their respective representative
gigning this Agreement has full authority to bind the parties to the terms of this Agreement.

8.4  The parties may assign all rights and delegate 8l! duties hersunder to an entity
acquiring that portion of each parties’ business to which this Agresment relates, or to any corporate
successot by way of merger or consolidation, provided that the assignee delivers to DATUM or
GMT/GLASSEY/MCNEIL, as appropriate, a statement that the assignes assumes the assigning
party’s obligations hercunder. GMT/GLASSEY/MCNEIL may assign its right to receive the royalty
peyments provided in paragraph 3.2 to any person or entity provided that DATUM receives notice in
writing of such assignment signed by GMT, GLASSEY and MCNEIL.

8.5 This Agresment constitutes and contains the entire understanding and sgreement of
the parties and cancels and supersedes any and all prior negotiations, correspondence and
understandings and agreements, whether verbal or written, between the partics respecting the subject
raztter hereof., No waiver, modification or amendment of any provision of this Agreement shall be
vslid or effective unless made in writing and signed by a duly authorized officer of each of the

13
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86  The provisioms of tris Agresment 1re severable, and if ona oF tmore ovisions should
be detarnimed to he judicially ynenforceabls, in whols or in past, the remuiting provisions shall
nevestheless be bindimg and enforoashla. The provinons of this Agreement shall be construed as
soparas provistons overing theic subjeot matter in each of the sepasate cowntics and ctates la the
Ustirad States in which NATUM tranzacts its business; to the extent that any pravision shall be
jedisially umenforocable in sny ove or more of thase sounties or states, That provision ahatl not be
Affected with respoos to each other county or Btate, ench provision with regsect to each couety and
mate being construed a3 peverable and indzpendent.

(8.7 The partias agree to take any acta, tnd axecute gy firther docmants, that may be
reasanahly necessary o accomplich and effact the trems of this Asrcement.

88  Thiz Agreement mmy bo exeontad in counterparty md by O, each of which ahall be

dsemad an eriginal, and all of whish togethar shall conetituts one and the same instrument.

e gt o the
dstes balow indicated. ~ !
Datad: Nevember {7, 1999 Al A AL]
TODD ALASNEY
Duted: November |9, 1999 Y cina 0 271 )

CCHARL MONuh

Dated: November £, 1999 ‘ ®a ,/l[

GLASSEY MENEIL TEFHNOLOGIES
[ (A
Dated: November -2,'?_, 1999 ) et
DA H.alﬂfl

ATPROVED AS TO FORM AND CONTENT
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Dated; November , 1996

Dated: November {4, 1999
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By:

STRADLFN(;,}QCCA CA.RLSON & RAUTH

o

Jobn P. Cabbon
Atwmcys for DATUM, Inc.

WIILLAMS SACHS BOOK, ATACK &

Jmni Book, Esq. ' @

Attomeys for Glasssy-McNeil Technologies, Inc.
Todd Glessey, and Michael McNeil,
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Exhibit 2 — Settlement Agreement Number 2 of 2

This exhibit contains the DATUM SETTLEMENT AGREEMENT (aka the Controlling Access
Settlement Agreement) which was to acknowledge DATUM'’s DDI division’s limited use the

Glassey GEOSPATIAL DIGITIAL CONTROLS in their already existing Confidential Courier

product.

No other GEOSPATIAL rights are assigned and this is the basis of the disputed IP ownership

in this matter.







SETTLEMENT AGREEMENT AND MUTUAL RELEASE

This Settlement Agreement and Release (“Agreement”) is entered into by and between
DATUM, INC. (“DATUM”) and DIGITAL DELIVERY INC:. (“DDI™), on the one hand, and
GLASSEY-MCNEIL TECHNOLOGIES (“GMT”), TODD GLASSEY {("GLASSEY™”) and
MICHAEL E. MCNEIL ("MCNEIL") (collectively referred to as “GMT/GLASSEY/ MCNEIL”), on
the other hand.

SECTION ONE
BACKGROUND

1.1 GLASSEY and MCNEIL and DDI entered into a Co-Inventor Agreement, dated
October 26, 1998 (the “Co-Inventor Agreement™), pursuant to which those parties agreed, on an
interim basis, to ceftain rights and interésts in intellectual prdperty and to certain future payment
obligations of DDI, peiiding the execution of a definitive agresmént with respect to such intellectual

property.

1.2 On or about July 29, 1999, DATUM consurmmnated a merger whereby DDI became a
wholly owned subsidiary of DATUM.

1.3 On or about August 20, 1999, DATUM filed a complaint (the “COMPLAINT™)
stating claims against GMT/GLASSEY/MCNEIL for, among other things, Breach of Contract,
Breach of the Covenant of Good Faith and Fair Dealing, Misappropriation of Trade Secrets and

Proprietary Business Information, Trade Libel, Slarider and Declaratory Relief.

1.4  DATUM, DDI aiid GMT/GLASSEY/MCNEIL desire to definitively résolve and
terminate the interim arrangements arising fromi the Co-Inventor Agreement, to avoid the risks and
expenses attendant upon litigation and to reach a mutual, full and final compromise and settlement
of the parties’ matters; claims, causes of action and the like with respect the Co-Inventor Agreement,
the Assembly, Distribution and Use of Digital Information Patent, the Controlling Access Patent and
the Phase 11 Technology (as defined below). '
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1.5 This Settlement Agreement is a mutual and complete compromise between the
parties and is intended as a compléte and final resolution and settlement of the respective
differences, positions and claims of DDI, DATUM and GMT/GLASSEY/MCNEIL, with respect the
Co-Inventor Agreement, the Assembly, Distribution and Use of Digital Information Patent, the.
Controlling Access Patent and the Phase II Technology.

SECTION TWO -
DEFINITIONS
2.1 The Assembly, Distribution and Use of Digital Information Patent: 1.S. Patent No.

5,646,992 issued to DDI on July 8, 1997 for certain data and file protection and encryption
technology. One of the products produced under this patent is called the Confidential Courder,
which is described as an electronic transmittal envelope which can be opened only by specifically

designated persons having the encoded passwords.

22 Controlling Access Patent: A US and certain foreign countrics patent pending
covering the expansion of technology covered by the Assembly, Disiribution and Use of Digital
Information Patent to include the new technology of geo-positioning and time/data encryption with

respect to digital data and file assémbly, distiibution, use and access,

2.3 Phase Il Technology - Phase IT Technology refers to the method of authentication,
encryption and frahsmission of date/time and/or location data for the purposé of linking together two
or more disparate electronic components, such that a trust mode! is established between them. Such
physical clements must individually be capable of computational and cryptographic functionality,
but computationally may be isolated from one another.  Such electronic components trust be
physically secure, and communicate with each other over communications channel(s) which may

themselves be ingecige,
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TERMS OF SETTLEMENT

3.1 In consideration of the mutual covenants set forth herein, and in full settlement of the
claims and canses of action asserted or held by DDI and/or GMT/GLASSEY/MCNEIL under the

Co-Inventor Agreement, the parties agree as follows:

3.2 Assimnen"; of Confrolling Access Patent; GMT/GLASSEY/MCNEIL assign all

rights, title and interest in the Controlling Access Patent and the application therefor, to DATUM.

3.3 ¢+ DDI and DATUM
acknowledges that GMT/GLASSEY/MCNEIL owns all rights, title and interest in the Phase I
Techniology, but GMT/GLASSEY/MCNEIL hereby grants DATUM a perpetual, non-exclusive,

Ownership of and License to Use Phase II Technolog

irrevocable, assignable, sub-licensable, worldwide license for use of the Phase II Techniology and
derivatives thereof, with rights to sublicense, in coninection with the Confidential Couriet product

and other produicts and technology covered by 'the.Gontfolling Access Patent.

3.4  Payment: DATUM will pay to GMT/GLASSEY/MCNEIL $300,000 upon full
execution of this Agreement. Payment shall be wired within 24 hours of €xecution as follows:
Bank Routing No. 121139096
Bank Account'No. 01-49350-5
Bank Name: Coast Commeicial Bank
Bank Address: 720 Front Street
Santa Cruz, California 95060

3.5  Dismissal of Complaint: DATUM agrees to dismiss with prejudice the

COMPLAINT within ten (10) days of the full execution of this Agreement

36  Acknowledgment of Rights Under the Assembly, Distribution and Use of Digital

Information Patent GMT/GLASSEY/MCNEIL disclaim and waive any rights to the Assembly,

3

DOCSOT\ES6435v31 92500043




Distribution and Use of Digital Information Patent and the technology described therein and agree
not {o make, use or sell any prodicts developed using of derived from the Phase IT Techuiology
which aiso include the te;éhnology described in or covered by the Assembly, Distribution and Use of
Digital Information Patent. GMT/GLASSEY/MCNEIL explicitly acknowledge that they had no
participation in the invention or patent application process which resulted in the U.S. Patent No.
5,646,992 issued to DDI on July 8, 1997,

37  Co-Inventor Agreement Terminated. In addition and without duplication, upon the
exécution of this Agreement and payment of the amount specified in paragraph 3.4, above the Co-
Inventor Agreement shall be terminated, and this Agreement shall be the only agreement of the.
parties with respect fo the subject matter of the Co-Inventor Agreement and this Agreement. Such
subject matter includes without limitation the future payment obligations and division of intellectual
property rights set forth in the Co-Inventor Agreement. The parties hereto acknowledge and agree
that the settlement payment constitutes the satisfaction in full of any ¢laims by
GMT/GLASSEY/MCNEIL for compensation of any kind pursuant to the Co-Inventor Agreement.

3.8 Availability of Injunctive Relief: GMT/GLASSEY/MCNEIL acknowledge and
agree that the covenants of GMT/GLASSEY/MCNEIL and the restrictions on
GMT/GLASSEY/MCNEIL contained in this Agreement are reasonable and necessary in order to.
protect the legitimate interests of DATUM, and that any violation thereof by
GMT/GLASSEY/MCNEIL or any affiliates would result in irreparable injuriés to DATUM, for
which darmages would not, in and of themselves, be ani ddequate remredy. Therefore,
GMT/GLASSEY/MCNEIL acknowledge and agree that, in the event of a violation or breach by
GMT/GLASSEYMCT;I EIL or-any affiliates of any of the covenants or any of the restrictions
contained in this Agreement, DATUM shall be entitled to obtain, from any court of competent
jurisdiction, temporary, pre[iiri_i;rjiary and permanent injunctive relief, in addition to any other rights
;)r remedies to which DATUM may be entitled urider applicable law or equitable principles, without
the necessity on the part of DATUM of having to post a bond or other security and without thereby
limiting any other rights and remedies, including the recovery of monetary damages, that DATUM

may have hereunder or under applicable Iaw by reason of such violation or breach.
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3.9  Release of Claims:

3.9.1 GMT/GLASSEY/MCNEII s Reledse of Claims Against DATUM and DDI
GMT, GLASSEY and MCNEIL, for themselves and for themselves and for and on behaif of GMT

énd any affiliates, related entities, assigns and successors in interest, if any, now or in the future,
hereby irrevocably release, forgive and discharge DATUM and DDI and all of their officers,
directors, sharéholders, partners, agents, employees, representatives, affiliates, parent, subsidiaries,
and related entities, asgsigns and successors in inferest, if any, now or in the future (collectively, the
“Datmn Parties™), from any and all obligations, responsibilities and liabilities relating to or arising
out of the Co-Inventor Agreement against the Datum Parties. Notwithstanding the foregoing,
DATUM’s obligations under this Agreement are expressly excepted from the foregoing release.

3.9.2 DATUM’s and DDI’s Release of Claims Against
GMT/GLASSEY/MCNEIL: DATUM and DDI agree and acknowledge for themselves and for

themselves and for and on behalf of DATUM and any affiliates, related entities, assigns and
successors in interest, if any, now or in the future, that GMT/GLASSEYMCNEIL are released and
fully discharged from any and all obligations, responsibilities and liabilities to DATUM or DDI
relating 1o ot arising out of the Co-Inventor Agreement. Notwithstanding the foregoing,
GMT/GLASSEY/MCNEIL’s obligations under this: Agreement are expressly excepted from the

foregoing release.

3.9 Civil Code Section 1542: With respect to the matters herein stated as the subject of

release, the parties hereto do hereby mutually waive and relinquish any and all rights which any of
them may have under the proﬂsioné of Section 1542 of the Civil Code of the State of California,
which Section reads as follows:

«A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS

WHICH THE CREDITOR DOES NOT KNOW OR SUSPECT

TO EXIST IN HIS FAVOR AT THE TIME OF EXECUTING

THE RELEASE, WHICH IF KNOWN BY HIM MUST HAVE

MATERIALLY AFFECTED HIS SETTLEMENT WITH THE

DEBTOR.”
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3.10  Attorney’s Fees: DATUM, DDI and GMT/GLASSEY/MCNEIL shall bear their own

costs and attorneys' fees in connection with their respective disputes and claims settled herein.

SECTION FOUR
WARRANTIES AND REPRESENTATIONS

4,1 The parties hereto warrant and represent that ho promise or inducement has been
offered or'made for this Agreement except as herein set forth, that this Agreement is executed
without reliance on any statements or any representations not contained herein, and that this
Agreement reflects the entire settlement among the parties. The attorneys of record warrant and
represent that they are satisfied that their respective clients fully understand the effect, significance
and consequerice of this Agreement. The terms, acknowledgments, warranties and representations
méade herein shall surviv.e the execution and delivery of this Agreement, and shall be binding upon
the respective heirs, representatives, and assigns and successors of each of the parties and their

attorneys.

SECTION FIVE
NO ADMISSION OF LIABILITY

5.1 The parties hereto acknowledge and agree that this Agreement is entered into as a
mutual compromise and settlement which is not in any respect or for any putpose to be deemed or
constrited as an admission or concession of any liability whatsoever on the part of any of the parties

hereto.
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SECTION SIX
CONFIDENTIALITY

6.1 The parties agree that this Agreement and its terms are confidential. The parties

~ further agree that the confidentiality of this Agreement and its terms is a material term of this
Agreement without which thé parties would not have consented to the Agreement, The parties
expressly agree that they will not disclose or discuss the terms of this Agreement with any person.
GMT/GLASSEY/MCNEIL shall notify DATUM’s legal counsel, in writing, of the receipt of any
request for the disclosure of any confidential information. GMT/GLASSEY/MCNEIL shall
cooperate with the efforts of DATUM to quash such subpoena or other legal process or to obtain a
protective order, as DATUM deems appropriate. The parties shall have the right to provide required
information concerning this Agreement to invéstors and potential inveétors,:and to Affiliates in order
to enable them to carry out the activities contemplated héreunder and in connection with strategic
business needs. Any such disclosure shall be pursuant to a separate agreement of confidentiality

between DATUM or GMT/GLASSEY/MCNEIL and any such third parties.

6.2 The parties further agree to maintain the confidentiality of any document or

information which has been or is designated as confidential.

SECTION SEVEN ,
ENFORCEMENT OF AGREEMENT

7.1 If any legal action or other proceeding is brought for the enforcement of this
Agreemient, or because of an alleged dispute, breach, default, or misrepresentation arising out of or
relating to any of the provisions of this Agreement, the successful or prevailing party or parties shall
be entitled to recover reasonable attomneys’ fees and other costs incurred in that action or proceeding,

in addition to any other relief to which it or they may be entitled.
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SECTION EIGHT
MISCELLANEOUS

8.1 This Agreement is subject to, governed by, and shall be construed in accordance with
the laws of the State of California.

82  GMT/GLASSEY/MCNEIL represent and warrant that they are the sole and rightful
owners of the claims asserted in the dispute described in this Agreemeént and that any such claims
have rot been assigned or transferred to any unnatned party. DATUM and DD represent and
warrant that DATUM is the sole and rightful owner of the claims asserted in the COMPLAINT and
otherwise herein and that any such ¢laims have not been assigried or transferred to any unnamed

party.

.83 This Agreement is enforceable and binding vpon the parties hereto, their successors
and assigns, and any agents or others undet the control or direction of the parties. Moreover, both
parties, as well as the signatories, hereby warrant and covenant that their respective representative

signing this Agreement has full authority to bind the parties to the terms of this Agreement.

84  The parties may assign all rights and delegate all duties hereunder to an entity
acquiring that portion of each parties’ business to which this Agreement relates, or to any corporate
stccessor by way of merger ot cofisolidation, ptovided that the assignee delivers to DATUM or
GMT/GLASSEY/MCNEIL, as appropriate, a statement that the assigriee asstimes the assigning

patty’s abligations hereunder.

8.5  This Agreement constitutes and contains the entire understanding and agreement of
the parties and caficels and :sﬁpers'édés' any and all prior negotiations, correspondence and
understandings and agreements, whether verbal orwritten, between the parties respecting the subject
matter hereof, No-waiver, modification or amendment of any provision of this Agreement shall be
valid or effective unless made in writing and signed by a duly authorized officer of each of the

parties.
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8.6 The provisions of this Agreéement are severable, and if on¢ or more provisions should
be determined to be judicially unenforceable, it whole or in part, the remaining provisions shall
nevertheless be binding and enforceable. The provisions of this Agreement shall be construed as
separate provisions covering their subject matter in each of the separate counties and states in the
United States in which DATUM fransacts its business; to the extent that any provision shall be
judicially unenforceable in any one or more of those counties or states, that provision shall not be

affected with respéct to each other county or state, each provision with respect to each county and

state being construed as severable and independent.

8.7 The parties agree to take any acts, and execute any further documents, that may be

reasonably necessary to accomplish and effect the terms of this Agreement.

8.8  This Agteement may be executed in counterparts and by fax, each of which shall be

deemed an original, and all of which together shall constitute one and the same instrament.

dates below indicated,

Dated: November _LZ, 1999

Dated; November ( ! , 1999 |

Dated: November / Z , 1999 L\ al
| %Aé’sm{ MCNEIL ﬁECHN(,)deIES

Dated: November , 1999
. DATUM, INC.

Dated; November , 1999

DIGITAL DELIVERY, INC.

[OOSOCA696435v3119250.0043




Dated; November 1999 By:

—

Dated: November 19 , 1999 By:

DOCSOC\EY643 5w 9250.0043

APPROVED AS TO FORM AND CONTENT:

STRADLING, YOCCA, CARLSON & RAUTH

John F. Cannon
Attorneys for DATUM, Inc. and Digital Delivery Inc.

BOSSO, WILLIAMS SACHS, BOOK, ATACK &
GALLAGHER

g B

Jason R. Book, Esq.
Attorneys for Glassey-McNeil Technologies, Inc.
Todd Glassey, and Michael McNeil.
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Exhibit 3 — CONFIDENTIAL COURIER PATENT - 5,646,992

This exhibit contains the DIGITAL DELIVERY CONFIDENTIAL COURIER PATENT originally

filed by DDI. Itis these claims and only these claims which #6,370,629 was to amend.

Exhibit 4 - “GEOSPATIAL CONTROLS PATENT" - US 6,370,629

This patent was only supposed to be a direct amendment to the earlier patent 5,646,992,
for adding GEOSPATIAL DIGITIAL CONTROLS in their already existing Confidential Courier
product. Any other additions to that patent are prohibited meaning at the very least claims
24 through 32 were never authorized or intended to be assigned to DDI or its successors.
They rather pertain to Exhibit 13, the Analysis Document for Infringers against Rights
Glassey and McNeil are supposed to own exclusively of DDI or its successors. Also includes

foreign filings.

Exhibit 5 - LIMITED USE ASSIGNMENTS WITH NO PAYMENT FOR

PATENT -US 6,370,629

The Limited Use Assignment of the [P’s for the filing of the patent. This assignment requires
other document s to be produced to properly acknowledge the assignment and the exact
scope of the license, which DDI and later DATUM refused to produce activating the

rescission clause (section 4, 3, and 2c and 2e) of the original CO-INVENTORS agreement.

Copy of the official filing with the USPTO showing the misrepresentation by HASTINGS that

he owns all rights and licensing capabilities under the GeoSpatial IP’s which this patent

clearly exceeded the use of.




USPTO PATENT FULL-TEXT AND IMAGE DATABASE
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United States Patent 5,646,992

Subler, etal. July 8, 1997

Assembly, distribution, and use of digital information
Abstract

Hierarchically organized graphical representations of items and groups of the items of digital information
which are available to be ordered by a user are displayed. The user interactively explores the representations
and selects items or groups to be ordered, using a pointer. While the graphical representations are being
displayed, a list of items or groups which have been selected for inclusion in an order is also displayed.
Software is executed which automatically determines the configuration of the computer, and matches the
configuration with the stored configuration information prior to the user placing an order. A user may
automatically be given access to items in a later revision of the medium if the user had access to the items in
an earlier revision.

Inventors: Subler; Ronald J. (Charlestown, MA), Hastings; Thomas Mark (Lexington, MA)
Assignee: Digital Delivery, Inc. (Bedford, MA)
Appl. No.: 08/126,217

Filed: September 23, 1993

Current U.S. Class: 705/53 ; 380/281; 705/26; 705/56
Current International Class: (G06Q 10/00 (20060101); GOGF 1/00 (20060101); GOGF
“ 21/00 (20060101); G11B 20/00 (20060101); HO4L 009/00 ()

Field of Search: 380/3,4,5,9,10,21,23,24,25,30,49,50,63
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Attorney, Agent or Firm: Fish & Richardson P.C.

Claims

What is claimed is:

1. A method for controlling access to a subset of items arbitrarily selected from among a larger set of items of
digital information, comprising

encrypting said items belonging to said set using encryption keys, each of said items belonging to said set
being encrypted using a corresponding one of said encryption keys, said corresponding one of said encryption

keys being unique among said encryption keys used for encrypting said items belonging to said set, and

providing a decryption key which permits decryption of said items belonging to said arbitrarily selected subset
of items. .

2. The method of claim 1 wherein said encryption keys are associated with corresponding decryption keys,
and said method further comprises

encrypting said decryption keys using a single global encryption key,

said global decryption key being said decryption key which is independent of the composition of said
arbitrarily selected subset.

3. The method of claim 1 further comprising
generating a request for access {o said items belonging to said subset,

incorporating in said request a request encryption key based on information unique to said request, said
request encryption key being associated with a corresponding request decryption key,

encrypting said global decryption key in accordance with said request encryption key, and
decrypting said global deéryption key in accordance with said request decryption key.

4, The method of claim 3 wherein said request for access to said items comprises an order placed by a
computer.

5. The method of claim 3 wherein said information unique to said request comprises information associated
with said computer.

6. The method of claim 3 wherein said information unique to said request is based on randomized data.

7. The method of claim 3 wherein said information unique to said request is based on a serial number of a
medium on which said digital information is stored.

8. The.method of claim 1 wherein said encryption keys are associated with corresponding decryption keys,
and said method further comprising




recording said larger set of items on a high-capacity random access storage medium, and
s i

recording said decryption keys on said medium.

9. The method of claim 8 further comprising encrypting said decryption keys prior to recording on said
medium.

10. A method for controlling access to a subset of items arbitrarily selected from among a larger set of items
of digital information, comprising

recording said larger set of items on a high-capacity storage medium, and

encrypting said items belonging to said set using encryption keys, each of said items belonging to said set
being encrypted ustng an encryption key which is unique among said items belonging to said set, said
encryption keys being associated with corresponding decryption keys, and

encrypting said decryption keys using a single global encryption key, said global encryption key being
associated with a-corresponding global decryption key, said global decryption key permitting decryption of
said items belonging to said arbitrarily selected subset of items,

recording said decryption keys on said medium,

generating a request for access to said items belonging to said subset,

incorporating in said request a request encryption key based on information unique to said request, said
request encryption key being associated with a corresponding request decryption key,

encrypting said global decryption key in accordance with said request encryption key, and
decrypting said global decryption key in accordance with said request decryption key.

11, Apparatus for controlling access to a subset of items arbitrarily selected from among a larger sef of items
of digital information, comprising

an encryption mechanism for encrypting said items belonging to said set using encryption keys, each of said
items belonging to said set being encrypted using an encryption key which is unique among said items

belonging to said set, and

a decryption key provider for providing a decryption key permitting decryption of said items belonging to said
arbitrarily selected subset of items.

12. A method for restricting use of decryption keys which are provided to a user for the purpose of allowing
decryption of information stored on a high-capacity storage medium, comprising,

encrypting the respective decryption keys using respectively different encryption keys,
providing the decryption keys to the user, and

enabling the user to decrypt the respective decryption keys using the respective encryption keys.




13. The method of claim 12 wherv.a said encryption keys are generated based on information unique to a
computer on which sid information is to be used.

f

14. The method of claim 12 wherein said encryption keys are generated based on randomized information.
15. The method of claim 12 wherein said information unique to said computer comprises a network address.

16. The method of claim 12 wherein said information unique to said computer comprises a computer serial
number. ,

17. The method of claim 12 wherein said information unique to said computer comprises a disk serial number.

18. The method of claim 12 wherein said information which is unique to a single computer is delivered, from
said computer fo a location where said encrypting is done, as part of a request for access to said encrypted
information.

|

19. A method for enabling a publisher to control aceess to digital information items distributed to users in the
form of successive revisions of a high-capacity random access storage medium, comprising

encrypting said digital information items as distributed on said high-capacity random access storage medium,

giving a user access to selected ones of said items by providing decryption information for decrypting said
selected items,

storing information indicative of items to which users had been given access in earlier revisions of said
medium, and

enabling a user automatically to have access to items in a later revision of said medium if said user had access
to said items in an earlier revision. :

20. A method for controlling access to itemns of digital information stored on a high capacity storage medium,
comprising .

encrypting one group of said items by a mechanism which enables decryption based on a single decryption
key not recorded on said medium, and

encrypting another group of said items by a mechanism which requires different decryption keys, not
recorded on said medium, for each of said other items.

21. The method of claim 20 further comprising

storing information on said medium which indicates which of said items belong to which of said groups.

Description

BACKGROUND OF THE INVENTION

This invention relates to assembly, distribution, and use of digital information.




Assembly, distribution, and use o, .uformation in digital form is fast becomuw., the norm rather than the
exception to using "hard" copy. Virtually every kind of information may be treated in this way: sounds and

' music,’executable programs, databases, pictures, animations, and fonts. The devices for embodying the digital
information also vary widely. Examples include high-capacity storage media, like CD-ROMSs, and switched
telephone network communication.

In the case of CD-ROMs, publishers often already have available bundles of digital information which are
being distributed in other modes (for example, on low-density diskettes). Because of the large capacity of
CD-ROMs many bundles of digital information may be stored on a single disk. The bundles may be related, as
in a set of different type fonts, or they may be unrelated. The publisher assembles the different bundles and
creates a master data file which is then used to produce multiple identical disks for distribution.

A bundle stored on the CD-ROM may include not only the content which interests the end user (e.g., the text
of an encyclopedia), but also executable programs which enable the user to find and make use of the content.

SUMMARY OF THE INVENTION

In general, in one aspect, the invention features a graphical user interface for aiding use of a group of items of
digital information. Hierarchically organized graphical representations of the items and groups of the items
which are available to be ordered by the user are displayed to the user. The user interactively explores the
representations and selects items or groups to be ordered, using a pointer. While the graphical representations
are being displayed, a list of items or groups which have been selected for inclusion in an order is also
displayed.

Embodiments of the invention include the following features. The graphical user interface enables a user to
preview additional detailed information concerning an item when a representation of an item is displayed,
using a pointer. Also displayed are representations of actions which may be invoked, using a pointer, to cause
an order to be effected and to enable a user to have access to an item that has been ordered.

In general, in another aspect, the invention features aiding a user in placing an order for access at a computer
to an item of digital information offered by a distributor. Stored configuration information which identifies
configurations of computers sufficient to enable use of the item is distributed to the user. Software is executed
which automatically determines the configuration of the user's computer, and matches the computer
configuration with the stored configuration information. A signal is issued to the user, prior to the user placing
the order, if the configuration and the stored configuration information do not match.

Embodiments of the invention include the following features. The item of digital information is distributed on
a high-capacity random access storage medium. The configuration information is also stored on the medium,

as is the software which automatically determines the configuration and matches the computer configuration
with the stored configuration information.

In general, in another aspect, the invention features enabling a publisher to control ordering of items of digital
information by a user from among a larger set of items of digital information made available by the publisher.
The publisher is enabled to store packaging information identifying packages of items which are available for
ordering. The user is enabled to select packages for ordering and is prevented from ordering items in bundles

other than packages included in the packaging information.

Embodiments of the invention include the following features. The bundles which the user is prevented from
ordering include individual items and supersets of the packages. The items in the larger set are made available
to the user as recorded information on a high-capacity random access storage medium. The packaging
information is recorded on the same storage medium. At least one of the items may belong to more than one




of the packages. The packaging iniormation also defines packages of packages which are available for
ordering,

In general, in another aspect, the invention features controlling access to a subset of items arbitrarily selected
from among a larger set of items of digital information. Each of the items belonging to the set are encrypted
using an encryption key which is unique among the items belonging to the set. A decryption key is provided
which is sufficient to permit decryption of the items belonging to the arbitrarily selected subset of items.

Embodiments of the invention inciude the following features. The encryption keys are associated with
corresponding decryption keys, which are themselves encrypted using a single global encryption key (the
decryption key mentioned above) that is independent of the composition of the arbitrarily selected subset. A
request by the user (e.g., an order) for access to the items belonging to the subset incorporates a request
encryption key based on information unique to the request. The request encryption key has an associated
request decryption key. The global decryption key is encrypted in accordance with the request encryption key
and decrypted in accordance with the request decryption key. The information unique to the request
comprises information associated with the computer, The larger set of items is recorded on a high-capacity
random access storage medium and the decryption keys are also recorded on the medium. The decryption
keys are encrypted prior to recording on the medium.

In general, in another aspect, the invention features restricting use of a decryption key for the purpose of
decrypting an encrypted item stored on a high-capacity storage medium usable with more than one computer.
The decryption key is encryptéd using information which is unique to a single computer and later decrypted
for use in the single computer to decrypt the encrypied item,

Embodiments of the invention include the following features. The information unique to the computer may
include a network address or a computer serial number, or may be based on random information derived from
the state of the computer system, or may incorporate a serial number of the storage medium. The information
which is unique to a single computer may be delivered, from the computer to a location where the encrypting
is done, as part of a request for access to the encrypted item.

In general, in another aspect, the invention features aiding a publisher in assembling items of digital
information for mastering on a high-capacity random access storage medium by automatically verifying the
existence and integrity of each of the items prior to assembly for mastering,

In general, in another aspect, the invention features enabling a publisher to control access to digital
information items distributed to users in the form of successive revisions of a high-capacity random access
storage medium. The digital information items are in encrypted form on the high-capacity random storage
medium. A user is given access to selected ones of the items by providing decryption information suitable for
decrypting the selected items, storing information indicative of items to which users had been given access in
carlier revisions of the medium, and enabling a user automatically to have access to items in a later revision of
the medium if the user had access to the items in an earlier revision.

Among the advantages of the invention are the following,

A widerange of benefits are provided by the invention both to the user and to the publisher. The publisher is
provided with powerful tools both for marketing and for controlling access to items to be distributed. For
marketing purposes, the publishers may include, e.g., on a CD-ROM, digital information implementing & wide
range of marketing approaches, including previews of items, information describing the items, disabled
versions of the items, and icons representing the ifems,

Publishers may easily maintain information regarding successive revisions of titles being distributed, and may




arrange for users to have automatic access in later revisions to items that they paid for in earlier revisions.

' The publisher can provide a large number and wide variety of items to a user, permitting the user to browse
and preview the items, giving the user the opportunity to pick and pay for only those items of interest. The
publisher need not fear that other items made available to the user, but not paid for, can be used.

The packaging of items in the system allows publishers to create item groupings that are sensible from a
marketing or other viewpoint, and to present those groupings to the user as products. The product groupings

can be revised and updated as needed.

The publisher can include the item grouping information and software for previewing, browsing, and ordering
all on a single CD-ROM,

Prechecking the items during pre-mastering assures that the final CD-ROM will include the items intended
and that they will be usable.

The user is provided with a powerful, easy-to-use interface to browse through and analyze the features of a
wide range of items and product groupings, to pick and choose those which it wishes to order, to place the
order, and then to install the items on his computer, This provides an easy and highly effective way to shop,
not only for software, and databases, but for virtually any product.

For items which are to be loaded into and used on a local computer, the user can be assured, prior to placing
an order, that the item will operate with the configuration represented by the local computer.

Giving access to multiple items via a single decryption key provided to the user when the order is accepted
saves time and effort.

Other advantages and features will become apparent from the following description and from the claims.
DESCRIPTION
We first briefly describe the Figures. -

FIG. 1 is an overall block diagram of a computer-based system for assembling, distributing, and using digital
information on a CD-ROM.

FIG. 2 is a block diagram of a computer-based system for pre-mastering a CD-ROM.
FIG. 3 is a block diagram of a database structure,

FIG. 4 is a flow diagram of an encryption/decryption process.

FIGS. S through 25 are views of displays shown to an end user.

FIG. 26 is a view of a display shown to an order taker.

FIGS. 27 through 30 are views of displays shown to a pre-mastering user.

Referring to FIG. 1, in one example of the invention, a system 10 enables a publisher 12 to pre-master and
distribute digital information on CD-ROMs 14, and an end user 16 easily to make use of the information.




Generally, the result of the publisner's work is a set of pre-mastered data 22 which is in form to permit
mastering of multiple CD-ROMs 14 using a conventional mastering system 24, The pre-mastered data is set

“up by 4 pre-mastering system 18 which includes software running on a workstation. The inputs to the
pre-mastering system 18 include end user system software 26, bundles of digital information 28, 30 (called
valued and non-valued iterns, respectively), facilities 32 associated with the end user system software, and
information entered by the user 12 using a keyboard or mouse (not shown). Valued items may be items which
the user may order and pay for, such as clipart images. Non-valued items may be items which need not be
paid for, such as free games, or marketing information describing a range of items. Among other things, the
pre-mastering system checks and verifies the valued items 28 being included in the pre-mastering data set.
The valued items are stored on the CD-ROM in encrypted form and are unusable by the end user until he has
paid for their use. The pre-mastering system also maintains a pre-mastering database 34 which maintains
information about the different sets of pre-mastered data 22.

The end user gets access to and makes use of digital information stored on the CD-ROM with the aid of end
user system software 36. End user system software 36 is a version of the original end user system software 26
which has been configured by the pre-mastering system 18, combined with selected facilities 32, and stored
on the CD-ROM. The software 36 is loaded into and runs on the user's workstation. Among other things, the
end user system software creates and maintains an end user database 38, e.g., on the workstation hard disk.

The end user system software includes code which allows the user to browse through information
representing the items, to preview certain items, to generate and send a purchase order 40 to an order taking
system 42, to receive back an acknowledgment of the order, to "unlock" the order items, and to install them
on the workstation.

The purchase order indicates which of the valued items (or groups of valued items) the user wishes to order.
The order may also include information which is unique to the particular workstation being used and assures
that the acknowledgment returned in response to the order will permit use of the items only on the particular
workstation. The order may be delivered to the order taker under program control (e.g., via FAXmodem,
modem, network packet, or cable system) or under user control {e.g., via voice telephone call, FAX, or
printed matter) :

Information stored on the CD-ROM with respect to a valued item includes information about which
computers and peripheral equipment are suitable for use with the item. Before an order is sent to the order
taker, the end user system checks the actual configuration of the user's workstation against the stored
compatibility information to make sure they match,

Once the order has been accepted, an order acceptance 44 is returned to the end user system. The order
acceptance includes decryption information which is based on information previously sent from the end user
system and aids in decryption of the valued items. The order acceptance also may include other information
{for example control data for controlling the collection of information on user activity). The system is
configured so that a single item of decryption information sent from the order taking system to the end user
system is enough to allow decryption of whichever valued items are chosen by the user even though each
valued item has been encrypted with a different encryption key and even though the order may specify an
arbitrary selection of valued items,

The order taking system 42 includes software running on a workstation. The software provides an
environment in which an order taker 46 can process the order and cause the order acceptance to be returned.
The order taking system software maintains an order taking database 50. Information generated by the order
taking system may be passed to accounting, order entry, and marketing analysis systems 52.

The end user system includes code which provides an integrated windowed graphical user interface through




which users may browse, preview, order, unjock, and install valued items anu other information stored on the
CD-ROM.

The pre-mastering system enables the publisher to manage successive revisions of a CD-ROMs to permit,
among other things, a user to have free access to revised versions of valued items which the user paid for via
an earlier revision.

Pre-mﬁstering System

As seen in FIG. 2, the pre-mastering system manages thie pre-mastering user interface 102, It provides a
windowed graphical user interface which enables the user to guide the processing of the items to be included
on the CD-ROM on an item by item basis.

Referring to FIG. 27, an Item Definition window 502 offers the user the ability to define an item for use in
pre-mastering an item efficiently. The user may enter a name for the item in box 504, a title for the item in
box 506, and a short description in box 508. The software automatically provides a revision number in box
512 to maintain a sequenced record of item changes.

To initiate a new item, the user selects the New button on the item browser, and selects the type of item (e.g.,
atomic item or group item). The user enters a publisher ID which uniquely identifies the item for that title.
The system automatically assigns an internal ID and revision number to the itemn. Other than type, internal ID,
revision, number, and publisher 1D, all other fields will initially have the value determined by inheritance as
follows. If the field has a value in a fitle which this title is derived from, that value is used. Otherwise the
value is marked as not specified. From the initial set of values, any further modifications to the item's fields
may override the inherited values or cause them to be used again (to undo an override).

When an item is initially created, its status is set to incomplete. Once the item is validated, if sufficient
information has been entered to allow a pressing the status is changed to complete. Once a pressing is
performed using this item, the status is set to locked and no further changes are allowed to this revision of the
item, A new revision must be created if edits are required. If a locked item is deleted its status is set to
obsolete.

The item type box is a field which allows the user to select from a restricted list of item classifications used by
the end user system.

A set of buttons 520 allows the user to call up other windows to provide additional information for an item.
The files button 522 invokes a window in which the user may indicate the source files that will make up an
item. The keywords button 524 invokes a window 526 (FIG. 28) which contains a box 528 that displays
available keywords for use with the item. A box 530 displays the list of keywords that have been selected
from box 528 for use with this item. Box 532 provides a place for the user to edit a keyword selected in box
530. In general, the keywords applicable to an item may already exist; if so they may be imported by the
pre-mastering system and displayed in box 528 for selection. Alternatively new keywords for the item may be
keyed in by hand in box 532 to build a keyword set for the item.

If the user selects Attributes button 534 (FIG. 27), he is presented with an Attributes window 536 (FIG. 29).
Window 536 includes a box 540 which displays available attributes for selection by the user. In general, the
attributes applicable to an item may already exist; if so they may be imported by the pre-mastering system.
Alternatively new attributes for the item may be keyed in by hand to build an attribute set for the item. Box
542 displays the attributes that have been selected. Box 544 provides a place for the user to edit or add new
attributes and box 546 enables the value of the attribute to be edited or added.
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If the user selects the Facilities button 538 (FIG. 27), he is presented with a Facilities window that includes
boxes enabling the user to select facilities that are to be made available for the item being premastered.

If the user selects the Vendors button 550, he is presented with a Vendors window that allows the entry of
information about the vendor of the item.

If the user selects the Thumbnails button 552, the user is presented with a Thumbnait window 554 (FIG. 30).
A box 556 allows the selection of setup information for displaying the thumbnail associated with the item.
The setup information includes a resolution, and a label for the spreadsheet. A box 558 enables the user to
specify the source path of the file or files that make up the item. A box 560 enables the user fo specify the
destination path on the CD-ROM. The user may enter or edit resolution information in box 562, label
information in box 564 and label font information in box 566.

In addition to providing a graphical user interface, the pre-mastering system processes end user system
software 104 to place it in condition to be recorded on the CD-ROM. The pre-mastering system verifies and
moves to the CD-ROM pre-mastering area all executable, library, and data files required by the end user
system to be able to display, preview, order, decompress, decrypt, and install any items on the CD-ROM. The
pre-mastering software also produces relations which map specific methods for each of the above facilities to
each item on the CD-ROM. The pre-mastering software also generates all key tables required by the end user
system as well as the order taker software.

The pre-mastering system maintains a pre-mastering database 106 that contains the following information
with respect to each revision and pressing of each title:

date of the revision and pressing

whether publisher has full rights or must pay royalty to manufacturer

the title number

the revision number

In the course of processing items for inclusion on the CD-ROM, the pre-mastering system creates a CD-ROM
database 108 in two versions; one is held by the publisher (we shall call it the Publisher's Database); the other
(a subset of the publisher's version) is included in the pre-mastered data to be stored on the CD-ROM (the
CD-ROM Database).

CD-ROM Database

- Asseen in FIG. 3, both versions of the CD-ROM database are organized on an item by item basis. An item
130 may be an atomic item 132 or a group item 136 which represents a collection of items.

Each item is identified by an internal ID number, a vendor [D number, a publisher ID number, an original
manufacturer ID number, a title for the item (for display at the end user's workstation), a description of the
item, and a list of properties of the item. Properties associated with an item include

original manufacturer

licensing rights due to manufacturer

whether the item is orderable or not




. whether the item is valued or non-valued
whether the item is visible to the end user or not
comments

list fields, described below

Each item has associated with it file information 140 for the files which make up the item. For each file, this
includes where the file came from (its source path), where it is to be stored on the CD-ROM (its release path),
where it is suggested that the file be installed on the user's system, the file size, a checksum, and a file type.

Fach item also has associated with it information concerning one or more thumbnails 142 which are
representative of the content of the item. An example of a thumbnail is a graphic of a single letter from an
item which contains the entire font. Multiple thumbnails may be needed for use with different display modes
(resolutions). The information concerning each thwumbnail is its source path and its release path on the
CD-ROM, a short title to appear under the thumbnail when displayed, font information for the short title, and
identification of facilities needed to expose the thumbnail to the user.

Fach item may also have associated with it one or more previews 144, Examples of previews are
demonstrations, animations, copyright information, and bit maps. They are designed to enable a user to learn
about an item without actually having access to the item. The information which both versions of the
CD-ROM database hold with respect to previews for an item includes the identity of the primary preview and
alternate previews, the files where the previews are located, the source path, the CD-ROM path, the title that
appears on menus which give the user a choice of previews, and type of preview.

The container link information 148 defines relationships between atomic items and group items. An atomic
item may be part of multiple packages, and packages may be linked in groups of items.

Each item may have an associated set of keywords 150 used for searching within the item. Because the same
keywords may be used for more than one of the items, rather than tie a separate dedicated set of keywords to
each item, keyword links 152 are provided to point to the keywords applicable fo a given item.

In the same vein, an item may have attributes 154, but as multiple items may share attributes, attribute links
* 156 are provided to point to the attributes applicable to a given item.

Comments 158 may be entered with respect to an item, for documentation purposes.

For purposes of keeping track of sets of pre-mastered data, a set of items intended to be recorded on
CD-ROMs is called a title. An example of a title would be images of major league baseball players. The
properties of a title and of a revision include its name, its date, and comments. Titles may have title previews
162.

Titles are hierarchical in the sense that certain titles may be derived from other titles. In the case of title
derivation, the derived title will inherit all the properties and items of the title from which it is derived. Any
changes or additions to the derived title will only apply within its own scope. Subsequent changes to the title
derived from will propagate to all derived titles dynamically.

Ttems are also hierarchical. An item within a particular title will inherit any unspecified properties from the
corresponding items with the same identity (same internal ID) in any titles from which the particular title is




derived. For example, if a title "Pictures of Cars" is derived from a title "Picwares of Machines” and one of the
items contained in both titles is a picture of a Porsche then for all properties not specified for the "Pictures of
" Cars" fitle, the values specified for the same item in the "Pictures of Machines" title will be used. This
mechanism allows specific properties only relevant to an individual title to be specified while not requiring
general properties common to a group of titles to be re-entered.

When any change is made in a title, production of additional CD-ROMs represents a new revision. The
CD-ROM database includes information which indicates which revision of the title is presented and indicates
the upgradeability of each item. For a new revision, a new decryption key is generated for each item.

A given revision of a given title may have multiple pressings 164. A pressing is an instance of a title as it is
recorded on multiple CD-ROMs which differs from the CD-ROM:s of other pressings of the same title and
revision only by the decryption keys associated with the respective valued items. The properties of a pressing
include the date of pressing, a description of the pressing, and a seed for the encryption key. The seed is an
encryption key used to encrypt the decryption keys generated for the first pressing of the given title and
revision. A pressing could be a run of say 1000 CD-ROMs. In each new pressing, the encryption key and
corresponding decryption key for the decryption key file is changed, but the underlying decryption keys for
the items are not changed. This provides an additional security feature versus a system in which a pressing
covers many thousands of CD-ROMs.

Upgrade tables 167 in the CD-ROM database indicate the extent to which an end user is permitted access to
items to which he previously had access in an earlier revision. There is an upgrade table with respect to each
prior revision or pressing. Each upgrade table includes a list of new item numbers. Each new item number is
associated with an old item number and with a key. The key is the actual decryption key for use with the item
on the current CD-ROM, encrypted with the original encryption key for that item on the revision or pressing
to which the table pertains. Thus the tables, together with information previously obtained by the end user
with respect to the earlier pressing or revision, is sufficient to permit decryption of items to which the user
previously had access.

The version of the CD-ROM database recorded on the CD-ROM is identical to the publisher's version except
that it only includes the one title which relates to the items stored on the CD-ROM and all hierarchical
information has been resolved to produce a single independent set of records.

In addition to the general title information and the information concerning each item in the title, the CD-ROM
database includes vendor information, keyword information, and attribute information which are referenced
by items in the title.

An example of a possible database definition for the CD-ROM database is set forth in Appendix A,
incorporated by reference.

Returning to FIG. 2, the pre-mastering system also generates encryption keys and key files for use for a given
pressing. The encryption scheme is described in more detail below.

The pre-mastering system also processes 112 the original iters to generate processed items. This is done after
the CD-ROM database has been set up and the encryption keys and key files have been generated. The fitle
information in the database indicates the items to be included in the pre-mastering data. Items to be included
are processed one after another. To process an item, first the files which make up and which are associated
with the item are located and fetched.

Each file is verified by the following steps. A check is made to be sure the file exists and is the same version
as the one that the user originally specified when populating the database. This check is made on the basis of




size, checksum, and modification date. A check is also made that the item includes (and has accessible) all
required fields (for example, bitmaps may always require an x-size and a y-size}.

After verification, the files making up the item are compressed (if called for) and encrypted (if called for).
Compression and encryption may use any appropriate compression and encryption schemes. The files making
up the item are compressed and/or encrypted if the database so indicates (which will be typical for large
items, to be compressed, or valued items, to be encrypted). '

Referring to FIG. 4, the sequence of steps involved in encryption and decryption of an item in the
pre-mastering, order taking, and end user systems begins with the generation of a unique item encryption key
for the item 170. Encryption keys may be generated by any of a variety of known schemes. The unique item
encryption key 170 is applied to the valued item 172 to generate an encrypted valued item 174. Tt is that
encrypted item that is recorded on the CD-ROM 176. The CD-ROM may carry an encrypted version of an
item decryption key file 178. The encrypted item decryption key file is an encrypted file which lists the
encrypted items on the disk and associates with each item an item decryption key 180 which corresponds to
the item encryption key used to encrypt the file. The actual item decryption key file 182 is encrypted using a
unique key file encryption key 184. Thus, the CD-ROM contains all of the decryption keys needed to decrypt
all of the items contained on it, but they cannot be used without decrypting the file which holds them. That
decryption requires an actual key file decryption key 186 which corresponds to the key file encryption key
for decryption key file. The actual key file decryption key is not included on the CD-ROM but rather is
obtained by the end user as part of the process of ordering and paying for use of selected valued items, as
follows.

The actual key file decryption keys are provided by the publisher to the order taker and maintained in the
order taking system. Each order from an end user to the order taker includes a unique request number 188
and a list of IDs of selected valued items 190. The request number identifies the CD-ROM in a way that
enables the order taking system to fetch the actual key file decryption key. The order taking system uses the
request number to generate an encrypted key file decryption key 192 which is delivered to the end user '
system. The end user system has access to the request number in that the request number was generated at
the end user workstation. The end user system uses the request number to decrypt the encrypted key file
decryption key 192, thus recovering the actual key file decryption key 186. This is used to generate (unlock)
the actual item decryption key file 182 from the encrypted version 178. Then the IDs for the selected valued
items 190 are used to control the retrieval of the selected decryption keys. They are stored on the hard disk of
the end user's workstation and used to decrypt the valued items for subsequent use. Alternatively they may be
stored on a network file server (for example, when an enterprise license or bulk license and software for
counting active copies is used) or on other media such as Flash RAM, EEPROM (EEROM) or even ROM
(for example when the key is pre-encoded in a PCMCIA card).

Part of the key file decryption key is a set of check sum/hash totals on the item decryption keys for the items
in the order. This provides an additional layer of protection, making it more difficult for the end user to use
the key file decryption key to free up item decryption keys for items not ordered.

Referring again to FIG. 2, the finished CD-ROM contains processed items 200 (which include valued items
and information other than valued items, e.g., marketing materials), configured end user executables 202, the
end user CD-ROM database and the key files 206.

The system may be used to distribute a title which spans multiple volumes (e.g., multiple physical CD-ROMs).
The CD-ROM database is then duplicated on each of the volumes and the thumbnails and selected
non-valued items may be duplicated on some or all of the CD-ROMs. The database includes volume number
as an identifier so that the end user system will not be confused as to which physical volume is currently in
place. As a result, the publisher may virtually ignore size constraints and the user may compose an order




which spans several volumes.
:End User System

When the user starts the end user system, the main menu (FIG. 5) appears. Among the menu choices are
Preview and Search 302 (which leads to the main browsing and searching facilities); Order, Unlock, and
Install 304, which leads to the processes for generating orders, and unlocking and installing items; Samples
and Other Info 306, which provides the same functions as Preview and Search, for free product and general
information; and System Setup 308, where users can review and modify information about themselves, their
system, and the publisher.

When the user invokes the System Setup item, the submenu of FIG. 6 appears. The Customer Information
selection 310 leads to a window of information about the end user which is needed when an order is to be
placed. The Vendor Information selection 312 leads to information about the name, address, phone, FAX,
customer support technical support and related numbers from the publisher, The Computer Information
selection 314 provides system configuration information needed to run the end user system, such as the
location of the CD-ROM reader.

The Samples and Other Info selection 306 on the main menu gives the user access (through a sub-menu (FIG.
7} to self-running demos 316, try-out (disabled) products 318 or free products 320,

The Preview and Search selection 302 of the main menu gives the user access (through a sub-menu, FIG. 8)
to alternative choices for previewing 322 or searching 324 through items on the disk for the purpose of
locating those which the end user wishes to purchase, The search functions are a subset of the preview
functions described below.

The Order, Unlock, and Install selection 304 of the main menu leads to a sub-menu (FIG. 9) which enables
the user to Place Order 326, Unlock Order 328, or Install Unlocked Order 330.

When the Preview selection 322 is invoked, a multiple window screen 332 (FIG. 10) appears. The screen
provides constant simultaneous viewing of three important aspects of the content of the CD-ROM and makes
navigation, previewing, and ordering or items easy and simple. The three aspects are displayed in three
windows. The Viewer window 334 continually provides graphical ilfustrations 336 of one or more items
stored in the CD-ROM. The user may use the scroll bar 338 to navigate through the items which to finds ones
of interest.

The Position window 340 illustrates the hierarchy of the items on the CD-ROM and the position of each item,
or category, or package within the hierarchy. The hierarchy does not depend on the physical location of the
items on the CD-ROM but rather is governed by a marketing hierarchy imposed by the publisher in the course
of pre-mastering and embodied in the CD-ROM database. The scroll bar 342 permits easy navigation through
the hierarchy and the Position and Viewer windows are synchronized so that scrolling in one causes
corresponding scrolling in the other.

An Order Pad window 344 gives the user access to the ordering facilities and displays information about
orders.

The lowest level in the hierarchy of items illustrated in the Viewer and Position windows are the items. Items
(e.g., individual clipart images) may be bundled into packages for purposes of sale. Each package typically
contains items of a broader category (e.g., sound effects), and there are typically different packages within a
given category. Categories typically are not subject to being purchased in a single transaction. Quly the
packages within a category may be purchased in a single transaction. There may be packages of packages and




so on. Furthermore packages may contain items of different types.

' The user may easily switch what is shown in the Viewer window between all of the items stored on the
CD-ROM (using the disk contents button 345) and the items which were generated in the most recent search
(using the search results button 347).

The type of each thumbnail is indicated in the upper right corner, for example by a "C" 350 for Category, or
by a "P" for package, or blank for an individual item. At the lower right corner of each thumbnail is an
indication of whether the item or package has been ordered (a "?"), ordered and unlocked (a checkmark),
ordered, unlocked, and installed (filled circle) or not yet ordered (blank). The status indicator for a package or
group indicates the highest level of status achieved by all items in the package or group.

Each thumbnail is accompanied by an textual title 354 which includes one line of content and a second line
repeating in text what is indicated in the hierarchical symbol 350. Initially the Viewer displays thumbnails 346
of the highest level bundles in the hierarchy, in this case categories.

When the user double clicks on a category thumbnail, the category is opened to reveal thumbnails 360 (FIG.
11) cotresponding to all of the entries at the next lower level of the item hierarchy. As shown, this next lower
level may itself include categories.

Double clicking on one of the thumbnails at this lower level (e.g., the "Type 1 Category") opens that category
and displays package thumbnails 362 (FIG. 12). In this case, each thumbnail is a sample of one of the font
letters. Clicking on one of the package thumbnails leads to display (in this case) of the thumbnails 364 (FIG.
13) for individual items (here individual fonts),

The hierarchy may be navigated in the reverse direction simply by clicking on the Previous button 366.

By clicking an individual item thumbnail, the user may cause display of additional information about that item
(for example more comprehensive displays of the font (FIG. 14)).

Clicking on the Info button 368 (FIG. 13) provides other detailed marketing information (FI1G. 15) about
items represented by selected thumbnails.

The information for every item includes the item identifying number 370, the version number 372, the size
374, the title 376, a description 378, a file format 380, the status 382, and the installed path 384. Of these
items all but the last two are derived from the CD-ROM database. The last two are derived from the end user
database.

The middle of the window provides information 386 (derived from the CD-ROM database) specific to the
particular type of item. The keywords subwindow 388 shows keywords assigned to the item (either by the
publisher via the CD-ROM database, or by the end user).

The end user may click the order item button 390 (FIG. 13) at any time to add a selected item to an order, and
may click the install item button 392 at any time to install a selected item that has been ordered and unlocked.

Thus the windowed graphical user interface enables the user to engage in browsing, previewing, ordering,
searching, and installation activities easily and quickly while viewing and interacting with a single screen of
three windows and control buttons.

SEARCHING/BROWSING




The end user may search the content of the CD-ROM using keyword information and the values of attributes.
Keyword information may be stored on the CD-ROM as part of the CD-ROM database, as a result of
'pre-mastering, or may be added by the end user and stored in the end user database. Attribute information is
supplied by the publisher in the course of pre-mastering and stored in the CID-ROM database. Attributes are
publisher specified information categories which apply to all items of a given type. The attribute values for an
item appear in the window that is displayed when the info button is clicked (reference numeral 386 in FIG.
15.

The end user invokes the search function by clicking on the Search button 390 (FIG. 13). When the search is
completed the results are represented by thumbnails displayed in the Viewer window. The Search is replaced
with a Search Again button. When the search again button is pressed searching is restricted to the field of
results of the prior search.

When the Search button is clicked, a window 400 (FIG. 16) is displayed enabling the user to specify the
search criteria and control the progress of the search. At the top of the window are four pull down menus. The
first pull down menu 402 permits selection from all of the groups of items recorded on the CD-ROM. The
second pull down menu 404 permits selection from a list of all of the attributes defined for the selected group.
The third pull down menu 406 permits selection of a logical search operator (e.g., greater than). The fourth
pull down menu 408 permits selection of one of the possible values which exist for the selections made in the
other three pull down menus.

If the user wishes to apply a combination search, he then clicks on the Apply button 409. Then he selects a
combinational operator in the Combination Rule pull down menu 410. And then he enters the next search rule
in the menus 402, 404, 406, 408, and finally clicks on the Start button 412. The search criteria are displayed
in box 414 for review. The Where is it function (described below) may also be used to locate a desired item.

Being able to locate a desired item is especially useful at the end of the searching process. The search may
have led to items which are individually not orderable (so that.the user needs to find the package which
contains the item and which is orderable) or to items which are orderable in multiple packages (so that the
user needs to determine which package is most sunitable to order).

Ordering

The end user uses the Order Pad window 344 (FIG. 10) to compose a new order, place an order, review an
order that has been composed or an order that has been placed, to unfock the items of an order that has been
placed and accepted, and to install the items of an order that has been unlocked.

An order is composed by assembling in the Order Pad window a list of orderable items, packages, and
categories. The list is assembled in any one or more of three ways. One way is to drag and drop the entity
from the Viewer window. A second way is to select the item in the Viewer window and then click on the
Order Item button (390, FIG. 3). A third way is to select the item in the Viewer window and then sefect Add
to Order from the Contents pull down menu 391 (FIG. 10). The Contents pull down menu is shown in FIG.
24. As seen in FIG. 25, when the Where is it entry 421 is selected in the Contents pull down menu, a list is
displayed showing the packages and categories in which the selected item is found. This aids the user in
deciding which package may be the best to buy to get the desired item.

Returning to FIG. 10, the entities which make up the order are listed 420 in the order pad window in the same
order as in the Position Window and may be expanded or contracted in the same way.

If an attempt is made to order a collection of items that was not intended by the publisher to be sold as an
entity, an error message like the one shown in FIG. 18 is displayed. A similar error message (FIG. 19) is




displayed when the user attempts o order an item which is too low in the hucrarchy to be separately ordered.

'If the user double clicks on an entry in the list displayed in the Order Pad window, thumbnails of the items
which make up the entry are displayed in the Viewer window.

The user deletes an entry from the order list by selecting it and then clicking on the Remove Item button 422
(FIG. 17).

To move on to the process for placing the order, the user clicks on the Place Order button 424 (FIG. 17). The
Clear Order button deletes the entire order list from the window.

Clicking on the Place Order button causes a order information window 426 (FIG. 20) to be displayed.
Sections at the top of the window show the customer number (received from the order taker and entered after
the first order is placed), and the customer name, company name, voice and FAX phone numbers, and disk
serial number (all entered by the user during setup and subject to change by clicking on the Set Up button
428). The disk title is automatically provided from the CD-ROM database. The request number is generated
by the end user system as described earlier and is unique to the order. This may be achieved either using the
serial number or network address of the computer on which the end user system is running or by using
randomized information (e.g., information derived from the state of the computer system) that makes it highly
unlikely that two requests will be the same. In some implementations the request number can incorporate a
disk serial number. Information about payment 430 is user editable by clicking on the Set Up button. Ordering
information 432 is also editable through the Set Up procedures.

The Cancel button 436 removes the order from the system and returns the user to the Viewer. A placed order
may be saved by clicking on the Save bution 438. Clicking on the Unlock Order button 440 advances the user
to the unlock and install routines after the order has been placed and the key has been returned. The Help
button 442 does what its name implies.

The user may view, unlock, and install orders previously composed using the scroll bar 444 (F1G. 17). When
the user clicks on an order shown in the scroll bar list, that order is displayed in the Order Pad window. That
order may then be viewed or unlocked.

The ordering may be done by several methods. In a telephone conversation the user may read the information
to a clerk and receive back the decryption key. In a FAX order the information and key are passed by in FAX
format. In a printed order the order and key are printed on paper and the papers are FAXed. Modem to
modem communication is also possible. The purchased item list is not editable (because it is permanently
associated with the request number) and is copied from the list in the Order Pad window.

Unlocking

When an order has been placed and the decryption keys have been returned, the user enters the keys in the
Unlock Order window 450 (FIG. 21) which is displayed by clicking on the unlock button 440 (FIG. 20).
Alternatively the user may select an entry in the Order pull-down menu. The user enters the keys in the key
fields 452. The end user system checks the keys and tells the user if a mistake has been made in entering
them. Once valid keys have been entered, the unlocking step has been completed and a corresponding
message is displayed to the user. |

The user may then click on the Save button 454 if he wishes to wait until later to perform the installation of
the unlocked items, or on the Install button 456 if he wishes to proceed immediately to installation.

Installing




When the user indicates his wish to install the items of an unlocked order, the installation window 460 (FIG.

' 22) is presented. The installation window shows the request number 462 and date 464 of the order and lists
466, allows the user to control whether packages or items are displayed, and whether installed or uninstalled
items or both are displayed 468. The user may select items or packages on the display and the system shows
the required diskspace to install the displayed items 469.

When the display shows the items and packages which the user wishes to install, he clicks on the Instail
button 470. This leads to display of a control window 472 (FIG. 23). In window 472 the user may choose the
location for storing each item in the order. The Next Item button 476 controls the contents of the Item box
474. A Recommended Target box 478 shows the recommended location as indicated in the CD-ROM
database. The user indicates the actual directory desired in box 480 in the usual way for Windows
applications. The Install All Here box allows the user to handle installation of all items to the same directory
at once,

Installation of each item involves decryption using the decryption key for that item found in the decryption
key file on the CD-ROM database, and decompression.

Alternatively it is possible to arrange for the unlocked items on the CD-ROM to be used directly with
on-the-fly decryption and decompression if appropriate facilities are provided.

Other interfaces, not so heavily dependent on the mouse actions by the user, may also be provided.
End User Database

Appendix B (incorporated by reference) includes an example of a database structure for use in the end user
database. The end user database is created and maintained on the user's computer with the aid of routines
included in the end user system stored on the CD-ROM.

As seen Appendix B, the end user database includes information such as the customer's number, name,
address, telephone numbers, credit card information, disk information, and order and key information.

Order Taking System

In order to generate keys for delivery to the end user in response to an order, the order taker is presented with
a screen 490. A box 491 contains the unique request number associated with the order. This number may be
obtained electronically over a telephone line or entered manually by the order taker when the request number
is spoken to the order taker over the phone by the end user. The disk title and disk description boxes 492,
493, display information that is derived automatically by the order taking system from the request number,

Box 494 contains the list of items being ordered. In one implementation this information would be derived
automatically over the telephone line as part of the order. In another, the user would read the list of items to
the order taker who would then enter them by keyboard or by selection from a scrolled item list 495.

Once the order is completed, the order taker selects "Generate Keys" and the "keys" are computed and
displayed in boxes 496 and 497. The two entries in boxes 496 and 497 together comprise the decryption key
for the decryption key file discussed eatlier. They are displayed as two "keys" for convenience in delivering
them by voice. The keys could either be delivered electronically or by voice to the user.

The order taking database is derived from order taking information sent from the pre-mastering system (see
FIG. 1) The order taking database includes tables for each revision. A table for a given revision includes a list




of item numbers, the title of each item, the decryption key for each item, and optional information such as
accounting information. The database also includes a section for each pressing of each revision. That section
contains, for each pressing, the key that was used to encrypt the decryption key of a prior pressing.

Other embodiments are within the scope of the claims.

For example, the nomenclature of the discussion above has centered on a commercial implementation in
which a publisher wishes to distribute items in exchange for payments associated with user orders. But the
system is also useful for non-commercial applications, such as for internal use within a corporation to
distribute information (e.g., marketing information, manuals, product specifications) to employees, Many
organizations are beginning to use CD-ROMs for internal distribution of proprietary information such as
architectural drawings, financial transaction histories, and CAD/CAM/CAE designs. In those contexts the
"order" is not associated with a payment, and encryption may or may not be needed.

‘The arrangements for decryption may be varied. For example, the decryption keys for selected items may not
be included in the item decryption key file 182. This will be indicated in the CD-ROM database. When an end
user orders such an itém, the order acceptance will include an individual decryption key for each ordered
item.

Alternatively, a single encryption key may be used to encrypt all items in a title, and a single corresponding
decryption key may be provided to decrypt all items.

Furthermore, a hybrid scheme could be used in which some items on a title (e.g., less valuable ones) are
protected by a single encryption key while others are protected on a one key per item basis.

The medium in which the digital information is conveyed need not be CD-ROM but could be floppy disks,
. tape, magnetic-optical storage, ROM chips, flash-RAM chips, normal hard disks, and other high-capacity
media that may be developed in the future.

Furthermore the digital information may be distributed by a non-storage medium, including computer network
media and side-band broadcasting. In the latter case, for example, side-band information sent by TV network,
cable networks, and syndicators to their affiliates could be used more extensively if the transmitter knew that
only authorized affiliates would be able to decrypt the broadcast signal and extract the original information.
Similarly, broadcast frequency or cable channels could be used to distribute secure information. The invention
is likely to be applicable to other non-storage media not yet developed.

Appendix C contains source code for an implementation of the invention which may differ in some respects
from the implementation described above. The code in Appendix C was built using the following tools:
Borland C++ Version 3.1, Raima dbVista version 3,21, Blaise CPalette Library version 1.0, and Symantec
Object Graphics Library version 1.01. In Appendix C, DDKEY.EXE is the executable for the order taker
system; DD.EXE is the executable for the end user system; the pre-mastering system is embedded in
DD.EXE; CRYPTIT.EXE and KEYIT.EXE are part of the pre-mastering process. A portion of the disclosure
of this patent application contains material which is subject to copyright protection. The owner has no
objection to facsimile reproduction by anyone of the patent application, as it appears in the Patent and
Trademark Office patent file or records, but otherwise reserves all copyright rights whatsoever.
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Controlling access to stored information based on geographical location and date and time
Abstract

Access to stored information by a user is controlled by comparing an actual geographic position and/or
an actual date/time with a geographic region and/or a date/time interval within which access to the
stored information is authorized. The actual geographic position where the stored information is located,
and the actual date/time can be determined, for example, based on signals received at a receiver
supplying reliable position and time information, such as a GPS receiver. Access to the stored
information is authorized if the actual geographic position and/or date/time falls within the authorized
geographic region and/or date/time interval. The position and date/time information supplied by the
receiver may be cryptographically signed and encrypted.
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Claims

What is claimed is:
1. A method for controlling access to stored information comprising:

determining an actual geographic position where said stored information is located based on signals
received at a receiver supplying reliable position information;

cryptographically signing said actual geographic position with a receiver encryption key;
verifying the signature of said actual geographic position;

determining that said actual geographic position is within a geographic region within which access to
said stored information is authorized; and

permitting access to said stored information.

2. The method of claim 1, wherein said receiver comprises a GPS receiver.

3. The method of claim 1, wherein said information is stored on a computer-readable medium.

4, The method of claim 3, wherein said computer-readable medium is portable.

5. The method of claim 3, wherein said computer-readable medium comprises a high-capacity disk.

6. The method of claim 1, wherein said stored information comprises files and each of said files has an
associated geographic region within which access is permitted, and further permitting access to said file

if said actual geographic position is located within said authorized geographic region for said file.

7. The method of claim 6, further comprising denying access to said stored information if said actual
geographic position does not match said authorized geographic region.

8. The method of claim 6, wherein said association of the files with the authorized geographic regions is




stored as a policy file together with said stored information.
9. The method of claim 1, further comprising:
encrypting said stored information using an encryption key; and

providing a decryption key which permits decryption of said stored information if said actual geographic
position is located within said authorized geographic region.

10. The method of claim 1, wherein said stored information is divided into subsets of information and
wherein at least one the subsets has a different authorized region from the other subsets, so that access is
authorized to the subset whose authorized geographic region is located within the actual geographic
position, but not to the subsets whose authorized geographic region is not located within the actual
geographic position.

11. Apparatus for controlling access to stored information comprising:

a receiver supplying reliable position information for determining an actual geographic position where
said stored information is located, wherein the receiver comprises a receiver encryption mechanism
providing a receiver encryption key for cryptographically signing data comprising the actual geographic
position; and

a computer for comparing said actual geographic position with a geographic region within which access
to said stored information is authorized,

wherein said computer permits access to said stored information if said actual geographic position is
located within said authorized geographic region.

12. The apparatus of claim 11, wherein said receiver is a GPS receiver.

13. The apparatus of claim 11, further comprising a reader for reading said stored information wherein
said reader comprises a receiver decryption key for verifying the data comprising said cryptographically
signed actual position.

4. The apparatus of claim 13, wherein said reader generates an initialization vector which is transmitted
to the receiver and included in the signed data.

15. The apparatus of claim 14, wherein said signed initialization vector is verified by the reader before

said computer permits access to said stored information.
i

16. A method for controlling access to a subset of files belonging to a larger set of files of stored
information comprising:

associating a unique file encryption key with each file from the larger set of files and encrypting the files
using the associated encryption keys;

associating each of the files from the larger set of files with at least one authorized geographic region
within which access to said stored information is authorized;

determining an actual geographic position where said stored information is located based on signals
received at a receiver supplying reliable position information;




cryp'tographically signing at least the actual geographic position at the receiver;
verifying the signature of the actual geographic position;
comparing said actual geographic position with said authorized geographic region; and

providing a file decryption key which authorizes access to and permits decryption of said files belonging
to said subset of files, provided that the actual geographic position is located within the authorized
geographic region for the files belonging to said subset of files.

17. The method of claim 16, wherein said association of the files with the authorized geographic regions
is stored as a policy comprising policy files wherein each policy file is accessible with a user password
and authorizes, if the user password is valid, access to the files listed in said policy file, if the actual
geographic position is located within the authorized geographic region associated with the files.

18. The method of claim 17, wherein said policy is stored with the stored information.
19. A method for controlling access to stored information comprising:

determining an actual date or time at the location of said stored information based on signals received at
a receiver supplying reliable time information;

cryptographically signing at least the actual date or time at the receiver;
verifying the signature of the actual date or time;

comparing said actual date or time with a predetermined date or time interval at which access to said
stored information is authorized; and

permitting access to said stored information if said actual date or time occurs within said authorized date
or time interval.

20. The method of claim 19, further comprising denying access to said stored information if said actual
date or time does not occur within said authorized date or time interval.

21. The method of claim 19, wherein said information comprises files and each of said files has an
associated authorized date or time-interval within which access is permitted, and further permitting
access to said file if said actual date or time occurs within said associated authorized date or time
interval. '

22. The method of claim 19, wherein said stored information is divided into subsets of information and
wherein at least one of the subsets has a different authorized date or time interval from the other subsets,
so that access is authorized to the subset whose authorized date or time interval matches the actual date
or time, but not to the subsets whose authorized date or time interval does not match the actual date or’
time.

23. A method for controlling access to stored information comprising:

forming a policy associating said information with authorized geographic regions and authorized time
intervals;




cryp'tographically signing said policy and said information;
storing said signed policy together with said signed information;
~ providing a password for unlocking said policy;

determining an actual geographic position where said stored information is located based on signals
received at a receiver supplying reliable position information;

determining an actual time;
cryptographically signing at least the actual geographic position and the actual time at the receiver;
verifying the signature of the actual geographic position and the actual time;

comparing said actual geographic position and said actual time with said authorized geographic regions
and authorized time interval of said policy; and

permitting access to said stored information if said actual geographic position and actual time falls
within said authorized geographic regions and authorized time interval of said policy.

24. The method of claim 23, wherein positién and time are determined through a Global Orbiting
Navigational Satellite System.

25. The method of claim 23, wherein position is determined through an inertial navigation systern.

26. The method of claim 23, wherein position is determined through a satellite based location
determination system.

27. A method for controlling access to stored information, the method comprising:

(a) determining a position;

{(b) cryptographicélly signing data comprising at least a representation of the position;
(c) verifying the signature of the data comprising at least a representation of the position;
(d) determining that access to the stored information is authorized at the position; and
(e) permitting access to the information based at least upon (c) and (d).

28. The method of claim 27, fﬁrther comprising

(f) providing the cryptographically signed data to an information accessing device, wherein (c) and (e)
are performed by the information accessing device.

29. The method of claim 28, further comprising:

(g) identifying a token;




(h) incorporating the token in the data that is cryptographically signed; and

(i) verifying that the cryptographically signed data comprises the token.

30. The method of claim 29, wherein (g) and (ij are performed by the information accessing device.
31. The method of claim 29, wherein (a), (b), and (h) are performed by a position determining device.
32. The method of claim 29, further comprising

(j) providing the token to the position determining device.

Descrz‘ption

BACKGROUND
This invention relates to controlling access to stored information.

Data distribution media, such as a CD-ROM, can store a large number of files. The producer of the CD-
ROM may wish to control access by users to particular files, either because they are confidential or
because access is subject to payment by the user.

Access may be controlled by requiring a user to enter a password obtained from the CD-ROM producer.
Different passwords may unlock different files or different subsets of files. The files may be
cryptographically signed and for added protection, may be encrypted. In the scheme discussed in U.S.
Pat. No. 5,646,992, incorporated herein by reference, each file is encrypted by the producer with a
unique key known only to the producer. The user receives the encrypted items and, after his request for
access is processed by the producer, also receives decryption keys, i.e., passwords, which are used to
decrypt the respective encrypted files. The passwords unlock only those files for which access has been
requested.

SUMMARY

In general, in one aspect of the invention, the invention features controlling access to stored information
by determining an actual geographic position where the stored information is focated based on signals
received at a receiver supplying reliable position information. The actval geographic position is then
compared with a geographic region within which access to the stored information is authorized. The user
is permitted access to the stored information if the actual geographic position is located within the
authorized geographic region. R

Embodiments of the invention include the following features. The receiver that supplies the position
information can receive the position information from a satellite-based location determination system or
an inertial navigation system. The information can be stored on a computer-readable medium, such as a
high-capacity disk. The stored information includes files and each of these files has an associated
geographic region within which access is permitted. The user has access to a specific file or files if the
actual geographic position is located within the authorized geographic region for this file. The stored
information can be encrypted, and the user has access to the decryption key only if the actual geographic
position is located within the authorized geographic region. The stored information can also be divided
into subsets of information and wherein at least one the subsets has a different authorized region from




the other subsets. The association of the files with the authorized geographic regions can be stored as a
policy file together with the stored information.

In general, in another aspect, the invention features determining an actual date or time at the location of
the stored information based on signals received at a receiver supplying reliable time information. The
actual date or time is compared with a predetermined date or time interval at which access to the stored
information is authorized. The user can access the stored information if the actual date or time occurs
within the authorized date or time interval. :

In general, in another aspect, the invention includes a receiver supplying reliable position information
for determining an actual geographic position where the stored information is located. A computer
receives the position information with a geographic region within which access to the stored information
is authorized and permits access to the stored information if the actual geographic position is located
within the authorized geographic region.

Embodiments of the invention include the following features. The receiver includes a receiver
encryption mechanism for cryptographically signing the actual geographic position with a receiver
encryption key and verifying the receiver signature with a receiver decryption key before the actual
geographic position is compared with the authorized geographic region.

In general, in yet another aspect, the invention includes a reader with a corresponding receiver
decryption key for verifying the cryptographically signed actual position.

Embodiments of the invention include the following features. The reader generates an initialization
vector providing a position offset which is transmitted to the receiver and added to the actual geographic
position. The reader crytographically signs the position offset with a reader encryption key. The receiver
verifies the position offset signature with a corresponding reader decryption key before the position
offset is added to the actual geographic position.

In general, in another aspect, the invention features forming a policy associating the information with
authorized geographic regions and authorized time intervals and cryptographically signing the policy
and the information, The signed policy is stored together with the signed information. The user obtains
from the producer a password for unlocking the policy and obtains access to the stored information if the
actual geographic position and actual time falls within the authorized geographic regions and authorized
time interval of the policy.

Among the advantages of the invention are one or more of the following.

A producer of stored information can restrict use of that information to designated geographic regions or
can exclude designated regions where use is not permitted. For example, a service manual for an
automobile stored on a CD-ROM may contain different sections of information which are applicable to
corresponding specific countries and/or regions. A user may be permitted to see only the portion of the
information which is applicable to his current geographic location. Likewiese, access to a sensitive
corpoarte report may be limited to specific plant location. Access to time-sensitive information may be
denied before or after a certain date or limited to a permitted period. By associating information about
authorized geographic regions and time intervals with policy files stored on the CD-ROM and accessed
with a user password, the CD-ROM producer can issue a new password to permit the user to access a
particular set of policy files, and therefore the information authorized, for a corresponding region and
date/time.

Other advantages and features will become apparent from the following description and from the claims.




DESCRIPTION

FIG. 1 is a perspective view of a computer system;

FIG. 2 is a block diagram of a computer-based sysiem for controlling access to stored information;
FIGS. 3 through 5 are flow diagrams;

FIG. 6 is a block diagram of cryptographic elements.

As seen in FIGS. 1 to 3, access to information which is stored on a portable computer-readable CD-
ROM which serves as a data distribution media 35, may be controlled based on an actual geographic
position of a computer system 10 on which the information is to be accessed and the time when it is to
be accessed. :

In computer system 10, a computer 20 is connected to a keyboard 50, a mouse 60, a monitor 40, anda
CD-ROM drive 30. A GPS receiver 70 serves as a source of reliable position and time information. The
receiver 70 is located at the actual geographic position of the computer system 10 and receives signals

75 from orbiting GPS satellites 90 (only one shown). The receiver 70 converts the received signals 75 to
geographic position data 71 to an accuracy of several meters in longitude, latitude and height and to
date/time data 71 to an accuracy of microseconds. The data 71 are transmitted to the computer 20 via a
device driver 72.

A receiver crypto-board 80 may contain a public-key certificate 81 signed by the producer and a
corresponding private key 82, as shown in FIG. 6. The geographic position and date/time data 71 may
then be signed with the private key 82 to authenticate the data.

The CD-ROM drive 30 may also include encryption and signature capabilities (decoder 32) which may
be implemented either in hardware or in software. The decoder 32 includes a crypto-board public-key
certificate 83 which is identical to certificate 81, a producer certificate 84 for verification of the
producer's identity, and a distribution media policy decryption key 86 signed by the producer, as shown
in FIG. 6. The crypto-board certificate 83 verifies the signature of the crypto-board 80 signed with the
private key 82. The policy decryption key 86 decrypts the access policy 155 stored on the CD-ROM 35.

The computer system 10 can have several levels of security, such as Level 1 and Level 2, described in
the following examples.

In a system with Level 1 security, the receiver 70 communicates with the computer 20 via a
conventional device driver 72 and the CD-ROM drive 30 is a conventional CD-ROM. Neither the
receiver 70 nor the CD-ROM drive 30 have additional encryption/decryption capabilities. For increased
security, the computer 20 in a Level 1 system can be a "trusted" computer which can authenticate and/or
encrypt data. In a more secure, Level 2 system, the receiver 70 may include a crypto-board 80 and the
CD-ROM drive 30 may include a decoder 32. The Level 2 system is designed to provide data
authenication and encrypted data transmission between the receiver 70 and the decoder 32. The
computer 20 can then be any commerical computer without data authentication and encryption.

Data entered via the keyboard 50 and mouse 60 may include typical command and data input 130
entered via a user interface 95 (provided by an application program 34) and one or more passwords 130
that permit a user to gain access to information stored on the data distribution media 35.




The CD-ROM 35 stores different types of information, such as files with information 144, a list 150 of
authorized geographic regions, a list 154 of authorized date/time intervals, one or more file decryptlon
key files 146, one or more policy files 152 and a signature 147 for the entire CD-ROM 35. As seen in
FIG. 3, the files 144, 146, 150, 152, 154 and 155 may be signed and encrypted.

The files 144 may be grouped in subsets 141, 142 and 143, Files may belong to more than one subset.
(In the following discussion, the term file refers to both files and subsets of files.) Bach file 141, 142 and
143 may be encrypted with a unique file encryption key 51 (E.sub.1, E.sub.2, E.sub.3). The
corresponding file decryption keys 52 (K.sub.1, K.sub.2, K.sub.3) are stored on the CD-ROM 35 in the
file decryption key file 146. Additional information about the decryption keys and the decryption key
file are found in U.S. Pat. No. 5,646,992.

Each file 141 142 and 143 on the CD-ROM 35 is associated with zero, one or more of the authorized
geographic regions stored in the list 150 of authorized geographic regions. For example, a region may be
bordered by Iatitudes and longitudes corresponding to the extent of the Empire State Building in New
York City and an altitude of between 50 and 60 meters, so that the file associated with that region can
only be opened if the receiver 70 is located in a certain office area inside the Empire State Building.

Likewise, each file 141, 142 and 143 is associated with zero, one or more of the authorized date/time
mtervals stored in the list 154 of authorized date/time intervals.

Each GPS satellite 90 maintains an extremely accurate clock. The receiver 70 receives the GPS clock
signals as part of signals 75, or a local atomic clock can provide similar clock signals. The clock signals
enable control of access to the information based on the actual time when access to the information is
attempted. For example, the producer can specify that access is to be granted only (1) before a
predetermined date/time; (2) after a predetermined date/time; or (3) only durmg a predetermined
date/time period.

The producer can associate the files 141, 142 and 143 with specific items in the lists 150 and 154 via a
password 130 which the user enters via keyboard 50. The password 130 can be a user password valid for
more than one access, or can be a one-time password. Alternately, the producer can associate specific
geographic region/date/time information of lsts 150 and 154 with the files 141, 142 and 143 via the
policy files 152. A valid user password 130 may unlock one or more policy files 152, If the user's actual
geographic position and the current date and time are within the authorized geographic region and the
authorized date/time corresponding to the user password 150, then the user can access the selected files
via the user interface 95, The selected information is then displayed on output device 40.

Table 1 shows, as an example, how five encrypted files, A to F, stored on the CD-ROM 35 and
associated with corresponding authorized geographic regions and dates/times, can be accessed. Each file
is associated with one of four different file decryption keys X1 to K4. L1 and 1.2 are two different
authorized geographic regions and T1, T2 and T3 are three different authorized date/time intervals. The
user who is in possession of the file decryption key K1, e.g., a password, can decrypt Manual A within
the geographic regions 1.1 and L3 at time T1. The same user can also decrypt Manual D at the same time
T1 in regions L2 and L3, but not within region L1. Likewise, the user who has key K2 can decrypt
Image B and Image E within the region L2, but not at the same time. Drawing C can be decrypted with
key K3 at any location, but only at time T3, while the Business Report F requires key K4 and can be
decrypted at any time, but only within the region L1.

TABLE 1 Authorized Authorized Encrypted File Geographic Date/Time File Decryption Key Regions
Intervals Manual A K1 L1, L3 T1 Image B K2 L2 T1, T3 Drawings C K3 -- T3 Manual D K1 1.2, 1.3 T1




Image EK2 L2 T2 Report FK4 L1 -

As shown in FIG. 3, for purposes of cryptographic signature with optional encryption, the producer
selects source files 144" to be written on the CD-ROM 35 and specifies a list of anthorized geographic
regions 150" and a list of authorized date and time intervals 154", The producer associates (as shown in
Table 1) each file or subset of files with zero, one or more geographic regions 150" and zero, one or
more date/time intervals 154" and stores this association in a policy file 152", Each of the files 144", 150/,
152, 154' can be signed and encrypted in steps 53, 340, 350 and 360 with corresponding encryption
keys 51, 345, 355 and 365, respectively. The corresponding encrypted files 150, 152 and 154 are then
stored together on the CD-ROM 35 as a signed, encrypted region/time/file access policy 155. Also
stored on the CD-ROM 35 are, as mentioned above, the signed/encrypted files 144, the signed/encrypted
symmetric file decryption key file 146 and the signature 147 used by the producer to sign the entire CD-
ROM 35.

As seen in FIGS. 4 and 5, to gain access to the signed/encrypted files 144, the user obtains a password
130 (FIG. 2) from the producer (step 400), and enters the password 130 via the keyboard 50 (step 410).
The password 130 is assumed to be a one-time password, although user passwords valid for more than
one session can also be used.

As seen in FIG. 4, the early portions of the process flow for Level 1 and Level 2 are almost identical.

Step 420 checks the password 130 and the proéess then executes either 440 (for Level 1, with no
additional security) or to 450 (for Level 2, with receiver/CD-ROM drive security), depending on the
system configuration. Details of steps 440 and 450 are shown in FIG. 5 and will now be discussed.

As seen in FIG. 5, in process 440 the user password 130 is sent to the device driver 72 (step 510). In
response to the one-time password 130, the device driver 72 generates from the user's password 130 its
own one-time password (step 520) and verifies (step 530) that the user did indeed enter a correct one-
time password 130, thus authenticating the user for the interactive session (step 532). Otherwise, access’
is denied (step 535).

Once the password 130 has authenticated the user, the device driver 72 interrogates the receiver 70 for
the current position and date/time (step 540). The device driver 72 then compares the time and position
data returned by the receiver 70 with the policy 155 which applies to the files 144 or a subset 141, 142
and 143 of files (step 460). If the user is authorized to access the files 144, then the data 1s unlocked,
decrypted (step 470, FIG. 3) with decryption keys 52 (step 480) and supplied to the user's application
program 34 (step 490) and displayed.

In a Level 2 system, the receiver 70 includes the cryptographic receiver board 80, hereafter referred to as
"crypto-board”. As mentioned before, crypto-board 80 can sign and encrypt/decrypt messages. The CD-
ROM drive 30 includes decoder 32 to decode the position data signed by and received from the crypto-
board 80. ~

As seen in FIG. 5, in process 450, the user's password 130 is sent to the device driver 72, which accepts
the password 130 and passes it through unaltered to the decoder 32 (step 550). The driver 32 then
internally generates with the private key 86 its own one-time password corresponding to the user's
password (step 560) and verifies (step 570) that the correct password 130 was communicated by the
device driver 72, thus authenticating the user for the interactive session (step 572). Otherwise, access is
denied (step 575).

Once the encryption circuit 32 has authenticated the user, the driver 32 interrogates the crypto-board 80




via the device driver 72 for the current time and position information from receiver 70 (step 580). The
decdder unit 30 provides the crypto-board 80 with a signed random or other bit pattern to form an
"initialization vector"” (step 590), i.e., a position offset, which the device driver 72 passes through the
crypto-board 80 along with the request for the time and position (step 590).

‘The crypto-board 80 responds by preparing a packet according to a pre-established data format which
includes the current time and the actual geographic position in latitude and longitude and altitude (step
600). Also included may be information identifying the satellites transmitting the position data as well
as other data necessary for the computations. The crypto-board 80 also stores the provided initialization
vector at a known offset within the packet and applies a cryptographic signature to the contents of the
packet. The cryptographic signature can be, for example, a message digest/hash of the packet data, plus
an encryption of the message digest according to some predetermined key, and may be symmetrical or
asymumetrical, depending on the key or certificate stored on the crypto-board 80. .

The crypto-board 80 then transmits (step 605) the signed time/location packet to the device driver 72
which relays the packet to the decoder 32/CD-ROM drive 30. The decoder 32 compares the signature of
the packet received from the crypto-board 80 with a signature stored in the decoder 32 (step 610). If the
signature verifies properly (step 620}, the initialization vector within the packet is examined to
determine if the inifialization vector is indeed the same initialization vector which the decoder 32
provided to the crypto-board 80 in step 590. If this is the case, then the packet received by the decoder
32 is recent and genuine, and the time and position data are accepted as valid.

Once the packet from the crypto-board 80 is authorized based on the signature and the initialization
vector, the decoder 32 compares the time and position data received from the crypto-board 80 with the
policy 155 which applies to the files 144 or to a subset of files 144 (step 460). If the user is authorized to
access the files 144, then the data is unlocked (step 470), decrypted with decryption keys 52 (step 480)
and supplied to the user's application program 34 and displayed (step 490).

Other embodiments are within the scope of the following claims. For example, the GPS receiver need
not be located at the exact position of the data distribution media reader but could be in a known
location (such as a room containing a control server providing computer service to a local area network
in a building) relative to the reader. o

The policy files 152' may also designate geographic regions where access to certain files 144 is denied.

Control over access to files need not be limited to the use of passwords provided by the producer and
entered via a keyboard. For example, certain biometric attributes, such as facial features, finger prints
and/or voice prints may be substituted for or used in addition to passwords.
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ASSIGNMENT

For valuable consideration, we, Thomas Mark Hastipgs, of Lexington, Massachusetts;

. Michee] E. McNeil of Felton, California; Todd S, Glassey of Scotts Valley, California; and Gerald L.
Willets of Malden. Massachusets: hereby assign to DIGITAL DELIVERY. INC., a Massachusets
corporation having a place of business at 54 Middiesex Turnpike, Bedford Massachusetts, and its
successors and assigns (collectively hereinafter called "the Assignee”), the entire right, title and interest

throughout the world in the inventions and improvements which are subject of an application for United

States Patent signed by us, entitled CONTROLLING ACCESS TO STORED INFORMATION, filed _____

, and assigned U.S, Serial Number , and we authorize and request the attorneys
appointed in said application to hereafter complete this assignment by inserting above the filing date and
serial number of said application when known; this assignment including said application, any and all
United States and foreign patents, utility models, and design registrations granted for any of said inventions
or improvements, and the right to claim priority based on the filing date of said application under the
International Convention for the Protection of Industrial Property, the Patent Cooperation Treaty, the
European Patent Convention, and all other treaties of like purposes; and we authorize the Assignee to apply
in all countries in our name or in its own name for patents, utility models, and design registrations and like
rights of exclusion and for inventors’ certificates for said inventions and improvements; and we agree for
ourselves and our respective heirs, legal representatives and assigns, without further compensation to
perform such lawful acts and to sign such further applications, assignments, Preliminary Statements and
other lawful documents as the Assignee may reasonably request to effectuate fully this assignment.

IN WITNESS WHEREOF, I hereto set my hand and seal at f)/’,,,e/)," Yoa IhdSs5ac i e 7T,

el %’“" e/ |
LS.
Thomas Mark Hastings // '
STATE OF @M
’ ; 155,

counry or Aol
Before me this ZZ day on‘w r , lﬂ. personally appeared

"ITKT[).’IS er HRSﬁ 3. known to me to be the person whose name is subscribed to the

foregoing Assignment, and ackno edged that he/she executed the same as his/her free act and deed for the
purposes therein contained, :

No }Pub'lic

My Commission Expires: oQ./ 0"/—/ Y 2:%
[iotary’s Seal Here] :

PATENT
REEL: 95656 FRAME: 0986




IN WITNESS WHEREOF, I hereto s¢ hand and seal at _S:nﬂ:ﬂill!% -\Q‘IT{:‘ ,
this 27 day of _OAFMA_, 1998, Ny
‘ g ' : L.S.

saeor aMBee,
. B8,
County oF Sawle (MZ.
Before me this _ o\ day of _O%dbe” | 19% personally appeared

_‘ ! - ,M Chae) knowit to me to be the person whose name is subscribed to the
foregoing Assignment, and acknowledged that f1Bshe executed the same as fiSther free act and deed for the

purposes therein contained. Z %”

Notary Public

' My Commission Expires: CHRIS REHN
) ' e Comm. F 1189423
[Nomy § Seal Here] j._\L/ 1‘“2902 i ﬂOT&??MIC-chPI}HM g

Ssaty Crer Cownty
My Comen. Expirer July 8, 2001

LS.

STATE OF

€3
COUNTY OF S.J»'tl Cj\n_

Before me this _ o) ) day of Ochpber |, 1998, personally appeared

TOC}B <. & . known to me to be the person whose name is subscribed to the
foregoing Assignment, and owledged thatfid¥she executed the same a¥Biher free act and deed for the

purposes therein contained,
(g

Notary Public

188,

CHRIS REHN
A Comm. £ 1188423 ?m
7Y NOTARY MALIC- CALIFORNIA

$ants Giva Covnty -
Ay Conm, Exalres Jvly 0, 2000 '

' My Commisgion Expires:
[Notary’s Seal Here] 3—"‘\7 9,007

PATENT
REEL.: 9656 FRAME: 0987
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CONTROL OVER ACCESS TO STORED INFORMATION

Patent number: JP2000163379 Also published as:
Publication date:  2000-06-16 EP0997808 (A2)
Inventor: HASTINGS THOMAS MARK; MCNEIL MICHAEL E; US6370629 (B1)
GLASSEY TODD S; WILLETT GERALD L EP0997808 (A3)
Applicant: DATUM INC CA2287586 (A1)

BR9904979 (A)

Classification:

- international: GO6F15/00; GO1S5/14; GO6F12/00; GU6F12/14;
GO9C1/00; HO4L9/14

- european GOBF1/00N7R2; GO6F21/00NSA2

Application number: JP19930308358 19991029

Priority number(s): |J51998(182342 19981020

Report a data error here

Abstract of JP2000163379

PROBLEM TO BE SOLVED: To limit the use of
information to a specified geographic area hy
determining the geographic position of stored
information to be arranged according to a signal
received by a receiver supplying position
information and controlling access to the stored
information. SOLUTION: A GPS receiver 70 is
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Exhibit 6 - CO-INVENTOR's AGREEMENT with DDI
This exhibit contains the DIGITSL DELIVERY CO-INVENTOR’s AGREEMENT with HASTINGS
and DDL

The intent of which was to acknowledge DDI's very limited use the Glassey GEOSPATIAL

DIGITIAL CONTROLS in their already existing Confidential Courier product.

No other GEOSPATIAL rights are assigned and this is the basis of the disputed IP ownership

in this matter.
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CO-INVENTOR AGREEMENT

-

P This is Co-Inventor Agreement (“Agreement’), is made this Zé day of
ﬂ&ﬁ‘e?{_ , 19 5&7 by and between Todd S. Glassey an individual, and
Michael E. McNeil an individual, together herein “Glassey-McNeil”, whose mailing
address is 109A Bluebonnet Lane, Scotts Valley, CA 95066 and Digital Delivery, Inc.,
a Massachusetts corporation, having a place of business at 54 Middlesex Turnpike,
Bedford, Massachusetts 01730-1417 ("Digital”). This Agreement is made with
reference to the facts in the following recitals:

RECITALS

A. Digital is the holder of U.S. Patent Number 5,646,992 for certain data and file
protection and encryption technology, described further as encryption and decryption
technology employing the use of passwords to control access to stored information
on various distribution media. The product produced by Digital under this patent is
generally referred to as the Confidential Courier, which is described in non-technical
terms as a transmittal envelope which can be opened only by specifically designated

grsons having the encoded passwords. This patent was issued to Digital on
%i“ f? (_’é , 1977 (the “Gourier Patent™).

B. Digital employees Thomas Mark Hastings and Gerald L. Willett, along with
Glassey-McNeil have further developed the Courier Patent technology to expand its
identification and verification enablement policies by adding the new technology of geo-
positioning and time/date encryption with respect to data and file storage and access. It is
the intent of Digital to file for a patent on this new technology to the Courier Patent by
means of a subsequent patent entitled “Controlling Access to Stored Information” which
incorporates the Courier Patent, and is referred to herein as the "Controlling Access
Patent”.

C. During the course of the development of the technology for the Controlling
Access Patent by the parties, it was discussed and agreed in principal that Digital would
undertake the submission of the Controlling Access Patent application and that Glassey-
McNeil would assign certain rights under the patent with respect to the underlying
Courier Patent, provided that certain terms and conditions regarding the mutual rights
and exclusive rights to the geo-positioning and time/date encryption policies in the
Controlling Access Patent were defined and determined, and that adequate compensation
from Digital to Glassey-McNeil was agreed. ‘

D. The purpose of this Agreement is to allow the Controlling Access Patent
application to be submitted as early as possible and prior to a definitive agreement
between the parties with respect to each party's rights to exploit the Controlling Access
Patent, the respective mutual and exclusive rights to the underlying or derivative
technology, methodology, or other patentable subject matter contained or referenced in
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the Controlling Access Patent, and the compensation to be paid by Digital to Glassey-
McNeil for assignment of certain rights therein to Digital.

In consideration of the foregoing facts and recitals, the mutual covenants and
undertakings contained therein and herein, the parties agree as follows:

1. PATENT APPLICATION TECHNOLOGY
For purposes of this Agreement, the term:

- A. “Confidential Courier” means that technology developed by Digital under the
Courier Patent which is embodied in the product produced and sold by Digital under the
name Confidential Courier, which contains certain encryption and decryption technology
to control and limt access to the information and data contained in specific files.

B. Geo-positioning and time/date. technology means the enablement policy which
allows data or an event to be pinpointed to occur at a certain time and physical place.

C. GPS Phase Il means that geo-positioning and time/date enablement
technology invented and developed by Glassey-MeNeil that specifically includes
a cryptographic signing and verification process with the transmittal of time and
geographic positioning information thatallows a legally indemnifiable degree of trust
to be established in the time and geographic positioning information thus conveyed.

2. AGREEMENT IN PRINCIPLE

The parties are entering this Agreement to set forth certain terms and conditions
with respect to the mutual and exclusive rights of each party to the Controlling Access
Patent. Although Digital developed, produces and sells the Confidential Courier, which
embodies the Courter Patent, there is no prototype nor product yet developed utilizing *
the new technology of geo-positioning and time/date policies to be patented under the
Controlling Access Patent. In view of the uncertainties relative to the cost of developing
a product under the Controlling Access Patent and the market potential of such a product,
the parties have insufficient information to agree on the compensation to be paid by
Digital to Glassey-McNeil for their ideas, inventions, proprietary information and
contributions to the Controlling Access Patent.

It is intended that, within one year from the date hereof, a definitive agreement
between the parties will be made with respect to this compensation and the mutual and
exclusive rights to the Controlling Access Patent. Provided that said compensation can
be negotiated by the parties or established by binding arbitration as provided herein, the
definitive agreement will include the following terms and conditions:

A. Digital acknowledges that the GPS Phase Il technology is solely and
exclusively the idea and invention of Glassey-McNeil. Notwithstanding, Digital shall
have the rights to utilize the GPS Phase II technology but limited to the Confidential
Courier product and product derivatives thereof; and Digital grants to Glassey-McNeil
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a perpetual non-exclusive worldwide license for the GPS Phase II technology and
derivatives thereof, with rights to sublicense.

B. Glassey-McNeil shall have no rights to any part of the Courier Patent, or to the
claims regarding the Courier Patent which are incorporated in the Controlling Access
Patent or to the Confidential Courier product now produced by Digital.

C. Digital shall not file any opposition in the United States Patent and Trademark
Office or patent offices of any other country, or take any action adverse to the filing of a
patent application by Glassey-McNeil for any geo-positioning and time/date technology
or technology implementing GPS Phase I, including potential patentable subject matter
or products e.g., firewalls, email gateways, protocol bridges, database servers, file
servers, hardware based appliances, and the like,

D. Digital shall begin and continue the development of products which shall
embody the technology of the Controlling Access Patent in order to enhance or
comnpliment the existing Confidential Courier Product as well as new products exploiting
the Controlling Access Patent which are to be sold and distributed by Digital.

E. Glassey-McNeil may develop products which utilize the geo-positioning and/or
time/date enablement or GPS Phase II technology, provided that any such products do not
include the technology infrastructure covered by the Courier Patent.

Provided that a definitive agreement is negotiated and made by the parties which
incorporates the foregoing terms, conditions, covenants, licenses, and compensation to
Glassey-McNeil, Glassey-McNeil will execute assignments to Digital with respect to the
Controlling Access Patent. ‘

3. FAILURE TO MAKE DEFINITIVE AGREEMENT

A. The parties expressly agree that each of them will negotiate in good faith the
terms of a definitive agreement, in light of the provisions in Section 2 above, regarding
the patent rights to the Controlling Access Patent and the compensation to be paid by
Digital to Glassey-McNeil for the assignment of rights therein as named co-inventors on
the Controlling Access Patent application. The parties expressly agree that if they are
unable or fail to make a definitive agreement before the anniversary date hereof, then
each party shall have all rights as a co-inventor to fully exploit the Controlling Access
Patent without accounting or control by the other.

B. If after the one year anniversary hereof, the parties are unable to make a
definitive agreement as provided herein, then upon the written request of either party
to the other the unresolved issues, terms and conditions will be submitted (i) first to
mediation conducted by a gualified mediator, mutually selected by the parties, who
has expertise in patent matters and practicable expertise in the commercial encryption
industry; and (i) if mediation does not result in a definitive agreement, then upon written
request upon one party to the other, the parties shall submit all unresolved issues to
mandatory binding arbitration. The issues will be subrnitted in writing to the arbitrator,
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who shall be mutually selected by the parties, or if the parties are unable to select a single
arbitrator, then each party, viz., Digital and Glassey-McNeil shall each select an arbitrator
who shall then select a third arbitrator to create an arbitration panel consisting of those
three arbitrators. If for any reason the first selected arbitrators cannot agree on a third
arbitrator, they may apply to the superior court of Santa Cruz County, California for

the name of a qualified neutral third arbitrator, The three arbitrators shall hear all the
evidence, and a majority vote of the arbitrators shall make all decisions, determinations
and awards in the matters before them.

It is conternplated by the parties that the fundamental issue to be decided by this
mandatory arbitration is the amount and structure of the compensation to be paid to
Glassey-McNeil for their contribution to the Controlling Access Patent in full respect
of the terms set forth in the “AGREEMENT IN PRINCIPLE” in Section 2 hereof. In
determining such compensation, the arbitrator(s) shall take into consideration the value of
the patent rights to Digital by Glassey-McNeil; the cost of Digital’s product development
incurred by the parties; the contributions of the parties to Digital’s product development;
the domestic and international market potential of Digital's new products to be produced
under the Controlling Access Patent, including the market potential of the Confidential
Courier enhanced by the addition of new features and improvements from the geo-
positioning and/or time/date technology in the Controlling Access Patent; the established
and potential profitability, commerciabsuccess and current or potential popularity of such
product(s); the rightful apportionment of profit among the inventors; nonpatented aspects
or elements of such product(s), including the costs of manufacturing, business risks.

Any mandatory binding arbitration of matters under this section 3, or consensual
arbitration of other matters arising out of this Agreement, shall be conducted by and in
accordance with then existing arbitration rules of the American Arbitration Association
respecting the computer and electronic commerce industry. Judgment on a binding
arbitration award rendered by such arbitrator(s) may be entered in any court having
jurisdiction. The parties shall each pay one half of all costs and expenses for the services
of any mediator and/or arbitrator(s).

4. DEFAULT IN COMPENSATION

If, after the compensation to be paid by Digital to Glassey-McNeil for their
contributions to the technological inventions under the Controlling Access Patent is
established by an agreement made by the parties or through a determination from binding
arbitration, Digital defaults in the payment terrns thereof for any reason, then all rights,
i.e. patent, trade secret, efc., to the inventions and technology covered under the
Controlling Access Patent, which includes the Confidential Courier, shall revert to
Glassey-McNeil as Co-inventors along with Digital. In such event, and each party shall
have all right to exploit said inventions and technology without any notice, obligation or
accounting to the other. Notwithstanding, the parties shall each execute and deliver such -
further documents and shall take such other actions as may be reasonably necessary to
effect this reversion of rights.

5. NONASSIGNABILITY
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The parties hereto have entered into this agreement in contemplation of personal
performance hereof by each other and intend that the rights granted and obligations
imposed hereunder not be extended to other entities without the other party's express
written consent, except that Glassey-McNeil may transfer their interests herein to a
corporation whose majority of voting shares are owned and controlled by them. This
Agreement shall be binding and shall inure to the benefit of the parties and to their heirs
successors, and assigns.

6. NOTICES

Notices under this Agreement shall be in writing and sent to the parties at the
addresses first above written, or to such other addresses as the parties may designate to
the other in writing,

7. ATTORNEY FEES

In the event that either party must take legal action, including arbitration, but
except for arbitration employed to determine the compensation referenced in Section 3
herein, to enforce or interpret this agreement, or any provision hereof, the prevailing
party shall be entitled to recover its reasonable attorney fees and costs as determined by
the Court or arbitrator, '

8. INTEGRATION -~ ~

This agreement, any exhibits hereto, set forth the entire agreement and
understanding between the parties as to the subject matter hereof and merges all prior
discussions between them. Neither of the parties shall be bound by any agreements,
understandings or representations with respect to such subject matter other than as
expressly provided herein or in a subsequent writing signed by the parties hereto.

0. SEVERABLILITY _ ‘

Nothing in this Agreement shall be interpreted or construed as “an agreement to
agree” such that this Agreement would be rendered unenforceable. Accordingly, any
provision of this Agreement prohibited by, or unlawful or unenforceable, under any
applicable law of any jurisdiction, shall be ineffective, without affecting any other
provision of this Agreement. To the extent, however, that the provisions of such
applicable law may be waived, they are hereby waived to the end that this Agreement
may be deemed to be a valid and binding agreement enforceable in accordance with its
terms.

10, LAW
This agreement will be governed and interpreted by the laws and courts of the
State of California.
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement the

day and year first above written.

'DIGITAL DELIVERY

iz

[Signature]

Tvneb Mitoice  Frosilet

fPlease Print Name/Tille)

GLASSEY-McNEIL

TODD S. GLASSEY /

MICHAEL E. McNEIL




Exhibit 7 - DATUM Consulting Contracts between Parties

This exhibit contains the two consulting contracts from DATUM that DATUM suggested be
two separate agreements. The agreement was based on that GLASSEY negotiated a $150/hr
USD cap on GMT’s services to be split between McNeil and Glassey evenly for their work in
producing DATUM business development materials, and to also fund their own continued

development of their Intellectual Properties, which ultimately are the core of this dispute.

DATUM volunteered to handle this as two separate payment streams to eliminate GMT's

needing to keep its own books there as well offloading payroll onto the contract form.




CONSULTING AGREEMENT

1. INTRODUCTION

This agreement is entered into by Datum Inc., Bancomm-Timing Division; 6781 Via Del Oro;
San Jose, CA 95119, herein after referred to as DATUM, and:

Name/Organization: Michael McNeil

Address: 1271 Lost Acre Drive, Felton, California 95018

TaxID/SSN#:_516 54 6307 herein after referred to as CONSULTANT for the
purpose of securing technical consulting services as detailed in the STATEMENT OF WORK
attached.

2. PERIOD

The period of this agreement is: 4™ May 1998 to _ 4" July 1998 . If either
party wishes to discontinue this Agreement, either may do so upon thirty (30} days Notice to the
other party. The “Termination Date” shall be the date on which the thirtieth (30“‘) day falls. If
one party breaches this Agreement, however, or license provided herein, the non-breaching party
may, at its option, provide the breaching party with Notice immediately and automatically
terminating this Agreement. The date of Notice shall be the “Termination Date”, All work shall
be stopped on the Termination Date.

3. CONFIDENTIALITY

Each party shall exercise due diligence to preserve the confidentiality of Trade Secrets and other
valuable proprietary information provided by the other in support of the contracted effort and
during the term of the Consulting Agreement. All information designated as a Trade Secret or
Confidential shall be maintained as confidential even after the termination of this Consulting

Agreement.

3.1: “Trade Secret” means the whole or any portion or phase of aily scientific or technical
information, design, process, procedure, formula, improvement, confidential business or
financial information, listing of names, addresses or telephone numbers, or other information
relating to any business of profession which is secret and of value. To be a Trade Secret the
owner thereof must have taken measures to prevent the secret from becoming available to
persons other than those selected by the owner to have access thereto for limited purposes.
Information shall not be deemed to be a Trade Secret, confidential or proprietary which (1) is
known to the other party before disclosure by owner of the information; (2) is now or hereafter
becomes part of the public domain without fault of the other party: (3) is disclosed to the other
party on a non-confidential basis by a third party under no legal disability to make such a
disclosure, or (4) is disclosed pursuant to judicial action or Gevernmental regulation, providing
efforts are made to ensure that further dissemination will not occur.
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.4. NON COMPETITION

During this Agreement and for a period of 6 months after the termination of this Agreement,
CONSULTANT agrees not to provide any original, Intellectual Property newly developed for
Datum during the course of this Agreement, and not a Derivative Work of CONSULTANT’s
Intellectual Property, to DATUM?’s competitors as detailed below. These competitors are as

follows:

Hewlett Packard, various locations.
Timing Solutions, Boulder, CO

True Time Inc, Santa Rosa, CA
Odetics, Anaheim, CA

Trak Microwave, various locations.
Arbiter Systems, San Luis Obispo, CA
DataChron, San Diego, CA

5. RIGHTS IN DATA

DATUM retains all rights in data including, but not limited to ownership of all materials,
information, software in any format, and other properties generated in whole or in part by the
CONSULTANT during the terms of this contract, Without limiting the prior sentence, the term
properties includes specifications, documents, data, files, input/output, ideas, documentation and
any related material. This paragraph shall survive the termination of this agreement.

If the CONSULTANT wants to retain data right ownership and license products and technologies
to DATUM, a separate licensing agreement shall be executed. CONSULTANT shall identify
these products and technologies to DATUM prior to initiating any work.

6. CHARGE RATE

CONSULTANT agrees to charge, and DATUM agrees to pay, § 75 per hour for
CONSULTANT’S service. Further, DATUM shall reimburse to CONSULTANT any and all
expenses, including travel, hotel, taxes, and or equipment purchases made in furtherance of this
Agreement. CONSULTANT will invoice DATUM for services and expenses as outlined in

Paragraph #7 below.

7. PAYMENT

CONSULTANT shall provide DATUM with an invoice based on completed milestones or bi-
weekly work completed. This invoice shall include hours expended; a brief statement detailed
the nature of the task completed; rate; total hourly billing; materials and service charges
expended (included sales taxes, if any); travel and per diem as previously agreed; and total
invoice amount.

Normal payment schedule:
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Week, Invoice processed at Bancomm-Timing San Jose and submitted to

Accounting,

Weekp Invoice processed at Bancomm-Timing, CA, and mailed on Thursday or
Friday.

Weeknia Payment received.

8. LIMITATIONS OF LIABILITY

8.1 Limited per attached SpectraDynamics Limitation of Liability Statement.

9. GENERAL

9.1 CONSULTANT is, and shall hold itself out only as, an independent contractor of DATUM.

9.6 All Notices, requests, demands, applications, services of process, and other communications
which are required to be or may be given under this Agreement shall be in writing and shall be
deemed to have been duly given if sent by telecopy or facsimile transmission, answer back
requested, or delivered by courier or mailed, certified first class mail, postage prepaid, return
receipt requested, to the parties to this Agreement at the following addresses:

To DATUM: To: CONSULTANT:

6781 Via del Oro 124 hosthere De

San Jose, CA 95119 ﬁ> hLJD\ﬂ, CA 9s01R
Attn.: President Attn.: President

Telephone: Telephone: 409 335 -20 6‘1
Telecopy: Telecopy:

This agreement is approved by:
Datum Inc, Bancomm-Timing Division Consultant:

By:  Mitch Stone By: M\ChﬂQ( MC E\)Q”

Title: Vice President Title: ,
Date: 4™ May 1998 Date: _ 5/12 /98

FILE: j:\management\consult\glassey consulting Agreement.doc /
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CONSULTING AGREEMENT

1. INTRODUCTION

This agreement is entered into by Datum Inc., Bancomm-Timing Division; 6781 Via Del Oro:
San Jose, CA 95119, herein after referred to as DATUM, and:

Name/Organization: Todd Glassey
Address: 109A Bluebonnet Lane, Scotts Valley, Ca 95066
TaxID/SSN#: 579-07-0748 herein after referred to as CONSULTANT for the

purpose of securing technical consulting services as detailed in the STATEMENT OF WORK
attached.

2. PERIOD

The period of this agreement is: 4™ May 1998 to__ 4™ July 1998 . Ifeither
party wishes to discontinue this Agreement, either may do so upon thirty (30) days Notice to the
other party. The “Termination Date” shall be the date on which the thirtieth (30™) day falls, If
one party breaches this Agreement, however, or license provided herein, the non-breaching party
may, at its option, provide the breaching party with Notice immediately and automatically
terminating this Agreement. The date of Notice shall be the “Termination Date”. All work shall

be stopped on the Termination Date.

3. CONFIDENTIALITY

Each party shall exercise due diligence to preserve the confidentiality of Trade Secrets and other
valuable proprietary information provided by the other in support of the contracted effort and
during the term of the Consulting Agreement. All information designated as a Trade Secret or
Confidential shall be maintained as confidential even after the termination of this Consulting

Agreement.

3.1: “Trade Secret” means the whole or any portion or phase of any scientific or technical
information, design, process, procedure, formula, improvement, confidential business or
financial information, listing of names, addresses or telephone numbers, or other information
relating to any business of profession which is secret and of value. To be a Trade Secret the
owner thereof must have taken measures to prevent the secret from becoming available to
persons other than those selected by the owner to have access thereto for limited purposes.
Information shall not be deemed to be a Trade Secret, confidential or proprietary which (1) is
known to the other party before disclosure by owner of the information; (2) is now or hereafter
becomes part of the public domain without fault of the other party: (3) is disclosed to the other
party on a non-confidential basis by a third party under no legal disability to make such a
disclosure, or (4) is disclosed pursuant to judicial action or Governmental regulation, providing
efforts are made to ensure that further dissemination will not occur.
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4. NON COMPETITION

During this Agreement and for a period of 6 months after the termination of this Agreement,
CONSULTANT agrees not to provide any original, Intellectual Property newly developed for
Datum during the course of this Agreement, and not a Derivative Work of CONSULTANT’s
Intellectual Property, to DATUM’s competitors as detailed below. These competitors are as
follows: :

Hewlett Packard, various locations.
Timing Solutions, Boulder, CO

True Time Inc, Santa Rosa, CA
Qdetics, Anaheim, CA

Trak Microwave, various locations.
Arbiter Systems, San Luis Obispo, CA
DataChron, San Diego, CA '

5. RIGHTS IN DATA

DATUM retains all rights in data including, but not limited to ownership of all materials,
information, software in any format, and other properties generated in whole or in part by the
CONSULTANT during the terms of this contract. Without limiting the prior sentence. the term
properties includes specifications, documents, data, files, input/output, ideas, documentation and
any related material. This paragraph shall survive the termination of this agreement.

If the CONSULTANT wants to retain data right ownership and license products and technologies
to DATUM, a separate licensing agreement shall be executed. CONSULTANT shall identify
these products and technologies to DATUM prior to initiating any work.

6. CHARGE RATE

CONSULTANT agrees to charge, and DATUM agrees to pay, $ 75 per hour for
CONSULTANT’S service. Further, DATUM shall reimburse to CONSULTANT any and all
expenses, including travel, hotel, taxes, and or equipment purchases made in furtherance of this
Agreement. CONSULTANT will invoice DATUM for services and expenses as outlined in
Paragraph #7 below.

7. PAYMENT

CONSULTANT shall provide DATUM with an invoice based on completed milestones or bi-
weekly work completed. This invoice shall include hours expended; a brief statement detailed
the nature of the task completed; rate; total hourly billing; materials and service charges
expended (included sales taxes, if any); travel and per diem as previously agreed; and total
invoice amount.

Normal payment schedule:
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Week, Invoice processed at Bancomm-Timing San Jose and submitted to

Accounting, _

Weekq+1 Invoice processed at Bancomm-Timing, CA, and mailed on Thursday or
Friday.

Weekn+ Payment received.

8. LIMITATIONS OF LIABILITY

8.1 Limited per attached SpectraDynamics Limitation of Liability Statement.

9. GENERAL

9.1 CONSULTANT is, and shall hold itself out only as, an independent contractor of DATUM.
9.6 All Notices, requests, demands, applications, services of process, and other communications
which are required to be or may be given under this Agreement shall be in writing and shall be
deemed to have been duly given if sent by telecopy or facsimile transmission, answer back

requested, or delivered by courier or mailed, certified first class mail, postage prepaid, return
receipt requested, to the parties to this Agreement at the following addresses:

To DATUM: To: CONSULTANT:
6781 Via del Oro o (i ASEY
San Jose, CA 95119 cf/', ,wugagmm‘f ,

U'T‘(“’ ,\) Lb—-; (A ?./C L

Atin.: President Attn.: President” /. oy

St ) dag 70
Telephone: Telephone: (S ) A5
Telecopy: Telecopy:

This agreement is approved by:

Datum Inc, Bancomm-Timing Division Consultan;.// /
TS

By:  Mitch Stone By:  / A0 C / ANSE /
Title: Vice President Title: ) : :
Date: 4™ May 1998 Date: _ /4 = /¥1d~y ~ /0

FILE: j:\management\consult\glassey consulting Agreement.doc
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Exhibit 8 - Communications between Parties
This exhibit contains the following letters from GMT Counsel to Datum Counsel on Datum's
breach and dealing in bad faith as well as DDI’s limited use of Glassey and McNeil's

Intellectual Properties

May 14t 1999 - GMT/Negotiation of Release of Rights

June 7th 1999 - Continuing GMT/Negotiation of Release of Rights

June 29t 1999 - Datum v GMT - Ownership of IP and Breaches of NDA
by Datum and other damages

August 3rd 1999 - Ongoing dispute memorandum

August 24t 1999 - Datum v GMT - Ownership of IP and Breaches of NDA

by Datum and other damages and DDI Damages (2
separate letters)

September 24t 1999 - Ongoing dispute memorandum







May 14, 1999

John F. Cannon, Esq. Via Facsimile
STRADLING YOCCA CARLSON & RAUTH . and U.S. Mail
660 Newport Center Drive, Suite 1600

Newport Beach, CA 92660-6441

Re: Glassey McNeil Technologies, Inc. ("GMT'") and GMT
Principals; Datum Corporation ("Datum'); Negotiations for
Release of Rights in GPS Patent; Breaches of Nondisclosure
Agreement by Datum; Other Potential Causes of Action.

Dear Mr. Cannon;

As you know, this office represents GMT and its principals, Todd S. Glassey
("Glassey") and Michael E. McNeil ("McNeil"} in the ongoing negotiations with Datum as
to compensation due and owing to GMT and Glassey/McNeil in consideration for
Glassey/McNeil and GMT releasing their interests in certain patents which were developed
in concert with Digital Delivery, Inc. ("Digital™) and T. Mark Hastings, its C.E.O. In
addition, GMT and Glassey/McNeil asserts that Datum has misappropriated certain GMT and
Glassey/McNeil intellectual properties which were originally disclosed to Datum pursuant
to the Nondisclosure Agreement between Datum and GMT dated November 24, 1998 and

made retroactive to all exchanges of intellectual properties between Datum and GMT since
April, 1998 (the "NDA").

Datum’s recent announcement of its intent to acquire Digital has created a situation
where it is clearly in the best interest of Datum, Digital, GMT, and Glassey/McNeil to
resolve the various issues set forth herein on mutually agreeable terms and conditions. GMT
contends that Digital was a GMT customer whose identity was revealed to Datum pursuant
to and in compliance with the NDA. Under the NDA, Datum was permitted to use GMT

Hwpdaia\Gone but not forgotten\JASONVGMTSYCRI.LTR
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John F. Cannon, Esq.
May 14, 1999
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intellectual properties only for the purpose of furthering the business relationship between
GMT and Datum. Datum did not have the authority under the NDA to acquire Digital
without the written consent of GMT. This acquisition, if consummated, is certain to cause
GMT considerable monetary harm and damage the reputation of GMT and Glassey/McNeil
in the technology markets in which GMT and Glassey/McNeilnow do business. The primary
source of this harm is the apparent intention of Datum to develop a product for the electronic
commerce marketplace, "and expedite its deployment of the industry’s first trusted time
infrastructure for Internet applications where security and authenticity of transmission is
essential” (Datum Press Release, April 14, 1999).

GMT contends, as explained fully below, that Datum is misappropriating GMT and
Glassey/McNeil intellectual properties which are required or necessary for Datum to develop
such a product. Datum, through its consulting relationship with GMT, became exposed to
such intellectual properties pursuant to GMT s disclosure of same to Datum under the NDA.
Datum’s use of these intellectual properties in its anticipated product line exposes Datum to
liability for misappropriation of such properties and will damage GMT’s ability to carry
forward with its own product of substantially the same character as that which Datum now
proposes to bring to market.

Glassey first approached Datum in February, 1998 to seek out a partner to build a
certifiable timebase solution for Glassey document stamping system and E-mail gateway,
The result of this approach was that Datum retained Glassey as consultant pursuant to a
Consulting Agreement between Datum and Glassey dated May 4, 1999 (the "Consulting
Agreement"). The Consulting Agreement has a term of only two (2) months. Despite the
thrust of the Consulting Agreement, which suggests that Glassey was hired for technical
consuiting services, Glassey’s only role as a Datum consultant was to provide Datum with
market information necessary or required to assist I?atum’s entry into the electronic
comnerce marketplace. David S. Robinson, Datum’s President, acknowledges this in the
enclosed E-mail correspondence with Glassey in November, 1998. Such information
primarily took the form of business contacts and marketing reports. You have sent to the
undersigned, enclosed with your cover letter of April 13, 1999, a marketing report of this
character, I received this correspondence in response to a request that you provide me with
an inventory of all intellectual property which Datum owned as a result of its consulting
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relationship with Glassey. It would therefore appear that Datum concedes that the only
intellectual properties derived from Glassey are such market-related data.

However, Datum engineering employees, including Dave Thiede, have beenunder the
impression that Glassey was hired to do certain engineering work. During Glassey’s
participation in various Datum engineering meetings, Glassey was repeatedly requested to
perform certain engineering services for Datumn. Any engineering services which Glassey
performed for Datum are protected under the NDA, and any such work product was disclosed
by Glassey to Datum in accord with the applicable provisions of the NDA, |

Such data provided to Datum and protected under the NDA includes, but is not
necessarily limited to, the following: the lightweight timestamping proposal, hardware
systems and PCMCIA surveys, architectural design of the TTI and software components

thereof, the Glassey TTI2 system, all application programing interfaces and the software
analysis on such, '

In light of the above, GMT and Glassey does not agree with the Datum position taken
in the above-referenced E-mail from David S. Robinson in which it is asserted that GMT has
no ownership of the TTI (Trusted Timing Infrastructure). The first Datum document which
details this concept was produced by Mr. Robinson in November, 1998, and was clearly
based entirely on GMT and Glassey intellectual properties disclosed to Datum pursuant to

the NDA for the sole permissible purpose of furthering the business relationship between
GMT and Datum.

In recent telephone conversations with T. Mark Hastings, now President of Datum’s
electronic commerce division, it was clear that Mr. Hastings was not aware of the extent to
which Datum has misappropriated GMT and Glassey/McNeil intellectual properties in
furtherance of the business plan now laid for Datum after its acquisition of Digital. When
I first spoke with Mr. Hastings, he was not aware that the NDA existed. After Iinformed Mr.
Hastings about the NDA, Mr. Hastings indicated to the undersigned that clearly GMT and
Glassey are entitled to receive "substantial compensation" as a result of Glassey’s efforts and
ofthe apparent misappropriation of intellectual properties which took place throughout 1998.
He further indicated that clearly "mistakes were made" on both the Datum and GMT side of
the relationship. My response to this commentary was that GMT and Glassey had been
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attempting to get a complete agreement in force with Datum which correctly memorialized
all applicable terms and conditions with respect to the relationship to date and set forth an
operational plan for how the companies would work together in the future. Datum has
resisted this process from the outset, has unreasonably delayed and procrastinated the matter,
and has now caused my clients significant harm by the actions described above. 1t strongly
appears that Datum executives, including David S. Robinson, Mitch Stone, Erik van der
Kaay, and others were acting in bad faith to deprive GMT and Glassey/McNeil of its
intellectual properties. One thing that is abundantly clear is that but for the actions and
assistance of GMT and Glassey, Datum would not be entering into the electronic commerce
marketplace and would never have acquired Digital. GMT and Glassey did not disclose the
information to Digital under the NDA exclusively out of the goodness of heart, nor did GMT
and Glassey ever undeérstand that their compensation for misappropriation of intellectual
property rights would be limited to any fees paid to Glassey under the Consulting Agreement
pursuant to which Datum only acquired certain marketing and market-related data.

GMT and Glassey/McNeil hereby request that a meeting be set immediately to resolve
these issues with Datum and Digital. In the event that such a request is not granted, GMT
and Glassey/McNeil shall pursue all available legal rights and remedies to recover for the
harm Datum and Digital have created to date. T look forward to your prompt response and
cooperation with the goal of achieving a prompt and equitable resolution.

Very truly yours,

JASON R. BOOK, Esq.

JRB:jrb.
Enclosures
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June 7, 1999

John F. Cannon, Esq. Via Facsimile
STRADLING YOCCA CARLSON & RAUTH and U.S. Mail
660 Newport Center Drive, Suite 1600

Newport Beach, CA 92660-6441

Re:  Glassey McNeil Technologies, Inc. (""GMT') and GMT
Principals; Datum Corporation ("Datum'); Negotiations for
Release of Rights in GPS Patent; Breaches of Nondisclosure
Agreement by Datum; Other Potential Causes of Action.

Dear Mr, Cannon:

The following is my response to your letter dated May 21, 1999, setting forth the
detailed positions of GMT and Glassey/McNeil with respect to certain of the disputed issues
with Datum. All capitalized terms shall have the same meaning herein as in my letter dated
May 14, 1999, I agree with you that a meeting between counsel is, in all likelihood, the most
appropriate next step. Please give me your feedback to this correspondence as soon. as
possible and we can coordinate such a meeting.

With respect to Datum’s concerns regarding the Co-Inventor Agreement between
Glassey/McNeil and Digital, GMT and Glassey contend that they: (1) disclosed to Datum
the existence of this project with Digital from its outset; (2) offered Datum the opportunity
to participate in the project; and (3) Datum repeatedly refused this opportunity on the
grounds that the subject matter of the Co-Inventor Agreement had nothing to do with
Datum’s core business. 1 am not surprised that Datum has changed its atfitude upon its
venturing into the E-commerce marketplace. However, there were numerous conversations
between Glassey and Datum executives, including David S. Robinsen and Mitch Stone, in
which Datum simply indicated that it was not interested in participating in this project.
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Furthermore, the subject matter of the Co-Inventor Agreement is not based upon or
otherwise makes use of any Datum intellectual property, the genesis of this project being
traceable back to early 1997, well before the relationship between Datum and
GMT/Glassey/McNeil ever began. GMT/Glassey/McNeil have been in negotiations with
Digital regarding the Co-Inventor Agreement for an extended period of time and the
development work which related to the patent filed by Digital was performed prior to the
existence of the Consulting Agreement. In light of the above, GMT/Glassey/McNeil assert
that the existence of the Co-Inventor Agreement should come as no surprise to Datum and
Datum has no rights to any of the intellectual properties related thereto.

As to Datum’s contention that the architectural design of the TTI and software
components thereof were created by David S. Robinson and are exclusively owned by
Datum, GMT/Glassey/McNeil contend that these items are Dbased entirely on
GMT/Glassey/McNeil intellectual properties and that these intellectual properties were not
conveyed to Datum pursuant to the Consulting Agreement, which had a term of only two (2)
months from May 4, 1998 to July 4, 1998. On October 4, 1998, GMT and Glassey
submitted a proposal to Datum with regard to the design of the software components of the
TTIL This proposal was protected under the NDA and contained appropriate confidentiality
and intellectual property legends thereon. Datum refused to allow GMT/Glassey/McNeil to
bid on this design work, but nonetheless accepted the proposal to use for qualifying other
consulting resources. The software components of the TTI are clearly based on this proposal
and were not conveyed to Datum pursuant to the Consulting Agreement or otherwise. All
information contained within the proposal is GMT intellectual property and is clearly
designated as such.

Furthermore, in the enclosed letter from David S. Robinson to Glassey and Michael
S. King dated February 26, 1999, Mr. Robinson implies (at minimum) that the ownership of
the TTI and its component -intellectual properties is divided between Datum and
GMT/Glassey/McNeil. Mr. Robinson proposed a draft Royalty Agreement for review by
GMT/Glassey/McNeil, which was enclosed with such letter, a copy of which is enclosed
herewith. Mr. Robinson states in his letter that in consideration for royalties to be paid to
GMT: '

“GMT/Swsol acknowledges that the Datum TTI and any derivative timing
infrastructures developed solely or jointly by Datum and GMT/Swsol during
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the e-commerce development period 5 May 1999 to 31 December 1999; is the
intellectual property of Datum, Inc.”

In the draft Royalty Agreement, Paragraph 2.(a) provides as follows:

“(a) Ownership of Rights. Datum shall own all right, title and
interest.. relating to any and all inventions...works of authorship,
designs, know-how, ideas and information made or conceived or
reduced to practice, in whole or in part, by GMT or GMT’s employees
or subcontractors in the course of performing services for Datum,
whether under the express terms of the Consulting Agreement or
otherwise...” (Emphasis added.)

Again, a primary reason that GMT did not agree to this term is that the original intent
and agreement between the parties was that ownership of all intellectual properties which
were brought to the relationship at the outset would remain with their original owner. GMT
did not enter into a relationship with Datum for the purpose of wholesaling off its core
technical intellectual properties.

~ Onarelated note, we reiterate that the consultancy period was confined to the term
of two (2) months under the Consulting Agreement, nothing more. Datum is now claiming
that because it continued to pay consideration to GMT/Glassey/McNeil through the end of
1998 that GMT/Glassey/McNeil were operating under the terms of the Consulting
Agreement during the period beginning July 5, 1998 and ending December 31, 1998.
Paragraph 2. of the Consulting Agreement provides:

“The period of this agreement is 4™ May 1998 to 4® July 1998.”

Paragraph 9.2 (incorrectly set forth as Paragraph 9.6) of the Consulting Agreement
further provides:

“All Notices, requests, demands, applications, services of process, and other

communications which are required to be or may be given under this
Agreement shall be in writing...” (Emphasis added.)
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No notice, written or otherwise, of extension or renewal of the Consulting Agreement
was ever provided by either party, Thus, the Consulting Agreement expired by its terms.
The fact that Datum paid consideration to GMT/Glassey/McNeil from July through
" December of 1998 does not establish, without more, that GMT/Glassey/McNeil were
operating as consultants during this time frame. Invoices sent by GMT/Glassey/McNeil
during this time period are enclosed for your review. These invoices describe the Six
Thousand Dollar ($6,000.00) per week charge as a “retainer”, which is exactly what was
intended by the parties. Datum was paying GMT/Glassey/McNeil a retainer until the terms
of the relationship between the parties were finalized in complete written agreements. This
retainer was in consideration for GMT/Glassey/McNeil’s availability pursuant to (as
Paragraph 10. of the NDA provides):

“ . a verbal agreement of the same terms and conditions that arose between

Todd 8. Glassey, GMT and David Robinson, Datum — Bancomm Timing

when GMT was retained by Datum in April of 1998 to investigate the conmnon

market/product potential of a secure timebase for e-commerce.” |

All disclosures of intellectual property between the parties are subject to this NDA.
In addition, the following documents memorialize and detail what intellectual properties each
brought to the relationship:

Talk about disparagement here.

Very truly yours,
JASON R. BOOK, Esq.

JRBrb
Enclosures
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John F. Cannon, Esq. Via Facsimile
STRADLING YOCCA CARLSON & RAUTH and U.S. Mail
660 Newport Center Drive, Suite 1600

Newport Beach, CA 92660-6441

Re: Glassey McNeil Technologies, Inc. ("GMT") and GMT
Principals (" Glassey/McNeil'); Datum Corporation ("Datum");
Ownership of Intellecfual Property; Breaches of Nondisclosure
Agreement by Datum; Other Damages.

Dear Mr. Cannon:

The following is my response to your letter dated May 21, 1999, setting forth the
detailed positions of GMT and Glassey/McNeil with respect to certain disputed issues with
Datum. All capitalized terms shall have the same meaning herein as in my letter dated May
14, 1999. 1 agree with you that a meeting betwéen counsel is, in all likelihood, the most
appropriate next step. Please give me your feedback to this correspondence as soon as
possible and we can coordinate such a meeting.

1. Digital and the Co-Inventor Agreement.

With respect to Datumlis concerns regarding the Co-Inventor Agreement between
Glassey/McNeil and Digital, Glassey/McNeil contend that they: (1) disclosed to Datum the
existence of this project with Digital from its outset; (2) offered Datum the opportunity to participate
in the project; and (3) Datum repeatedly refused this opportunity on the grounds that the subject
matter of the Co-Inventor Agreement had nothing to do with Datumlls core business, Numerous
conversations regarding Glassey/McNeillls project with Digital took place between Glassey and
Datum executives in October, 1998, including conversations with David Robinson and Mitch Stone,
who simply indicated that Datum was not interested in participating.
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Furthermore, the subject matter of the Co-Inventor Agreement is not based upon or otherwise
uses any Datum intellectual property. The genesis of this project is traceable back to early 1997,
well | before the relationship between Datum and GMT/Glassey/McNeil ever began.
GMT/Glassey/McNeil had been in negotiations with Digital regarding the Co-Inventor Agreement
for an extended period of time and the development work which related to the patent filed by Digital
was performed prior to the existence of the Consulting Agreement (TODD, CAN YOU GIVE ME
EXACTDATES?). Inlight of the above, GMT/Glassey/McNeil assert that the existence of the Co-
Inventor Agreement should come as no surprise to Datum and Datum has no rights to any of the
intellectual properties related thereto.

2. Background on the Relations