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Todd S. Glassey, In Pro Se
305 McGaffigan Mill Road
Boulder Creek, CA. 95006
(408) 890-7321

tglassey @earthlink.net

UNITED STATES COURT OF APPEALS
FOR THE NINTH CIRCUIT

Microsemi Inc, US Government, et Al;,
Appellee,

VS.

Todd S. Glassey, In Pro Se, and , Michael E.

McNeil, In Pro Se,

Appellants

Case No.: No. 14-17574

On Appeal from the US District Court, San Francisco,
CA, CASE 14-CV-03629, Before his Honor Judge Alsup

Notice of Motion and Motion for Limited En Banc
Reconsideration of "Motions Dismissed without Hearing"
from US_CAND-14-CV-03629_WHA

e DOCKET 122 Determination of Fraud Loss
Standing for Patent Agent actions

e DOCKET 123 Review of ISettlement Document
Template, and TTI and DDI Settlements for
TALBOT and GELLMAN sufficiency

e DOCKET 138 2nd Motion for 3-Judge Panel

e DOCKET 139 - Establishment and confirmation
of PERFORMANCE RIGHTS under Copyright
Standards for PHASE-II Technologies in various
systems and Industry Standards;

e DOCKET 141 - Review actual Inventorship of
US6393126 *(and US6370629)

Notice of Motion and Motion for Limited En Banc
Reconsideration of "Motions Dismissed without Hearing"
from US_CAND-14-CV-03629 WHA.

1. This is a Motion and Petition for a Limited En Banc Review of just the five (5) Motions

which were denied in the District Court matter without review. The Motions and their

Docketing is attached here for the convenience of the Appellate Court's review herein.
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Notice of Motion and Motion for Limited En Banc Reconsideration of "Motions Dismissed

without Hearing" from US_CAND-14-CV-03629_WHA. ........ccooiiiiiieeeeeeeeeieeeieeee 1
ReVIEW Of the MOTIONS ......covvviiiiiiiiiiiiiieeiieieeeeeeeee ettt eeeeaeeeeeeeeeaeaeeeeassessaesssesessssssssssnnnees 2
1) The Empanelling of a 3-Judge Panel Motion - DOCKET 138; ......ccoovviieiiiiviiienieeeiieeeenn 2
2) Determination of Fraud Loss Standing for Patent Agent actions - DOCKET 122; ............... 3
In the Case of the Fraudulent (Sherman Act) Transfer of the US6370629
Patent Lo Datum ...ttt ittt ittt et ettt ettt eeoeneeeeeeeeoeeeeeeoeesesesaseees 4
3) Review of ISettlement Document Template, and TTI and DDI Settlements for TALBOT
and GELLMAN sufficiency - DOcket 123........ccoiiiiiiiiiieieeee et 4
Talbot/Gellman SULfICIENCY vttt ittt ettt e ettt ettt ettt ettt ettt eeeeeeeeeenn 4

Under the Talbot/Gellman Question: Does the DDI (*and TTI) Settlement
Agreement Template meet the minimum necessary standard for a shared
Intellectual Property Transfer and Sublicensing per Talbot and Gellman

LSS o L o T o @ = 5
4) Review actual Inventorship of US6393126 *(and US6370629)........cccovveervieeniveenieeenneen. 6
5) Establishment and confirmation of PERFORMANCE RIGHTS under Copyright
Standards for PHASE-II Technologies in various systems and Industry Standards; ................. 6
ReElef REQUESTE ......veeeiiieeiiieeiie ettt et e e e e e e et e e esbeeesnaaeesnseeens 7

Review of the Motions

2. We ask that the Appellate Court specifically review them in the following order

1) The Empanelling of a 3-Judge Panel Motion - DOCKET 138;

3. For the first review requested, we ask the Appellate Court to review the dismissal without]
review of the 3-Judge Empanelling Motions.

4. This motion should have been granted if for no other reason than this matter pertains to
both the Patent and Software Copyright Controls on Digital Timestamping which through
the US6370629 and subsidiary copyrighted technology specifications published by
Appellant Glassey created the proper method under the Mazer v Stein ruling from the

Supreme Court to support this.

5. The District Court refused to look at COPYRIGHT CONTROLS which exist both under

the Patent Filing and independently; these Copyright Controls protect computer Programs

14-17574: Limited En Banc Review of 5 Denied Motions Page 2
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which use the Appellant/Plaintiff's PHASE-II Location Based Service Technologies

without compensation.

Simply put, this Intellectual Property control set constrains the operations of automated
voting systems of all types in America so it impacts and constrains Apportionment as it is
mechanically performed today.

Since that is irrefutable in fact, this matter directly impacts both the actual apportionment
and the operations of every elected position in the US today and based on the Copyright
Act's terminus will until sometime in 2085. As such under various Federal and State
Election's Acts and the Fifth Amendment's Takings Clause the Election Results from a
Constrained System are directly controlled by the Section 3 and Section 8 Settlement
Terms and the full Copyright Control that Appellant's enjoy against that same set of

PHASE-II Intellectual Properties when they are used in commercial systems today.

2) Determination of Fraud Loss Standing for Patent Agent actions -
DOCKET 122;

8.

This motion is to "Confirm that the CO-INVENTOR AGREEMENT is specifically a
'Patent Agent retainer-agreement with a contingency-based payment rider' and that as
such HASTINGS when US6370629 stood as Appellant's Patent Agent for the Filing and
Administration of US6370629. These losses also pertain to instances of US6370629 filed
in Japan, South Korea, Australia, Brazil, Canada, and the EU without any formal releases
or authorizing from Appellant's as was done for the South African Filing.

All of the instances of US6370639 filed in foreign nations were abandoned making them

total enforcement losses for Appellant's and further those abandonment's created what are

14-17574: Limited En Banc Review of 5 Denied Motions Page 3
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Case: 14-17574, 05/04/2015, ID: 9523218, DktEntry: 24-1, Page 4 of 8

subsidiary damages in Appellant's Copyright Protections which were derived from those

Patents in those Nations.

In the Case of the Fraudulent (Sherman Act) Transfer of the US6370629

Patent to Datum

10. That any subsequent standing they have after HASTINGS sold Appellant's patent to
DATUM and then himself took a job at DATUM constituted a fraud against Appellant's
property and the services they were contracting with HASTINGS for, and as such the
"Settlement for the DDI Patent provides Appellant's less control and less value than they
would have had, if HASTINGS conversion of their Property illegally had never

happened.

3) Review of [Settlement Document Template, and TTI and DDI
Settlements for TALBOT and GELLMAN sufficiency - Docket 123

11. Appellant have asked the District Court for a formal review of the terms and conditions
included in the two Settlement Agreements for a clarification of certain processes; also to
make a determination as to whether the Informational-Notice and Area-of-Responsibility
for the Enforcement and Defense of PHASE-II IP inside the US6370629 Patent was

denied without any review. We seek that Review as the Trial Court erred in its dismissal

Talbot/Gellman Sufficiency

12. Appellants sought a formal review of the actual terms in the DDI Settlement Contract
*(the Contract for US6370629) and the fact that Datum and later its successor

Symmetricom withheld the executed copy of that contract from the Date of its Signing in

14-17574: Limited En Banc Review of 5 Denied Motions Page 4
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Case: 14-17574, 05/04/2015, ID: 9523218, DktEntry: 24-1, Page 5 of 8

1999 until they delivered the first executed copy to Appellant/Plaintiffs on 2-26-2013. In
the interim they (Datum and its Successors) denied through their Law Firm Lathem
Watkins and their Counsel Peter Chen that said Settlement existed. That there was no
settlement and that they and only they owned PHASE-II IP. Appellant's sought review of

that pretty obvious fraud on Datum and its successors parts.

Under the Talbot/Gellman Question: Does the DDI (*and TTI) Settlement

Agreement Template meet the minimum necessary standard for a shared

Intellectual Property Transfer and Sublicensing per Talbot and Gellman

Standards?

13.

14.

The Terms of the Contract are permanent per section 3 and there are specific
requirements for adding "the missing pieces of that contract" per section 8.7 of the
contract which TALBOT requires. For instance if someone sues Microsemi over
US6370629's use of PHASE-II IP who is responsible for that litigation? How for instance
is an infringement which is informed to APPELLANT/PLAINTIFF'S served on
Microsemi? How are Copyright-Infringement's against Software Programs using the
Protected Intellectual Properties licensed to Microsemi addressed? The Settlement has a
number of voids in it which Appellant/Plaintiff's believe render it void as well or at least
so incomplete as to be unenforceable in form. It is a review of that the
Appellant/Plaintiff's sought from the District Court and which they were summarily

denied without cause.

Further in our original Motion to the District Court we raised the proper question as that

under Gellman is there anything in either agreement which "allows the filing of a Patent

in any nation without a formal release against the filing of said patent application?"

14-17574: Limited En Banc Review of 5 Denied Motions Page 5
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Review actual Inventorship of US6393126 *(and US6370629)

Appellant have asked the District Court for a formal review of Appellant's being the
actual inventor's of the Trusted Timing Infrastructure ("TTI") which a subset of (3 of 32
components in the larger technology suite) were licensed to DATUM for use along with
the actual Term of Art "TTI" itself;

As the parties licensing the use of the Term and Technology used in the US6393126
Patent to the parties who filed said patent application claiming themselves to be the sole
inventors of the Trusted Timing Infrastructure; this review is both simple, timely and
warranted.

As such we sought review of the actual TTI inventorship and correction of the named
inventors to US6393126 and its foreign filings. Also for the USPTO to notice that "No
Patent Application Releases were signed for this technology filing nor will they be
without a release payment for the use of that technology

Since that technology happens to control the NSA's PRISM system the US DOJ has a
problem in they just impacted the integrity of every PRISM Data Request filed by the

FBI in this, the Land of the Free and the Home of the Brave.

Establishment and confirmation of PERFORMANCE RIGHTS

under Copyright Standards for PHASE-Il Technologies in various
systems and Industry Standards;

19.

Appellant have asked the District Court for a formal review of Appellant's standing to
enforce their Derivative Copyrights against the IETF and other parties placing their
PHASE-II IP inside of their Computer Programs without compensating

Appellant/Plaintiffs for the use of their PHASE-II IP.

14-17574: Limited En Banc Review of 5 Denied Motions Page 6
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Case: 14-17574, 05/04/2015, ID: 9523218, DktEntry: 24-1, Page 7 of 8

20. The Appellant/Plaintiffs asked the District Court to review their standing both under a

21.

Derivative Copyright Claim and through a Natural Copyright Claim for publications
submitted containing PHASE-II IP to a Copyright Protected IP stream.

Appellants raised the following questions

22. Q1: Does protected material which is included in a subsequent protected Intellectual

23.

Property obtain the Co-Copyright Standing. I.e. if pieces of another Computer Program
are included in another Program which is protected by the Authors copyright, what
happens to the enforcement rights of the Original Code-Snippet Owner?

And as an aspect of this larger question, does a Patent IP Owner's IP get instant
Copyright Protection when it is included in Copyright Protected Computer Programs? or
is there another step necessary like the filing of a specific Copyright Protection Statement

or other effort necessary to obtain this standing?

24. Q2: Does the publication of a copyright protected statement inside the mailing lists of a

25.

Standards Organization constitute proper notice to the Industry or not?
and again, as an aspect of that, answering that "If the US Government (both DoJ and DoC
are parties to those mailings and members of that organization) does this also constitute

Government Standing behind that Standards Agency Action?"

26. Q3: Finally what are Appellant's enforcement rights against their copyright protected IP

27.

which is Patent Protected as well.

Relief Requested

These five Motions can be reviewed and Appellant's believe their claims are all properly
grantable. We therefore ask for review of the individual motions in the order requested;
and that in reviewing these motions en banc that the Appellate Court grant relief in the

form of granting the motion as it was originally submitted.

14-17574: Limited En Banc Review of 5 Denied Motions Page 7
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28. We also find however that in these motions that we believe that a finding of flaw in any
one of them is grounds for voiding the Dismissal with Prejudice and returning this matter

to the District Court;
Dated this Monday, May 04, 2015

/s/ Todd S. Glassey

Todd S. Glassey, In Pro Se
305 McGaffigan Mill Road
Boulder Creek, CA. 95006
(408) 890-7321

tglassey @earthlink.net
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Todd S. Glassey, In Pro Se
Todd S. Glassey In Pro Se,
305 McGaffigan Mill Rd.
Boulder Creek CA 95006
408-890-7321

tglassey @earthlink.net

Michael E McNeil In Pro Se
Michael E McNeil In Pro Se
PO Box 640

Felton CA, 95018-0640
831-246-0998

memcneil @juno.com

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

(9 of 371

Defendants.

SAN FRANCISCO DIVISION
TODD S. GLASSEY, In Pro Se Case No. 14-CV-03629-WHA
And 2nd MOTION FOR THE EMPANELING
OF A THREE JUDGE PANEL
MICHAEL E. MCNEIL, In Pro Se Judge: His Honor, Judge ALSUP
Where: Court Room 8, 19th Fl
When: January 15th, 8AM, 2015
PLAINTIFES,
VS.
Microsemi Inc; US Government - POTUS,
the State of California, Governor Brown,
The IETF and the Internet Society, Apple
Inc, Cisco Inc, eBay Inc. Paypal Inc,
Google Inc, Juniper Networks, Microsoft
Corp, NetFlix Inc, Oracle Inc, Mark
Hastings, Erik Van Der Kaay, and Thales
Group as UNSERVED DOES
I. NOTICE OF MOTION

1. On January 15th at 8 AM (after the Planned CMC Conference) Plaintiffs based on the 2281 through
2284 issues in the State's GIS and IT Infrastructure used to manage the actual Apportionment of

Congressional and Judicial Districts of the State Court System, will move the Court for the

3:14-CV-03629

2nd Motion for three judge panel

<r
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empanelling of a three judge panel in this matter based these issues in both the State of California
and pertaining to the Constitutional Standing of FISA and the AG's ability to decline a prosecution

for TRIPS and PCT violations as described in the Second Amended Complaint.

2. This Motion is made up of this Notice of Motion and Motion, Attached and referenced Exhibits,

Declarations and testimony to be given at the time of the Hearing.

II. 2ND MOTION FOR THREE JUDGE PANEL

3. May it please the Court, with the Filing of the Second Amended Complaint, the Plaintiffs cured the
failings of the First Motion for a Three Judge Panel by properly identifying the key questions of
Constitutional Law, State Apportionment issues pertaining to GIS and Infrastructure which Plaintiffs
claim in the Second Amended Complaint is a Constitutional Violation.

4. We therefore after the Second Amended Complaint was filed resubmit the motion for the

Assignment of a Three Judge Panel per 28 USC 2284.

L. INOTICE OF MOTION ...ttt ettt ettt sttt et e st et estesseenbeensesseesbeenteeneenseens 1
II. 2ND MOTION FOR THREE JUDGE PANEL........ccccoiiiiiiiiiteieeeeeeestee e 2
MEMORANDUM OF POINTS AND AUTHORITIES ......cccoooieiiiiiieeeenee et 3
L. Plaintiffs request a Three Judge Panel because of a confluence of enabling factors
which make this case perfect for the application of a three-judge reVIEW. .......ccccveerciieerciieeniieeiee e, 3
II. This case focuses on three key questions of constitutional [aw............cccccveeeiiieniieeniieenieeeiee e, 4
I1I. States Rights, Apportionment, and Commerce vs Supremacy Claus conflict...........ccceeeveernreennnee. 4
L o] (01 1 4 Vo TSRS 6
V. REIE REQUESTEA .....veeeiiiieiiie ettt ettt e s te e et e e s ta e e e ntaeesssee e ssaeessaeensseeennnas 7
A. Empanel a Three Judge Panel...........oocviiiiiiiiiiiiiiie et 7
VI.  ECF FILING DECLARATION.......ccotiieitteitiiettete ettt ettt sttt et ettt et e st enee 1

3:14-CV-03629 2nd Motion for three judge panel 2
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CASES
Bailey v Patterson (39 US 31 (1962)) 5
Ex parte Buder, 271 U.S. 461, 46 S.Ct. 557, 70 L.Ed. 1036, 5
Idlewild Bon Boyage Liquor Corp. v. Rohan. 289 F.2d 426 (1961), see

also Bon Voyage Liquor Corp. v. Epstein, 370 U.S. 713 (1962);

Schack-man v. Arnebergh, 387 U.S. 427 (1967) 5
Jackson v. Choate 404 F.2d 910 (5th Cir. 1969) 6
Swift and Co v Wickham 382 US 111 86 S. Ct. 258 (meeting Buder-

Bransford) 5

STATUTES
28 USC 2281 (1970) 5
28 USC 2281 (1970) and 2284 5
Clayton Act (ss4) 4
Sherman Act (ss2) 4
MEMORANDUM OF POINTS AND AUTHORITIES
L Plaintiffs request a Three Judge Panel because of a confluence of enabling factors which

make this case perfect for the application of a three-judge review.

5. Three Judge Panels were a mechanism added to the review process to enable the control of a Single

Federal Judge being able to hog-tie a State; So matters asking for Injunctive relief against a State

were generally granted this standing in deference to honoring the separation of Federal and States'

rights. The Kessler Test and its successor precedents indicate there is a long history on further

tightening the constraints which a Three Judge Panel is required (or even desirable) for.

6. Plaintiffs state that this is a very important factor in this case because Plaintiffs have accused

California of wholesale creation of a new set of Intellectual Property enforcement precedents, that it

has apparently made deals with the Nation of China in the form of Joint Economic Agreements as

well, and considering this patent they refuse to enforce not only controls apportionment but

3:14-CV-03629 2nd Motion for three judge panel
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everything relying on computer networking in the State, this case is ripe for the application of the

Three Judge Panel even with the added costs and complexity this brings to a Case.

This case focuses on three key questions of constitutional law

The Three points of Constitutional Law are

a. 1) Can FISA be used in a Civil Case Matter to functionally stop the litigation by making
it impossible for Attorneys to represent their Clients once served by this type of
instrument (as Alleged in this Case); A purely Constitutional Law issue;

b. 2) Does the Congressional Standing in the TRIPS, PCT and WTO agreements eliminate
the prosecutorial discretion of the US and California State Attorneys General with regard
to the Patent Frauds happening both in the US and in foreign Nations tied to US parties;
and

c. 3) Does the inclusion of a PATENT (Title 35) PROTECED SOFTWARE SYSTEM in a
SOFTWARE PROGRAM which is Copyright Protected create a PERFORMANCE
RIGHT under the Copyright Code (Title 17) for that Program?? And if so who owns it?

The Patent IP Owner?

States Rights, Apportionment, and Commerce vs Supremacy Claus conflict

Finally with the State of California as a party to this matter and we are seeking permanent Injunctive
relief against it for its Unconstitutional refusal to enforce US Patent Law and its own Patent Related
precedents in the apportionment of the State's Voting, Judicial, Power and Sewage Districts through
GIS (the Graphic Information Services);

Plaintiffs assert that the State of California cannot properly operate any of its Elections Controls
Equipment including its Districting and Census services without committing a Sherman Act (ss2) as

well as Clayton Act (ss4) Violations. As such it cannot provide apportionment for its Congressional

3:14-CV-03629 2nd Motion for three judge panel 4
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Districts based on the Constitutional Questions raised in this Patent Infringement and Antitrust
Action at the Federal Level.

10. As such it is appropriate under both 28 USC 2281 (1970) and 2284 to order the empanelling of a
Three Judge Panel'; The constitutional matter threshold is met in the three points listed above and it
totally supported by Bailey v Patterson (39 US 31 (1962)) as both Substantial and certainly not a
fictitious issue, there are clearly seven abandoned instances of US6370629 to contend with regard to
those actions and the damages those caused Plaintiffs.

11. Summarizing: Plaintiffs assert this matter fully passes the old Kessler Test because it pertains to "a
sole (set) of immediate Constitutional Questions without any need for Statutory Review" but also the
extended standard set in Swift and Co v Wickham 382 US 111 86 S. Ct. 258 (meeting Buder’-
Bransford) and as such, because of the unique type of matter and all of the US Government's
reliance on infringing equipment and systems for its daily operations, this matter deserves absolute

transparency at each step of its path through the US Judicial Framework,

! See Idlewild Bon Boyage Liquor Corp. v. Rohan. 289 F.2d 426 (1961), see also Bon Voyage Liquor Corp. v. Epstein, 370
U.S. 713 (1962); Schack-man v. Arnebergh, 387 U.S. 427 (1967)

* Ex parte Buder, 271 U.S. 461, 46 S.Ct. 557, 70 L.Ed. 1036,

3:14-CV-03629 2nd Motion for three judge panel 5
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13.

14.
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In closing

level this is a pure question of whether the State of California has to violate US Law (Patent and
Copyright) issues, which it cannot set aside to determine its voting districts, conduct its elections,
collect its taxes, pay its debts, operate its power grid, or any number of other functions without
continuing to Infringe on Plaintiffs' PHASE-II Technologies both as a set of services it uses
internally and as a source of "Tax Revenue from Infringers the State is functionally protecting by its
actions", which are thus an unconstitutional setting aside of Plaintiffs' Property and Due.

As to how this fits together, while California itself may enjoy its own 11th Amendment Protections,
when it itself purchases infringing equipment and services from someone infringing on Plaintiff's
PHASE-II Enforcement Rights and who causes their customers to become infringers, the State, in
refusing to Prosecute the Underlying Infringement and Inducement to Infringe Fraud became a
direct ongoing party to the Fraud.

When this loss from the State of California protecting the Infringers turns into hundreds of billions
of dollars yearly in the form of both systems and services the State spends money on as well as its
then collecting larger amounts of State Income and Sales Taxes from those Parties "the State is
actively protecting in their infringement on Plaintiffs' IP", this thereby becomes in effect a paid
protection scheme run by the Office of the Governor of the State of California. The US Constitution
never anticipated the State of California rewriting US Patent and Antitrust Escape-hatches into the

framework of US Law, and should be stopped from this activity.

3:14-CV-03629 2nd Motion for three judge panel
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1. Because US6370629 controls secured Location Based Services it is a key
component of the National Commerce Framework

Functionally, Plaintiffs' rights in PHASE-II technology control all key components of the computer
based Apportionment Practice used in all states, not just California but in any State running a

Computer based GIS practice as part of the State Emergency and Mapping Efforts.

Plaintiffs finally state that this matter brings into review multiple conflicts in the Commerce and
Supremacy Clauses of the Constitution with regard to the State of California and its refusal to
enforce both US national Patent Law and its own policies as set in California v Beninsig while
continuing to collect Tax and Political Contributions from Companies and their Tech Sector

Executives who are infringers on Plaintiffs' PHASE-II IPs.

Relief Requested
A. Empanel a Three Judge Panel
At the very least to meet Fifth Circuit's Jackson v. Choate 404 F.2d 910 (5th Cir. 1969) standard

by which a Three Judge Panel was convened to determine the threshold value issues pertaining
to this matter. Plaintiffs assert there are grounds on the State Apportionment issues pertaining to
its refusal to enforce Title 35 and other key aspects of Federal Law or acknowledge its actions in

taking monies from parties it is blocking prosecutorial claims against.

<
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. eSigned, 11/27/2014

3:14-CV-03629

2nd Motion for three judge panel

/s/ Todd S. Glassey

Todd S. Glassey, In Pro Se
305 McGaffigan Mill Rd.
Boulder Creek CA 95006
408-890-7321

tglassey @earthlink.net

/s/Michael E. McNeil
Michael E McNeil In Pro Se
PO Box 640

Felton CA, 95018-0640
831-246-0998

memcneil@juno.co
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VI. ECF FILING DECLARATION

(17 of 371

This filing was made on this day from my ECF account and as such was properly served

on all parties with the exception of the State of California who still refuses to answer the complaint. The

State is as such being mailed a paper-copy for their review.

/s/ Todd S. Glassey, Plaintiff

3:14-CV-03629 2nd Motion for three judge panel

11/27/2014
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Todd S. Glassey, In Pro Se
Todd S. Glassey In Pro Se
305 McGaffigan Mill Rd.
Boulder Creek CA 95006
408-890-7321

tglassey @earthlink.net

Michael E. McNeil, In Pro Se
Michael E. McNeil In Pro Se
PO Box 640

Felton CA 95018-0640
831-246-0998

memcneil @juno.com

Todd S. Glassey In Pro Se and

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

Case No. 14-CV-03629-WHA

DECLARATION IN SUPPORT OF 2ND

Michael E. McNeil In Pro Se, MOTION FOR THREE JUDGE PANEL
. . Judge: His Honor, Judge ALSUP
Plaintiff, Where: Court Room 8, 19th F1.
When: January 15th, 2015, 8AM
vs.

Microsemi, et Al,

Defendant

—~~

18 of 377)

DECLARATION IN SUPPORT MOTION TO QUASH FISA OR RELATED

1.

I declare the following under the penalty of perjury of the laws of the
United States of America, that the following statements (1-9) are true
and correct, and to those things I rely on information and belief, they
are also true and correct.

This case qualifies for the appointment of a Three Judge Panel and it
should be done before any of the other motions already on file and
those about to be filed are addressed by the court. The reasons are the
matter at hand not only controls the use of Apportionment Controls on

the State and Federal Judiciary, it controls the use of GIS data in all

DECLARATION IN SUPPORT 2nd THREE JUDGE PANEL - 1
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secured applications meaning it controls things which rely on that
technology today.

Apportionment, specifically the actual mechanisms of how Vote
Tabulation, District Census, and Utility/Commerce weightings are all
factored into a set of data called GIS models.

GIS Systems are based on LOCATION and TIME information, the two key
control factors that US6370629 is setup to use. So it is no wonder that
so many of today's GIS based systems naturally infringe on US6370629's
PHASE-ITI IP.

The same is actually true of many of the components of the practices
used in a number of Digital Balloting Stations (including but not
limited to the Premier one and the Diebold ATM's it was evolved from as
well).

Today all of the paper-based processes are so slow they were retied a
decade or two ago.

In the US today there is no way to use a GIS data model which includes
a time and location constraint over a secured network without
infringing on Claims 19-32 of the US6370629, aka the PHASE-II IP
Components. As such, the Practice of operating these services
constitutes a wholesale conversion of Plaintiffs Property Rights and
should be stopped.

Governments have authority to use private citizens IP for certain
limited purposes within the Government. Private Companies do not.
Governments also are not allowed (Under property and Treaty with the
other Nations) to sell it to third parties or to provide coverage for
those third parties infringements in exchange for both Tax Moneys to
the Government (State and Federal) pertaining to the Sales of those

Technologies without compensating the Plaintiffs under Eminent Domain.

DECLARATION IN SUPPORT 2nd THREE JUDGE PANEL - 2
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9. I have asked my Government numerous times to prosecuted these alleged
frauds, the actual frauds the review of the co-inventor agreement and
the DDI settlements first three statements confesses, they generally
don't acknowledge anything and they have certainly not contacted me
about Victims Assistance or the Loss Implications.

//

eSigned, 11/28/2014

/s/ Todd S. Glassey]
Todd S. Glassey, In Pro Se
305 McGaffigan Mill Rd|
Boulder Creek CA 95006
408-890-7321

tglassey @earthlink.net

I. ECF FILING DECLARATION

This filing was made on this day from my ECF account and as such
was properly served on all parties with the exception of the State of
California who still refuses to answer the complaint. The State is as such

being mailed a paper-copy for their review.

/s/ Todd S. Glassey, Plaintiff

Dated this 28" day of November, 2014

PO of 377)

Todd S. Glassey, In Pro
Se

Todd S. Glassey In Pro

Se,

305 McGaffigan Mill Rd.
Boulder Creek CA 95006

408-890-7321

DECLARATION IN SUPPORT 2nd THREE JUDGE PANEL - 3
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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

TODD S. GLASSEY, In Pro Se
305 McGaffigan Mill Road
Boulder Creek, California 95006

And

MICHAEL E. MCNEIL, In Pro Se
PO Box 640
Felton CA 95018-0640

PLAINTIFFS,
V8.

Microsemi Inc; US Government - POTUS,
the State of California, Governor Brown,
The IETF and the Internet Society, Apple
Inc, Cisco Inc, eBay Inc. Paypal Inc,
Google Inc, Juniper Networks, Microsoft
Corp, NetFlix Inc, Oracle Inc, Mark
Hastings, Erik Van Der Kaay, and Thales
Group as UNSERVED DOES

Defendants.

Case No. 14-CV-03629-WHA

[PROPOSED] ORDER
Appointment of Three Judge Panel
Judge: His Honor, Judge ALSUP

Where: Court Room &
When: December 19th, SAM

(21 of 371

For good cause the Plaintiffs 2nd Motion for the Appointment of a Three Judge Panel is

Court Policy.

Witness my hand, Judge WH Alsup, , Dated

[PROPOSED] ORDER PLAINTIFFS 2nd Moton for 3 Judge Panel

1

Granted; Case is referred to the Clerk for assignment of the Panel under Ninth Circuit, USDC, and Local

2014

Case No. 14-CV-03629-WHA
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Todd S. Glassey, In Pro Se
Todd S. Glassey In Pro Se,
305 McGaffigan Mill Rd.
Boulder Creek CA 95006
408-890-7321
tglassey@earthlink.net

Michael E McNeil In Pro Se
PO Box 640

Felton CA, 95018-0640
831-246-0998
memcneil@juno.com

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
TODD S. GLASSEY, In Pro Se

305 McGaffigan Mill Road
Boulder Creek, California 95006

Case No.: 14-CV-3629-WHA

Date: December 26th 2014

And Time: 8 AM

Courtroom 8, 19th Fl
MICHAEL E. MCNEIL, In Pro Se Judge W.H. Alsup
PO Box 640

Felton CA 95018-0640

PLAINTIFFS,
NOTICE OF MOTION FOR EXPIDETED REVIEW
Vs IAND SUMMARY MOTION FOR PARTIAL SUMMARY
) JUDGEMENT OF COUNT 1 ACKNOWLEDGING
Microsemi Inc; US Government — POTUS, IRC165 FRAUD LOSSES ON SOUTH AFRICAN,

JAPANESE, KOREAN, AUSTRALIAN,
BRAZILIAN, CANADIAN and EU FILINGS OF
US6370629

the State of California, Governor
Brown, The IETF and the Internet
Society, Apple Inc, Cisco Inc, eBay
Inc. Paypal Inc, Google Inc, Juniper
Networks, Microsoft Corp, NetFlix Inc,
Oracle Inc, Mark Hastings, Erik Van
Der Kaay, and Thales Group as UNSERVED
DOES

Defendants.

—~

P2 of 377)

May it please the Court;
A. Expedited Review under Local Rules
1. May it please the Court, we in this motion are requesting an expedited

ruling for Summary Judgment so that this Ruling will have effect in the

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
1 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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2014 Calendar Tax Year and support the existence of said same losses for
previous years filings;

B. Notice of Motion and Motion
Be advised, on December 26th 2014 at 8AM in Courtroom 8 before his Honor
Judge Alsup, Plaintiffs will move for a partial summary judgment
acknowledging their IRC165 eligible fraud losses for the loss of access to
their PHASE-II IP Enforcement Rights protected under US6370629 seven other
and other abandoned foreign patents today;
The Motion is composed of this Notice of Motion and Motion, the associated
Declarations as well as precedent and any testimony from experts or others

at the time of the hearing.

C. This Motion has no impact on Case Schedules or other CMC related matters

This motion pertains to a function of acknowledging that someone filed
seven patents with PLAINTIFFS NAMES on them and then abandoned them;
That however that happened, Plaintiffs would have been able to file
those same patents on their own without any other parties names or
claims against them if the Microsemi had never purchased Plaintiffs

PATENT AGENT and started this continuing offense.

D. Plaintiffs Scope of requested Fraud Losses - Excludes Classified Uses
We apologize to the Court for this filing it will clearly cause concerns,
but it is critical for PLAINTIFFS and their Calendar 2014 Filings with
IRS, that means we acknowledge that our technology is critical to
Department of Defense and National Intelligence systems everywhere. We for
those reasons are only requesting against NON CLASSIFIED INFRINGEMENTS at

this time.

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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In this ruling we seek acknowledgment of enforcement losses for the seven

abandoned instances as complete losses and the US instance to date for all

all NON-CLASSIFIED USES of the PHASE-II Intellectual Properties
in the following areas: - Database Timestamp Triggered
transactions; Agribusiness Operations; Software Branding [of

Operating System instances for entitlement controls]; and

Media Delivery Services using our secured data-stream
transactions including both on-demand (downloads of porn, cable
tv, BitTorrant and eBook ) systems; and

Multicast FX and Unicast FX event control practices [matching and
trading engine operations] for LIGHT POOLS in use in the US per

SEC and DTCC reporting as well as SAVVIS reporting streams; and

additionally on most all mobile cellular or pad type device based
GPS navigator applications and use of "Location Based Services
interfaces across the encrypted MODEM Chips used to connect the
Cell Phone to the Cell Tower" and "Cellphone to encrypted network
transports delivered across WiFi or WiMax interfaces"; and
finally

"the PCI-DSS Payment Card Model which is owned and licensed by
the PCI SSC (www.pcissc.org). PCI-DSS Sections 10.4(A), (B), and
(C) with their cryptographic signing mandate forces all Credit
Card vendors using Crypto-Enhanced Cards to infringe directly as
do entities using Card Capture Terminals and ATM's from virtually
all manufacturers, there are none of these devices systems or
programs which can run without infringing in one or more direct
instances on processes which infringe on CLAIMS 19-32 of

Us6370629; and

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING

IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA

—~
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¢ Additionally most banking transactions done both online over the
Internet and with retail banking systems including those with
PAYPAL and the other payment processors infringe on claims 19-32

as well.

E. Notice of Motion and Summary Motion
7. May it further please the Court, on December 26th at 8AM in Court Room 8
of the US District Court in San Francisco before his Honor, Judge Wayne

Alsup, Plaintiffs will move and seek a Summary Judgment acknowledging the

scope of the Fraud Losses under IRC165 for use in TAX YEAR 2014 in the

proceedings herein.

F.  The Motion
May it please the Court, as soon as may be reviewed or on December 26th 2014
the PLAINTIFFS seek the Courts acknowledgement of the filings of the seven
foreign US6370629 instances so that PLAINTIFFS may take those loses on their

CALENDAR 2014 Tax Filings; as such time is of the essence in this ruling.

Plaintiffs have filed evidence instances of unconformed but easily confirmed
full copies of each of the seven patent instances (filed again with this
motion for completeness). The US Patent from which they were filed is also

included as the proof of US Government publication of the original instance.

As such Plaintiffs move the court to summarily issue a Judgment that all
seven instances of the US6370629 patent are total losses to date. And that
PLAINTIFFS have suffered some financial loss yet to be determined for each of
them in each jurisdiction;

TABLE OF CONTENTS

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
4 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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MEMORANDUM OF POINTS AND AUTHORITIES
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A. Plaintiffs Fraud Losses stands alone from any other claims

Without ruling on any other merits of the PLAINTIFFS claims, there are
clearly seven abandoned instances of US6360629 filed that PLAINTIFFS
have through the process of the Settlement extortion and Microsemi's
continuing offense have been deprived of their rightful access to
enforce against.

Plaintiffs are the uncontested owners and sole creators of what is called
PHASE-II IP. Since US6370629 is all PHASE-II IP Plaintiffs assert that
it is the Patent they would have been able to file without the actions
Microsemi did behind closed doors to prevent Plaintiffs recovery or use
of their IP over the last decade. The fact that there are formally
unauthorized filings which were intentionally abandoned documents the
mechanics of the frauds perfectly.

As such the losses for the areas of identified infringements are
reasonable as is adding more loss for newly discovered and documented
infringements in the future against things which infringed.

B. Fraud Loss is Fraud Loss - and FISA doesn't change that

Because the Plaintiffs are entitled to (irrelevant of whether
Classified by FISA or some other instrument like PD12333) to file those
losses under the IRC165 provisions, especially the 2009/09 "Madoff
Extensions for victims of unprosecuted frauds" the Court should grant
and order this loss acknowledged.

Plaintiffs have fully complied with all legal requirements, notified
IRS, Treasury, SEC, FBI, California State AG, USAA Antitrust Team,
Customs over unlawful importation of tech systems violating the TTI
Settlement and DDI settlements, State of California AG's office Bob

Morgester SAAG; the County of Santa Cruz DA's office, Bill Atkins ADA

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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so all requirements for taking a formal fraud loss against an

UNPROSECUTED FRAUD have been fully met by PLAINTIFFS.

C. Plaintiffs are entitled to all Non-Classified Fraud Losses they can document
for all Patent Jurisdictions for their PHASE-II Enforcement Rights

13. The PLAINTIFFS are entitled to the difference under IRC165 of anything
they could have licensed their IP for relative to what they have been
allowed to license their IP for (nothing to date).

14. As such for these non-classified uses of the IP the PLAINTIFFS are
entitled for full write-down losses under IRC165 for this fraud loss
based on the simple legal precedent that if the Plaintiffs had filed
those on their own instead of hiring HASTINGS and MICROSEMI they would
own all rights to those patents outright and be the only party
licensing any parts of it. This litigation would never had happened;
and enforcement would have started 12 years ago meaning there would be
no brutal realization today that a single US Patent controls a number
of key commerce-centric applications.

15. Because of this, the PLAINTIFFS seek a ruling from this the Court that
they are as such entailed to the Physical Damage Amount that they can

document infringements for based on a set of proposed loss models.

II. The Patents (Exhibits)
A. US 992 Patent

As a historical basis the 992 patent as extracted from the USPTO website is

included as a reference point here.

B. EPO report from 11-16-2014

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
7 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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16. The attached Exhibits from the following PATENT AGENCIES (WIPO, EPO,
South African, Japanese, Brazilian, Korean, Canadian, US and IP Australia)
showing printouts for each of the following FOREIGN FILINGS of US6370629 -
JAPAN, SOUTH AFRICA, REPUBLIC OF SOUTH KOREA, AUSTRALIA, CANADA, BRAZIL,
THE EU AND THE US6370629 MASTER PATENT INSTANCE taken from the following
hyperlink:

http://worldwide.espacenet.com/publicationDetails/biblio?DB=EPODOC&II=0&ND=5%&

at=8&locale=en_EP&FT=D&CC=AU&NR=5401599A&KC=A

1. Verifiable as ""Government Agency Representations across an
Internet Channel" from a Court Evidence Perspective (Sedona and
Paul Grimm Evidence Standards)
17. All EPO IMAGES of PATENT FRONT PAGES are available for Court
Verification at the following URLS. These are included here with the

attached images to allow the Court to meet the EASILY VERIFIED AS A

STATEMENT FROM ANOTHER GOVERNMENT AGENCY requirement herein.

III.  US6370629 Foreign Instances
ALL FOREIGN FILINGS OF US6370629 that we have found to date are abandoned, as

late as in 2004 and 2007.

1. URL for EPO Report showing front page (filing information) for
Australian US6370629 Patent instance

http://worldwide.espacenet.com/publicationDetails/biblio?DB=EPODOC&II=0&ND=5%&
at=8&locale=en_EP&FT=D&CC=AU&NR=5401599A&KC=A

2. URL for EPO Report showing front page (filing information) for
South Korean US6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=

20000626&DB=EPODOC&locale=en_EP&CC=KR&NR=20000035093A&KC=A&ND=6

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
8 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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3. URL for EPO Report showing front page (filing information) for
Japanese US6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument; jsessionid
=69D78CT7A856FC5D37E1114C3703304A5.espacenet_levelx_prod_1?FT=D&date=20000616&
DB=EPODOC&locale=en_EP&CC=JP&NR=2000163379A&KC=A&ND=6

4. URL for EPO Report showing front page (filing information) for the
Canadian 6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=

20000429&DB=EPODOC&locale=en_EP&CC=CA&NR=2287596A1&KC=A1&ND=6

S. URL for EPO Report showing front page (filing information) for EU
US6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=

20020102&DB=EPODOC&locale=en_EP&CC=EP&NR=0997808A3&KC=A3&ND=6

6. URL for EPO Report showing front page (filing information) for
South African US6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=

20000621&DB=EPODOC&locale=en_EP&CC=ZA&NR=9906799A&KC=A&ND=6

7. URL for EPO Report showing front page (filing information) for
Brazilian US6370629 instance

http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=

20001219&DB=EPODOC&locale=en_EP&CC=BR&NR=9904979A&KC=A&ND=6

B. MICROSEMI Contracts Exhibits (Co-Inventor Agreement, DDI Settlement,
TTI Settlement)

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
9 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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18. Attached are the CO-INVENTOR Agreement and the two Settlements

currently being moved as void under the Talbot precedent.

C. MICROSEMI 992 and 629 Patent Exhibits

19. Attached is the original 992 Patent and the 629 Patent's conformed copy

IV.  Foreign IP Websites operated by Governments which corroborate the EPO
statements of the jurisdictions Filed in.

A. CANADIAN GOVERNMENT IP WEBSITE FILING
20. The following example website operated by a Foreign Government
(Canadian) shows an instance of US6370629 natively filed in that
Jurisdiction and corroborates the Information provided from the EPO
Website PLAINTIFFS are asking the Court to take Judicial Notice of. As

such this supports the request fully.

http://brevets-patents.ic.gc.ca/opic-—
cipo/cpd/eng/patent/2287596/summary.html?query=2287596&start=1&num=50&type=ba

sic_search

B. SOUTH AFRICAN GOVERNMENT IP WEBSITE FILING
21. As another example the following website operated by a Foreign
Government (South African) shows an instance of US6370629 natively filed
in that Jurisdiction and corroborates the Information provided from the
EPO Website PLAINTIFFS are asking the Court to take Judicial Notice of. As

such this supports the request fully.

URL = http://patentsearch.cipc.co.za/patents/patentsearch.aspx?search=basic

SEARCH TERMS = controlling access to stored information

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
10 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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Results show a filing which was abandoned in 2000 for non-payment. Image is
included as ZA REPORT here. The same type of thing was done for all of them,

filed and then abandoned.

V. Conclusion/Relief Requested

Motion for recognition of the Loss of Enforcement against Australian,
Japanese, Korean, South African Brazilian, EU and Canadian instances of
US6370629 are total losses to date and while they may be revivable that has
not happened and so PLAINTIFFS are entitled to total losses against their
enforcement potentials herein for their PHASE-II Technologies components and
their licensing potentials as a Market Power under the Sherman (ss-2) and

Foreign Antitrust Acts.

A. Proposed FRAND Securities Industry Loss Level

22. Plaintiffs agree Fair and Reasonable ("FRAND") per—-event licensing for
coming up with Loss Numbers is key here.

23. Plaintiffs proposed Loss Level is ONE MILL PER FX TRANSACTION IN A
SECURITIES FRAMEWORK. This is 1/5 to 1/3 the costing the NYSE charges for
their implementation of our technology (3 mils to 5 mils per transaction
event) without licensing of any type to us and has for the last 8 years or
so based on adoption rates for the updated IETF protocols and the
underlying products from CISCO, JUNIPER and many others.

24. The same is true of every other LIGHT and DARK POOL FX Stream Operator
in the US today and these rights were lost in those nations the Patents
were filed in such that PLAINTIFFS are entitled to take that as a fraud

loss.

B. Proposed FRAND Media-Download Fee

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
11 IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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Plaintiffs proposed Loss Level is ONE MILL PER MEDIA FILE Downloaded
using the BITTORRANT data protocol in its current uses as of 11/29/2014.
The same is set as a FRAND level for operations of CASINOS in the US as
well as all online Gaming of all types. One mil per event.

C. Proposed FRAND Gaming Operations Fee

In a Casino the following events and systems all infringe on Claims 19-
32 of US6370629, the geotagging of an image in the surveillance and
tracking systems, its special-persons tracking and other control events
(noticing that the AC or Power changed in the logging is an infringement)
constitute discrete events. As does every actuation of every gaming device
in or electronically attached to the Casino or which are run under any of
its licenses. Proposed Loss Level is ONE MIL PER EVENT;

D. Proposed FRAND CABLE TV PROVIDER Use Fee

Cable TV providers with their streaming interfaces and on-demand
capabilities allow parties to select time-sensitive media files with
location controls setup to route them wherever they are needed, whether
over a Cell Phone, the Internet, or the Cable System itself, all media
delivery types are supported. This workflow has a number of infringing
technologies which force per use infringements for damage estimation
Proposed Loss Level is ONE MIL PER ON DEMAND SECURED DOWNLOAD PROCESS

EVENT; This same loss extends to Porn and eBook Downloads online as well.

E. Proposed FRAND Credit/Payment Card Use Fee
In a PCI-DSS standard based Credit and Payment Card transaction
processes * (the capture of the card data, the encrypted verification of

the card in the data capture station, the sending of the transaction event

SUMMARY MOTION FOR PARTIAL SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING
IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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token and its info to the server, the server triggering timestamps which

then trigger secondary events
acknowledgment and accounting
infringement in three or more
Claims 19-32 of the US6370629

PCI PROCESS EVENT;

We ask the Court to accept

in granting this motion to

over encrypted transports to queue payment
events in later batch streams is an
areas of this workflow into IP protected by

patent. Proposed Loss Level is ONE MIL PER

these loss numbers or supply ones of its own

recognize Plaintiffs loss of IP enforcement

rights to date herein granting status to this loss for use with IRS

under Section IRC 165 as a

permanent carry forward.

SUMMARY MOTION FOR PARTIAL

fully harvestable fraud loss complete with

Dated this 23*¢ day of November, 2014

/s/ Todd S. Glassey

B4 of 377)

Todd S. Glassey, In Pro Se
Todd S. Glassey In Pro Se,
305 McGaffigan Mill Rd.
Boulder Creek CA 95006
408-890-7321

/s/ Michael E. McNeil

Michael E. McNeil, In Pro Se
Michael E. McNeil In Pro Se,
PO Box 640

Felton CA 95018

831-246-0998

SUMMARY JUDGEMENT OF COUNT 1 ACKNOWLEDGING

IRC165 FRAUD LOSSES - 3:14-CV-03629-WHA
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION

TODD S. GLASSEY, In Pro Se Case No. 14-CV-03629-WHA
305 McGaffigan Mill Road
Boulder Creek, California 95006

[PROPOSED] Order Acknowledging IRC

And 165 Fraud Losses
MICHAEL E. MCNEIL, In Pro Se Judge: His Honor, Judge ALSUP
PO Box 640 Where: Court Room &

Felton CA 95018-0640 When: December 26th, SAM
PLAINTIFFS,

VS.

Microsemi Inc; US Government - POTUS,
the State of California, Governor Brown,
The IETF and the Internet Society, Apple
Inc, Cisco Inc, eBay Inc. Paypal Inc,
Google Inc, Juniper Networks, Microsoft
Corp, NetFlix Inc, Oracle Inc, Mark
Hastings, Erik Van Der Kaay, and Thales
Group as UNSERVED DOES

Defendants.
For good cause the motion is hereby and Plaintiffs are granted acknowledgment

of their IRC165 Fraud Losses for all filings of US6370629 to date for claims
pertaining to any and all infringements against PLAINTIFFS PHASE-II Technologies;
Further Plaintiffs Loss Models of ONE MIL PER EVENT TYPE as noticed are

also Accepted for use in all related IRC165 filings with IRS pertaining to this or related matters.

Witness my hand, Judge WH Alsup, , Dated 2014

[PROPOSED] ORDER FOR IRC165 Loss Acknowledgement Case No. 14-CV-03629-WHA
1

<
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Abstract

Access to stored information by a user is
controlled by comparing an actual geographic position
and/or an actual date/time with a geographic region
and/or a date/time interval within which access to the
stored information is authorized. The actual geographic
position where the stored information is located, and the
actual date/time can be determined, for example, based on
signals received at a receiver supplying reliable
position and time information, such as a GPS receiver.
Access to the stored information is authorized if the’
actual geographic position and/or date/time falls within
the authorized geographic region and/or date/time
interval. The position and date/time information

supplied by the receiver may be cryptographically signed
and encrypted.
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AUSTRALIA
PATENTS ACT 1990
COMPLETE SPECIFICATION

NAME OF APPLICANT(S):
Datum, Inc.

: ADDRESS FOR SERVICE:

' DAVIES COLLISON CAVE
Patent Attorneys
1 Little Collins Street, Melbourne, 3000.

teet d INVENTION TITLE:

" Controlling access to stored information

The following statement is a full description of this invention, iricluding the best method
of performing it known to me/us:—
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Background
This invention relates to controlling access to

stored information.

Data distribution media, such as a CD-ROM, can
store a large number of files. The producer of the CD-
ROM may wish to control access by users to particuiér‘
files, either because they are confidential or because
access is subject to payment by the user. '

Access may be controlled by requiring a user to
enter a password obtained from the CD-ROM producer.
pDifferent passwords may unlock different files or
different subsets of files. The files may be
cryptographically signed and for added protection, may be
éncrypted. In the scheme discussed in U.S. Patent
5,646,992, incorporated herein by refefence, each file is
encrypted'by the producer with a unique key known only to
the producer. The user receives the encrypted items and,
after his request for access is processed by the
producer, also receives decryption keys, i.e., passwords,
which are used to decrypt the respective encrypted files.
The passwords unlock only those files for which access

has been requested.

Summary
In general, in one aspect of the invention, the

invention features controlling access to stored
information by determining an actual geographic position
where the stored information is located based on signals
received at a receiver supplying reliable position
information. The actual geographic position is then

compared with a geographic region within which access to

(40 of 377)



10

15

20

25

30

(41 of 377
Oased: I cl/7638295M4 /20 D dimeRPE2Le, [Fitetd/23414, FRage6 of 30 )

-2 -

the stored information is authorized. The user is
permitted access to the stored information if the actual
geographic position is located within the authorized
geographic region.

Embodiments of the invention include the following
features. The receiver that supplies the position
information can receive the position information from a
catellite-based location determination system or an
inertial navigation system. The information can be
stored on a computer-readable medium, such as a high-
capacity disk. The stored information includes files and
each of these files has an associated geographic region
within which access is permitted. The user has access to
a specific file or files if the actual geographic
position is located within the authorized geographic
region for this file. The stored information can be
encrypted, and the user has access to the decryption key
only if the actual geographic position is located within
the authorized geographic region. The stored information
can also be divided into subsets of information and
wherein at least one the subsets has a different
authorized region from the other subsets. The
association of the files with the authorized geographic
regions can be stored as a policy file together with the
stored information.

In general, in another aspect, the invention
features determining an actual date or time at the
location of the stored information based on signals
received at a receiver supplying reliable time
information. The actual date or time is compared with a
predetermined date or time interval at which access to
the stored information is authorized. The user can
access the stored information if the actual date or time

occurs within the authorized date or time interval.
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In general, in another aspect, the invention
includes a receiver supplying reliable position
information for determining an actual geographic position
where the stored information is located. A computer
receives the position information with a geographic
region within which access to the stored information is
authorized and permits access to the stored information
if the actual geographic position is located within the
authorized geographic region. Embodiments cf the
invention include the following features. The receiver
includes a receiver encryption mechanism for
cryptographically signing the actual geographic position
with a receiver encryption key and verifying the receiver
signature with a receiver decryption key before the
actual geographic position is compared with the
authorized geographic region.

In general, in yet another aspect, the invention
includes a reader with a corresponding receiver
decryption key for verifying the cryptographically signed
actual position.

Embodiments of the invention include the following
features. The reader generates an initialization vector
providing a position offset which is transmitted to the
receiver and added to the actual geographic position.

The reader crytographically signs the position offset
with a reader encryption key. The receiver verifies the
pdsition of fset signature with a corresponding reader
decryption key before the position offset is added to the
actual geographic position.

In general, in another aspect, the invention
features forming a policy associating the information
with authorized geographic regions and authorized time
intervals and cryptographically signing the policy and
the information. The signed policy is stored together

with the signed information. The user obtains from the

(42 of 377)
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producer a password for unlocking the policy and obtains
access to the stored information if the actual geographic
position and actual time falls within the authorized
geographic regions and authorized time interval of the
policy.

Among the advantages of the invention are one or
more of the following.

A producer of stored information can restrict use
of that information to designated geographic regions or
can exclude designated regions where use is not
permitted. For example, a service manual for an
automobile stored on a CD-ROM may contain differnt
sections of information which are applicable to
corresponding specific countries and/or regions. A user
may be permitted to see only the portion of the
information which is applicable to his current geographic
location. Likewiese, access to a sensitive corpoarte
report may be limited to specific plant location. Access
to time-sensitive information may be denied before or
after a certain date or limited to a permitted period.

By associating information about authorized geographic
regions and time intervals with policy files stored on
the CD-ROM and accessed with a user password, the CD-ROM
producer can issue a new password to permit the user to
access a particular set of policy files, and therefore
the information authorized, for a corresponding region
and date/time.

other advantages and features will become apparent
from the following description and from the claims.

Description
FIG. 1 is a perspective view of a computer system;

FIG. 2 is a block diagram of a computer-based

system for controlling access to stored information;

(43 of 377)
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FIGS. 3 through 5 are flow diagrams;

FIG. 6 is a block diagram of cryptographic
elements.

As seen in FIGS. 1 to 3, access to information
which is stored on a portable computer-readable CD-ROM
which serves as a data distribution media 35, may be
controlled based on an actual geographic position of a
computer system 10 on which the information is to be
accessed and the time when it is to be accessed.

In computer system 10, a computer 20 is cohnegted
to a keyboard 50, a mouse 60, a monitor 40, and a CD-ROM
drive 30. A GPS receiver 70 serves as a source of
reliable position and time information. The receiver 70
is located at the actual geographic position of the
computer system 10 and receives signals 75 from orbiting
GPS satellites 90 (only one shown). The receiver 70

converts the received signals 75 to geographic position

data 71 to an accuracy of several meters in longitude,

latitude and height and to date/time data 71 to an
accuracy of microseconds. The data 71 are transmitted to
the computer 20 via a device driver 72.

A receiver crypto-board 80 may contain a public-
key certificate 81 signed by the producer and a
corresponding private key 82, as shown in FIG 6. The
geographic position and date/time data 71 may then be
signed with the private key 82 to authenticate the data.

The CD-ROM drive 30 may also include encryption
and signature capabilities (decoder 32) which may be
implemented either in hardware or in software. The
decoder 32 includes a crypto-board public-key certificate
83 which is identical to certificate 81, a producer
certificate 84 for verification of the producer’s
identity, and a distribution media policy decryption key
86 signed by the producer, as shown in FIG. 6. The

crypto-board certificate 83 verifies the signature of the

(44 of 377)
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crypto-board 80 signed with the private key 82. The
policy decryption key 86 decrypts the access policy 155
stored on the CD-ROM 35.

The computer system 10 can have several levels of
security, such as Level 1 and Level 2, described in the
following examples.

In a system with Level 1 security, the receiver 70
communicates with the computer 20 via a conventional
device driver 72 and the CD-ROM drive 30 is a
conventional CD-ROM. Neither the receiver 70 nor the CD-
ROM drive 30 have additional encryption/decryption
capabilities. For increased security, the computer 20 in
a Level 1 system can be a ntrusted" computer which can
authenticate and/or encrypt data. - In a more secure,
Level 2 system, the receiver 70 may include a crypto-
pboard 80 and the CD-ROM drive 30 may include a decoder -
32. The Level 2 system is designed to provide data
authenication and encrypted data transmission between the
receiver 70 and the decoder 32. The computer 20 can then
be any commerical computer without data authentication
and encryption.

Data entered via the keyboard 50 and mouse 60 may
include typical command and data input 130 entered via a
user interface 95 (provided by an application program 34)
and one or more passwords 130 that permit a user to gain
access to information stored on the data distribution
media 35.

The CD-ROM 35 stores different types of
information, such as files with information 144, a list
150 of authorized geographic regions, a list 154 of
authorized date/time intervals, one Or more file
decryption key files 146, one or more policy files 152
and a signature 147 for the entire CD-ROM 35. As seen in
FIG. 3, the files 144, 146, 150, 152, 154 and 155 may be
signed and encrypted.

(45 of 377)
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The files 144 may be grouped in subsets 141, 142
and 143. Files may belong to more than one subset. (In
the following discussion, the term file refers to both
files and subsets of files.) Each file 141, 142 and 143
may be encrypted with a unique file encryption key 51 (BE,,
E,, E;). The corresponding file decryption keys 52 (K,,
K,, K,) are stored on the CD-ROM 35 in the file decryption
key file 146. Additional information about the
decryption keys and the decryption key file are found in
U.S. Patent 5,646,992.

Each file 141, 142 and 143 on the CD-ROM 35 is
associated with zero, one or more of the authoriied
geographic regions stored in the list 150 of authorized
geographic regions. For example, a region may be
bordered by latitudes and longitudes corresponding to the
extent of the Empire State Building in New York City and
an altitude of between 50 and 60 meters, SO that the file
associated with that. region can only be opened if the
receiver 70 is located in a certain office area inside
the Empire State Building.

Likewise, each file 141, 142 and 143 is associated
with zero, one or more of the authorized date/time
intervals stored in the list 154 of authorized date/time
intervals.

Each GPS satellite 90 maintains an extremely
accurate clock. The receiver 70 receives the GPS clock
signals as part of signals 75, or a local atomic clock
can provide similar clock signals. The clock signals
enable control of access to the information based on the
actual time when access to the information is attempted.
For example, the producer can specify that access is to
be granted only (1) before a predetermined date/time; (2)
after a predetermined date/time; or (3) only during a
predetermined date/time period.

(46 of 377)
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The producér can associate the files 141, 142 and
143 with specific items in the lists 150 and 154 via a
password 130 which the user enters via keyboard 50. The
password 130 can be a user password valid for more than
one access, or can be a one-time password. Alternately,
the producer can associate specific geographic
region/date/time information of lists 150 and 154 with
the files 141, 142 and 143 via the policy files 152. A
valid user password 130 may unlock one or more policy
files 152. If the user’s actual geographic position and
the current date and time are within the authorized
geographic region and the authorized date/time
corresponding to the user password 150, then the user can
access the selected files via the user interface 95. The
selected information is then displayed on output device
40.

Table 1 shows, as an example, how five encrypted
files, A to F, stored on the CD-ROM 35 and associated
with corresponding authorized geographic regions and
dates/times, can be accessed. Each file is associated
with one of four different file decryption keys K1 to K4.
L1l and L2 are two different authorized geographic regions
and T1, T2 and T3 are three different authorized '
date/time intervals. The user who is in possession of
the file decryption key K1, e.g., a password, can decrypt
Manual A within the geographic regions L1 and L3 at time
T1. The same user can also decrypt Manual D at the same
time Tl in regions L2 and L3, but not within region Ll.
Likewise, the user who has key K2 can decrypt Image B and
Image E within the region L2, but not at thelgéme time.
Drawing C can be decrypted with key K3 at any location,
put only at time T3, while the Business Report F requires
key K4 and can be decrypted at any time, but only within
the region L1.

(47 of 377)
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Table 1
Encrypted File Authorized Authorized
File Decryption Key Geographic Date/Time
Regions Intervals

Manual A K1 11, L3 T1
Image B K2 L2 Tl, T3
Drawings C K3 - T3 ™
Manual D Kl L2, L3 T1
Image E K2 L2 T2
Report F K4 L1 --

As shown in FIG. 3, for purposes of cryptographic

‘signature with optional encryption, the producer selects

source files 144’ to be written on the CD-ROM 35 and
specifies a list of authorized geographic regions 150’

and a list of authorized date and time intervals 154°'.
The producer associates (as shown in Table 1) each file
or subset of files with zero, one oOr more geographic
regions 150’ and zero, one or more date/time intervals
154’ and stores this association in a policy file 152’.
Each of the files 144’, 150', 152', 154’ can be signed
and encrypted in steps 53, 340, 350 and 360 with
corresponding encryption keys 51, 345, 355 and 365,
respectively. The corresponding encrypted files 150, 152
and 154 are then stored together on the CD-ROM 35 as a
signed, encrypted region/time/file access policy 155.
Also stored on the CD-ROM 35 are, as mentioned above, the
signed/encrypted files 144, the signed/encrypted
symmetric file decryption key file 146 and the signature
147 used by the producer to sign the entire CD-ROM 35.

(48 of 377)
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As seen in FIGS. 4 and 5, to gain access to the
signed/encrypted files 144, the user obtains a password
130 (FIG. 2) from the producer (step 400), and enters the
password 130 via the keyboard 50 (step 410). The
password 130 is assumed to be a one-time password,
although user passwords valid for more than one session
can also be used.

As seen in FIG. 4, the early portions of the
process flow for Level 1 and Level 2 are almost
identical.

Step 420 checks the password 130 and the process
then executes either 440 (for Level 1, with no additional
security) or to 450 (for Level 2, with receiver/CD-ROM
drive security), depending on the system configuration.
Details of steps 440 and 450 are shown in FIG. 5 and will
now be discussed. .

As seen in FIG. 5, in process 440 the user
password 130 is sent to the device driver 72 (step 510).
In response to the one-time password 130, the device
driver 72 generates from the user’s password 130 its own
one-time password (step 520) and verifies (step 530) that
the user did indeed enter a correct one-time password
130, thus authenticating the user for the interactive
session (step 532). Otherwise, access is denied (step
535) .

Once the password 130 has authenticated the user,
the device driver 72 interrogates the receiver 70 for the
current position and date/time (step 540). The device
driver 72 then compares the time and position data
returned by the receiver 70 with the policy 155 which
applies to the files 144 or a subset 141, 142 and 143 of
files (step 460). If the user is authorized to access
the files 144, then the data is unlocked, decrypted (step
470, FIG. 3) with decryption keys 52 (step 480) and

(49 of 377)
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supplied to the user'’s application program 34 (step 490)
and displayed.

In a Level 2 system, the receiver 70 includes the
cryptographic receiver board 80, hereafter referred to as
ncrypto-board". As mentioned before, crypto-board 80 can
sign and encrypt/decrypt messages. The CD-ROM drive 30
includes decoder 32 to decode the position data signed by
and received from the crypto-board 80.

As seen in FIG. 5, in process 450, the user’s
password 130 is sent to the device driver 72, which
accepts the password 130 and passes it through unaltered
to the decoder 32 (step 550). The driver 32 then
internally generates with the private key 86 its own one-
time password corresponding to the user'’s password (step
560) and verifies (step 570) that the correct password
130 was communicated by the device driver 72, thus
authenticating the user for the interactive session (step
572). Otherwise, access is denied (step 575) .

Once the encryption circuit 32 has authenticated
the user, the driver 32 interrogates the crypto-board 80
via the device driver 72 for the current time and
position information from receiver 70 (step 580). The
decoder unit 30 provides the crypto-board 80 with a
signed random or other bit pattern to form an
ninitialization vector" (step 590), i.e., a position
offset, which the device driver 72 passes through the
crypto-board 80 along with the request for the time and
position (step 590).

The crypto-board 80 responds by preparing a packet
according to a pre-established data format which includes
the current time and the actual geographic position in
latitude and longitude and altitude (step 600). Also
included may be information identifying the satellites
transmitting the position data as well as other data

necessary for the computations. The crypto-board 80 also
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stores the provided initialization vector at a known

of fset within the packet and applies a cryptographic
signature to the contents of the packet. The
cryptographic signature can be, for example, a message
digest/hash of the packet data, plus an encryption of the
message digest according to some predetermined key, and
may be symmetrical or asymmetrical, depending on the key
or certificate stored on the crypto-board 80.

The crypto-board 80 then transmits (step 605) the
signed time/location packet to the device driver 72 which
relays the packet to the decoder 32/CD-ROM drive 30. The
decoder 32 compares the signature of the packet received
from the crypto-board 80 with a signature stored in the
decoder 32 (step 610). If the signature verifies
properly (step 620), the jnitialization vector within the
packet is examined to determine if the initialization
vector is indeed the same initialization vector which the
decoder 32 provided to the crypto—board 80 in step 590.
If this is the case, then the packet received by the
decoder 32 is recent and genuine, and the time and
position data are accepted as valid.

once the packet from the crypto-board 80 is
authorized based on the signature and the initialization
vector, the decoder 32 compares the time and position
data received from the crypto-board 80 with the policy
155 which applies to the files 144 or to a subset of
files 144 (step 460). If the user is authorized to
access the files 144, then the data is unlocked (step
470), decrypted with decryption keys 52 (step 480) and
supplied to the user’s application program 34 and
displayed (step 490).

Other embodiments are within the scope of the
following claims. For example, the GPS receiver need not
pe located at the exact position of the data distribution

‘media reader but could be in a known location (such as a

(51 of 377)



(52 of 377)
Oased: 117638295/ 20 D dimeRpPrE2Le, FHiletdy/23/4, FRage17 of 30

- 13 -

room containing a control server providing computer
service to a local area network in a building) relative
to the reader.

The policy files 152’ may also designate

5 geographic regions where access to certain files 144 is
denied.

Control over access to files need not be limited
to the use of passwérds provided by the producer and
entered via a keyboard. For example, certain biometric

10 attributes, such as facial features, finger prints-ahd/or
voice prints may be substituted for or used in addition

to passwords.

Throughout this specification and the claims which follow, unless the
context requires otherwise, the word "comprise", and variations such as
"comprises"” and "comprising®”, will be understood to imply the inclusion of
. a stated integer or step or group of integers or steps but not the exclusion
" of any other integer or step or group of integers or steps.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for controlling access to stored
information comprising:

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with a
geographic region within which access to said stored
information is authorized; and

permitting access to said stored information if
said actual geographic position is located within said

authorized geographic region.

2. The method of claim 1, wherein said receiver

comprises a GPS receiver.

3. The method of claim 1, wherein said

information is stored on a computer-readable medium.

4. The method of claim 3, wherein said computer-

readable medium is portable.

5. The method of claim 3, wherein said computer-

readable medium comprises a high-capacity disk.

6. The method of claim 1, wherein said stored
information comprises files and each of said files has an
associated geographic region within which access is
permitted, and further permitting access to said file if
said actual geographic position is located within said

authorized geographic region for said file.
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7. The method of claim 6, further comprising
=< denying access to said stored information if said actual

geographic position does not match said authorized

geographic region.

5 8. The method of claim 1, further comprising:
encrypting said stored information using an
encryption key; and
providing a decryption key which permits
decryption of said stored information if said actual
10 geographic position is located within said authorized

geographic region.

9. The method of cléim 1, further comprising:
cryptographically signing said actual geographic
position with a receiver encryption key; and
15 verifying the receiver signature with a receiver
decryption key before the actual geographic position is
compared with said authorized geographic region.

10. The method of claim 1, wherein said stored
information is divided into subsets of information and
20 wherein at least one the subsets has a different
authorized region from the other subsets, so that access
is authorized to the subset whose authorized geographic
region is located within the actual geographic position,
but not to the subsets whose authorized geographic region

25 is not located within the actual geographic position.

11. The method of claim 6, wherein said
association of the files with the authorized geographic
regions is stored as a policy file together with said

stored information.




- Cased: 14cl/7638295M4 /20 DHdiImeReI2L2, [Fiteoitdy/23/14, FRage20 of 30

10

15

20

25

30

- 16 -

12. Apparatus for controlling access to stored
information comprising:

a receiver supplying reliable position information
for determining an actual geographic position where said
stored information is located; and

a computer for comparing said actual geographic
position with a geographic region within which access to
said stored information is authorized,

wherein said computer permits access to said
stored information if said actual geographic position is

located within said authorized geographic region.

13. The apparatus of claim 12, wherein said

receiver is a GPS receiver.

14. The apparatus of claim 12, the receiver
further comprising a receiver encryption mechanism
providing a receiver encryption key for cryptographically

signing the actual geographic position.

15. The apparatus of claim 14, further comprising
a reader for reading said stored information wherein said
reader comprises a receiver decryption key for verifying
said cryptographically signed actual position.

16. The apparatus of claim 15, wherein said
reader generates an initialization vector providing a
position offset which is transmitted to the receiver and

added to the actual geographic position.

—

17. The apparatus of claim 16, further comprising
a reader encryption mechanism providing a reader
encryption key for cryptographically signing the position
offset, wherein said position offset signature is

‘verified by the receiver with a corresponding reader
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decryption key before the position offset is added to the

actual geographic position.

18. A method for controlling access to a subset
of files belonging to a larger set of files of stored

information comprising:

associating a unique file encryption key with each

file from the larger set of files and encrypting the
files using the associated encryption keys;

associating each of the files from the larger-set
of files with at least one authorized geographic region
within which access to said stored information is
authorized;

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with
éaid authorized geographic region; and

providing a file decryption key which authorizes
access to and permits decryption of said files belonging
to said subset of files, provided that the actual
geographic position is located within the authorized
geographic region for the files belonging to said subset

of files.

19. The method of claim 18, wherein said
association of the files with the authorized geographic

. regions is stored as a policy comprising policy files

wherein each policy file is accessible with a user

password and authorizes, if the user password is valid,
access to the files listed in said policy file, if the
actual geographic position which is located within the
authorized geographic region associated with the files.
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20. The method of claim 19, wherein said policy

is stored with the stored information. e

21. A method for controlling access to stored
information comprising:

determining an actual date or time at the location
of said stored information based on signals received at a
receiver supplying reliable time information;

comparing said actual date or time with a
predetermined date or time interval at which access to
said stored information is authorized; and

permitting access to said stored information if
said actual date or time occurs within said authorized

date or time interval.

22. The method of claim 21, further comprising
denying access to said stored information if said actual
date or time does not occur within said authorized date

or time interval.

23. The method of claim 21, wherein said
information comprises files and each of said files has an
associated authorized date or time interval within which
access is permitted, and further permitting access to
said file if said actual date or time occurs within said

associated authorized date or time interval.

24. The method of claims 21, wherein said stored
information is divided into subsets of information and
wherein at least one of the subsets has a different
authorized date or time interval from the other subsets,
so that access is authorized to the subset whose
authorized date or time interval matches the actual date
or time, but not to the subsets whose authorized date or

time interval does not match the actual date or time.
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25. A method for controlling access to stored
= information comprising:
forming a policy associating said information with
authorized geographic regions and authorized time
5 intervals;
cryptographically signing said policy and said
information;
storing said signed policy together with said
signed information;
10 providing a password for unlocking said policy;
and
determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
15 information;
determining an actual time;
comparing said actual geographic position and said
actual time with said authorized geographic regions and
authorized time interval of said policy; and
20 permitting access to said stored information if
said actual geographic position and actual time falls
within said authorized geographic regions and authorized

time interval of said policy.

26. The method of claim 1, wherein said source of
25 reliable position and time is a Global Orbiting

Navigational Satellite System.

27. The method of claim 1, wherein said source of
reliable position and time is a inertial navigation

system.

30 28. The method of claim 1, wherein said source of
reliable position and time is a satelllite based location

determination system.
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29. A method for controlling access to stored
information, or to a subset of files substantially as
hereinbefore described with reference to the drawings
and/or Examples.

30. Apparatus for controlling access to stored
information substantially as hereinbefore described with
reference to the drawings and/or Examples.

31. The steps, features, compositions and compounds
disclosed herein or referred to or indicated in the
specification and/or claims of this application,
individually or collectively, and any and all combinations
of any two or more of said steps or featﬁres.

DATED this FOURTEENTH day of OCTOBER 1999
Datum, Inc.

by DAVIES COLLISON CAVE
Patent Attorneys for the applicant(s)
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Relatério Descritivo da Patente de Invengéo para "CONTROLE
DE ACESSO A UMA INFORMAGAO ARMAZENADA".
Antecedentes

Esta invengdo refere-se ao controle de acesso a uma Informa-
¢ao0 armazenada

Melos de distribuigdo de dados, tais como CD-ROM, podem ar-
mazenar um grande namero de arquivos O produtor do CD-ROM pode de-
sejar controlar o acesso pelos usuarios a arquivos em particular, seja por-
que eles sdo confidencials ou porque © acesso esta sujelto a um pagamento
pelo usudrio

O acesso pode ser controlado requerendo-se que 0 usuario en-
tre com uma senha obtida a partir do produtor do CD-ROM Senhas dife-
rentes podem desbloquear arquivos diferentes ou subconjuntos diferentes
de arquivos Os arquivos podem ser assinados de forma criptogréfica e para
protegdo adicional podem ser criptografados No esquema discutido na Pa-
tente US No 5646 992, incorporada aqui como referéncia, cada arquivo é
criptografado pelo produtor com uma chave Unica conhecida apenas pelo
produtor O usudrio recebe os itens criptografados e, apds sua requisicao
para acesso ser processada pelo produtor, também recebe chaves de des-
criptografia, 1sto é, senhas, as quais sdo usadas para desencriptar os res-
pectivos arquivos criptografados As senhas desbloquelam apenas aqueles
arquivos para os quais o acesso fol requisitade
Sumario

Em geral, em um aspecto da invengdo, a invengéo caracterza
um contrale de acesso a uma informagdo armazenada determinando uma
posigdo geografica real onde a informagéo armazenada esta localizada, ba-
seado em sinais recebidos em um receptor que supre uma informagac de
posigdo confiavel A posicdo geografica real é entdo comparada com uma
regido geografica na qual 0 acesso a informagao armazenada esta autoriza-
do E permitido acesso do usuério & informagdo armazenada se a posicao
geografica real estiver localizada na regido geogréfica autorizada

As modalidades da invengao incluem os aspectos a seguir O
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receptor que supre a Iinformagéio de posigdo pode receber a informagéo de
posigdo a partir de um sistema de determinagdo de localizagdo baseado em
satélite ou de um sistema de navegagio inerte A informagao pode ser ar-
mazenada em um meio que pode ser lido em computador, tal como um disco
de alta capacidade A informacio armazenada inclul arquivos, e cada um
desses arquivos tem uma regido geografica associada na qual o acesso é
permitido O usuario tem acesso a um arquivo especifico ou a arquivos se a
posicdo geografica real estiver localizada na regido geografica autorizada
para este arquivo A informacio armazenada pode estar criptografada, e o
usuério tem acesso a chave de descriptografia apenas se a posicdo geo-
grafica real estiver localizada na regido geografica autorizada A informagéo
armazenada também pode estar dividida em subconuntos de informagao e
onde pelo menos um dos subconuntos tem uma regiédo autorizada diferente
dos outros subconjuntos A associagio dos arquivos as regibes geograficas
autorizadas pode ser armazenada como um arquive de politica juntamente
com a informacgéo armazenada

Em geral, em um outro aspecto, a invengao caracteriza a deter-
minagdo de uma data ou tempo real no local da informagdo armazenada
baseado em sinais recebidos em um receptor suprindo uma informagio de
tempo confiavel A data ou o tempo real &€ comparado com um intervalo de
data ou tempo predeterminado no qual o acesso a informagdo armazenada
estd autorizado O usuanio pode ter acesso a informagdo armazenada se a
data ou o tempo real ocorrer no intervalc de data ou tempo autorizado

Em geral, em um outro aspecto, a invengdo inclul um receptor
gue supre informag¢ado de posigio conflavel para determinagdo de uma posi-
¢8o geografica real onde a informagédo armazenada esta localizada Um
computador recebe a informagéo de posigdo com uma regido geografica na
qual o acesso a informac8o armazenada esta autorizado, e permite acesso
a infermagdo armazenada se a posigao geografica real estiver localizada na
regido geografica autorizada As modalidades da invengéo incluem os as-
pectos a seguir O receptor inclut um mecamismo de criptografia de receptor

para assinar de forma criptografica a posigio geografica real com uma cha-

(68 of 377)



(69 of 377)
OaseB: 144cl/7636295N14/20 D dImeRPEZA8, (Hileuin/23418, FRage4 of 31

10

15

20

25

30

ve de cnptografia de receptor e vernficando a assinatura do receptor com
uma chave de descriptografia de receptor, antes da posigéo geogréfica real
ser comparada com a posigdo geografica autorizada

Em geral, ainda em um outro aspecto, a invengé&o inciul um leitor
com uma chave de descnptografia de receptor para venficagdo da posigdo
real assinada de forma criptogréfica,

As modalidades da invengio incluem os aspectos a segurr A
leitora gera um vetor de inicializagéo provendo um desiocamento de posi-
¢do, o qual é transmitido para o receptor e adicionado a posigéo geogréfica
autonzada, O leitor assina de forma criptogréfica o desiocamento de posi-
¢éo com uma chave de criptografia de leitora O receptor verifica a assinatu-
ra de deslocamento de posigao com uma chave de descriptografia de leitora
correspondente, antes do deslocamento de posigae ser adicionado a posi-
céo geografica real

Em geral, em um outro aspecto, a invengao caracteriza a forma-
¢éo de uma politica assoclando a informag&o as regibes geograficas autorl-
zadas e a intervalos de tempo autorizado e assina de forma criptografica a
politica e a iInformagéo A politica assinada é armazenada juntamente com a
informac&o assinada O usuario obtém do produtor uma senha para desblo-
quear a politica e obtém acesso a informagéo armazenada se a posigdo ge-
ografica real e o tempo real cairem nas regibes geograficas autorizadas e
no intervalo de tempo autonzado da politica

Dentre as vantagens da invengao estdo uma ou mais das que se
seguem

Um produtor de informagdo armazenada pode restringir o uso
daquela informacéo a regides geograficas designadas ou pode exclulr reqi-
des designadas onde o uso ndo é permitidc Por exempio, um manual de
servigos para um automével armazenado em um CD-ROM pode conter se-
¢des diferentes de informagéo, as quais sdo aplicavels a paises efou regi-
Bes especificas correspondentes Pode ser permitido que um usuario veja
apenas a por¢ao da informagéo a qual é aplicavel a sua localizagde geogra-

fica atual Da mesma forma, o0 acesso a um relatorio de corporagdo delicado
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pode ser imitado a um local especifice na instalagdo O acesso a uma In-
formacgdo delicada quanto ao tempo pode ser negado antes ou depois de
uma certa data ou imitado a um periodo permitido Pela associagdo da In-
formacéo sobre as regides geograficas e os intervalos de tempo autorizados
aos arquivos de politica armazenados no CD-ROM e acessados por uma
senha de usuario, o produtor do CD-ROM pode emitir uma nova senha, para
permitir que o usudrio acesse um conjunto em particular de arquivos de po-
litica e, portanto, a informag&o armazenada, para uma regiao e data / tempo
correspondentes

Outras vantagens e aspectos tornar-se-&o aparentes a partir da
descrigdo a seguir € das reivindicagbes
Descricao

AFIG 1 é uma vista em perspectiva de um sistema computacio-
nal,

A FIG 2 é um diagrama de blocos de um sistema baseado em

computador para controle do acesso & informagdo armazenada,

As FIG 3 a5 s&o fluxogramas,

A FIG 6 é um diagrama de blocos de elementos criptograficos

Como visto nas FIG 1 a 3, o acesso a informagéo a qual estd
armazenada em um CD-ROM que pode ser lido em computador portatil, o
qual serve como um meio de distnbuicdo de dados 35, pode ser controlado
baseado em uma posigéc geografica real de um sistema computacional 10
no qual a informacio deve ser acessada e o tempo em que ela deve ser
acessada

No sistema computacional 10, um computador 20 é conectado a
um teclado 50, um mouse 60, um monitor 40, e um drive de CD-ROM 30
Um receptor de GPS 70 serve como uma fonte de informagao de posigéo e
de tempo confiavel O receptor 70 esta localizado na posigdo geografica
real do sistema computacional 10 e recebe sinais 75 de um satélite de GPS
em orbita 90 (sendo mostrado apenas um) O receptor 70 converte 0s sinais
75 recebidos em dados de posigdo geografica 71 até uma precisdo de vari-

os metros de longitude, latitude e altura e em dados de data / tempo 71 até
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uma precisdo de microssegundos Os dados 71 sdo transmitidos para o
computador 20 via um controlador de dispositivo 72

Uma cripto-placa de receptor 80 pode conter um certificado de
chave pablica 81 assinado pelo produtor e uma chave privada correspon-
dente 82, como mostrado na FIG 6 Os dados de posi¢do geografica e de
data / tempo 71 podem entdo ser assinados com uma chave privada 82 para
autenticar os dados

A unidade de CD-ROM 30 também pode inciuir capacidades de
criptografia e de assinatura (decodificador 32), as quais podem ser :mple-
mentadas em hardware ou em software O decodificador 32 inclul um certfi-
cado de chave publica de cripto-placa 83, o qual € 1déntico ao certificado
81, um certificado de produtor 84, para verificagdc da identidade do produ-
tor, @ uma chave de descriptografia de politica de melo de distribuigdo 86
assinada pelo produtor, como mostrado na FIG 6 O certificado de cripto-
placa 83 verifica a assinatura da cripto-placa 80 assinada com a chave pri-
vada 82 A chave de descriptografia de politica 86 desencripta a politica de
acesso 155 armazenada no CD-ROM 35

0O sistema computacional 10 pode ter varios nivels de seguran-
¢a, tais como Nivel 1 e Nivel 2, descritos nos exemplos a seguir

Em um sistema com seguranga de Nivel 1, o receptor 70 comu-
nica-se com o computador 20 via um controlador de dispasitive convencio-
nal 72 e o drive de CD-ROM 30 é um CD-ROM convencional Nem o recep-
tor 70 nem o drive de CD-ROM 30 tém capacidades de criptografia / des-
cniptografia adicionais Para uma seguranga aumentada, o computador 20
em um sistema de Nivel 1 pode ser um computador “segura”, o gual pode
autenticar efou encriptar dados Em um sistema de Nivel 2 mais seguro, o
receptor 70 pode incluir uma cripto-placa 80 e o drive de CD-ROM 30 pode
incluir um decodificador 32 O sistema de Nivel 2 é projetade para prover
autenticag@o de dados e transmissdo de dados criptografados entre o re-
ceptor 70 e o decodificador 32 O computador 20 pode entdo ser qualquer
computador convencional sem autenticacéo e criptografia de dados

O dados introduzidos via o teclado 50 e o mouse 60 podem in-
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cluir uma entrada de comando e dados tipica 130 introduzida via uma inter-
face com usuario 95 (provida por um programa aplicativo 34) e uma ou mais
senhas 130 que permitem que um usuario tenha acesso a uma informagéo
armazenada no meio de distribuigdo de dados 35

O CD-ROM 35 armazena tipos diferentes de informagéo, tal
como arquivos com informagao 144, uma lista 150 de regibes geograficas
autorizadas, uma lista 154 de intervalos de data / tempo autorizados, um ou
mats arquivos de chave de descriptografia de arquivo 146, um ou mais ar-
quivos de politica 152 e uma assinatura 147 para todo o CD-ROM 35 Como
visto na FIG 3, os arquivos 144, 146, 150, 152, 154 e 155 podem ser assi-
nados e criptografados

Os arquivos 144 podem ser agrupados em subconjuntos 141,
142 e 143 Os arquivos podem pertencer a mais de um subconjunto (Na
discussdo a seguir, o termo arquivo refere-se a ambes arquivos e subcon-
juntos ) Cada arquivo 141, 142 e 143 pode ser criptografado com uma Unica
chave de criptografia 51 (E1, Ez, Es) As chaves de descriptografia de arqui-
vo correspondentes 52 (Ky, Kz, K3} so armazenados no CD-ROM 35 no ar-
guivo de chave de desencriptagdo de arquivo 146 A informagéo adicional
sobre as chaves de descriptografia € o arquivo de chave de descriptografia
sfio encontrados na Patente U S No 5646 992

Cada arquivo 141, 142 e 143 nc CD-ROM 35 esta associado a
zero, uma ou mais regides geograficas autorizadas armazenadas na lista
150 de regibes geograficas autorizadas Por exemplo, uma regido pode ser
limitada por latitudes e longitudes correspondentes a extens&o do Empire
State Building na Cidade de Nova York e a uma altitude entre 50 e 60 me-
tros, de modo que o arquivo associado aquela regido sé possa ser aberto se
o receptor 70 estiver localizado em uma certa area de escritério no interior
do Empire State Building

Da mesma forma, cada arquivo 141, 142 e 143 esta associado a
zero, um ou mais dos intervalos de data / tempo autorizados armazenados
na lista 154 de intervalos de data / tempo autorizados

Cada satélite de GPS 90 mantém um clock extremamente preci-

ron
.

(72 of 377)



10

15

20

25

30

OaseB: 144cl/7636295N14/20 Do dImeRPEZA8, (Hileuin/23418, FRages of 31

. L L A L1 u .
L] - - ]
I S .
. . L P ) -

a -
say *e - La)

. 9 -

so O receptor 70 recebe os sinais de clock de GPS como parte dos sinais
75, ou um clock atdomico local poede prover sinais de clock similares Qs si-
nais de clock permitem um controle do acesso a informagdo baseado no
tempo real em que o acesso a informagdo é tentado Por exemplo, o produ-
tor pode especificar que o acesso seja garantido apenas (1) antes de uma
data / um tempo predeterminado, (2) apds uma data / um tempo predetermi-
nado, ou (3) apenas durante um periodo de data / tempo predeterminado

O produtor pode associar os arquivos 141, 142 e 143 a itens
especificos nas listas 150 e 154 via uma senha 130, a qual o usuario intro-
duz via o teclado 50 A senha 130 pode ser uma senha de usuario vahda
por mais de um acesso, ou pode ser uma senha para uma unica vez Alier-
nativamente, o produtor pode associar informagao especifica de regido geo-
gréafica / data / tempo de hstas 150 e 154 com os arquivos 141, 142 e 143
via 0s arquivos de politica 152 Uma senha de usuario valida 130 pode des-
bloquear um ou mats arquivos de politica 152 Se a posigdo geogréfica real
do usuario e a data e o tempo atual estiverem na regido geografica autori-
zada e na data / no tempo autorizado correspondente & senha de usuario
150, entdo, o usuario pode ter acesso aos arquivos selecionados via a in-
terface de usuario 95 A informagéo selecionada é entdo exibida no disposi-
tivo de saida 40

A Tabela 1 mostra, como um exemplo, como cinco arquivos
criptografados, A a F, armazenados no CD-ROM 35 e associados a regides
geograficas autorizadas e datas / tempos correspondentes, podem ser
acessados Cada arquivo esta associado a uma de quatro chaves de des-
cuptografia de arquivo diferentes K1 a K4. L1 e L2 s&o as duas regides ge-
ograficas autorizadas diferentes e T1, T2, e T3 sdo trés intervalos de data /
tempo autorizados O usudrio que esta de posse da chave de descriptogra-
fla de arquivo K1, por exemplo, uma senha, pode desencriptar o Manual A
nas regibes geograficas L1 e L3 no tempo T1 O mesmo usuario também
pode desencriptar o Manual D no mesmo tempo T1 nas regides L2 e L3,
mas ndo na regidic L1 Da mesma forma, o usudno que tem a chave K2

pode desencriptar a Imagem B e a Imagem E na regi@o L2, mas ndo ao
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mesmo tempo O Desenho C pode ser descriptografado com a chave K3 em
qualquer lugar, mas apenas no tempo T3, enquanto o Relatorioc Comercial F
requer a chave K4 e pode ser descriptografado em qualquer tempo, mas

apenas na regido L1

Tabela 1
Arquive Cripto- Chave de Des- | Regides Geografi-| Intervalos de
grafado criptografia de cas Autorizadas | Data/ Tempo
Arquivo Autorizados
Manual A K1 L1, L3 T1
Imagem B K2 L2 T4, T3
Figuras C K3 -- T3
Manual D K1 12 L3 T1
Imagem E K2 L2 T2
Relatério F K4 L1 -

Como mostrado na FIG 3, para fins de assinatura criptografica
com criptografia opcional, o produtor seleciona arquivos fontes 144’ a serem
escrnitos no CD-ROM 35 e especifica uma lista de reqides geograficas auto-
rizadas 150' e uma lista de intervalos de data e tempo autorizados 154 O
produtor assacia (como mostrado na Tabela 1) cada arquivo ou subconjunto
de arquivos com zero, uma ou mais regibes geograficas 150" e zero, um ou
mais Intervalos de data / tempo 154’ e armazena esta associagdo em um
arquive de politica 152 Cada um dos arquivos 144', 150', 152', 154’ pode
ser assinado e criptografado nas etapas 53, 340, 350 e 360 com as chaves
de criptografia correspondentes 51, 345, 355 e 365, respectivamente Os
arquivos criptografados correspondentes 150, 152 e 154 s&o entdo armaze-
nados juntos no CD-ROM 35 como uma politica de acesso a regido / tempo /
arquivo criptografado assinado 1565 Também sdo armazenados no CD-ROM
35, como mencionado acima, 0s arquivos assinados / criptografados 144, o
arquivo de chave de arquivo simétrico assinado / criptografado 146 e a as-
sinatura 147 usada pelo produtor para assinar todo o CD-ROM 35

Como visto nas FIG 4 e 5, para se ter acesso aos arquivos as-

”~ LT T N ™)
. * .

Y

(74 of 377)

-
LITY



10

15

20

25

30

Oases: 144el/7636295N14/20 Do dImeRPEZA 3, Hiteuin/23/418, FRage10 of 31

- T R T

. P «c s »

. w s 9 *

HS- PR ven
H

-----

sinados / criptografados 144, o usuério obtém uma senha 130 (FIG 2) a
partir do produtor (etapa 400), e introduz a senha 130 via o teclado 50
(etapa 410} E assumido que a senha 130 seja uma senha para uma Unica
vez, embora as senhas de usuario validas por mais de uma sessao também
possam ser usadas

Como visto na FIG 4, as porgdes inicials do fluxo de processo
para o Nivel 1 e o Nivel 3 s quase 1dénticas

A etapa 420 verifica a senha 130 e o processo entdo executa a
etapa 440 (para o Nivel 1, sem nenhuma seguranga adicionzal) ou a 450
(para o Nivel 2, com seguranca de receptor / dnve de CD-ROM), dependen-
do da configuragdo do sistema Os detalhes das etapas 440 e 450 sdo mos-
tradas na FiG 5 e ser&o discutidos agora

Como visto na FIG 5, no processo 440, a senha de usuario 130
é enviada para o controlador de dispositivo 72 {etapa 510} Em resposta a
senha de uso unico 130, o controlador de dispositivo 72 gera a partir da se-
nha de usuano 130 sua prépria senha de uso Unico (etapa 520) e verifica
(etapa 530} que o usuano de fato introduziu uma senha de uso Unico correto
130, desse modo autenticando o usuario para a sessao interativa (etapa
532) Caso contrario, o acesso é negado (etapa 535)

Uma vez que a senha 130 tenha autenticado o usuarno, o con-
trolador de dispositivo 72 Interroga o receptor 70 quanto a posicéoe e & data /
tempo atuars (etapa 540) O controlador de dispositivo 72 entdo compara os
dados de tempo e posigéo retornados pelo receptor 70 com a politica 155, a
qual se aplica aos arquivos 144 ou a um subconjunto 141, 142 e 143 dos
arguivos (etapa 460) Se o usuario estiver autorizado a acessar 0s arquivos
144, entdo, o dado é desbloqueado, descriptografadoe (etapa 470, FIG 3)
com as chaves de descriptografia 52 (etapa 480) e suprido para o programa
aplicativo de usuaric 34 (etapa 490) e exibido

Em um sistema de Nivel 2, o receptor 70 inclul a placa de re-
ceptor criptografico 80, a partir deste ponto referida como a "cripto-placa”
Como mencionade antes, a cripto-placa 80 pode assinar e encriptar / de-

sencriptar mensagens O drive de CD-ROM 30 inclui o decodificador 32
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para decodificar os dados de posigdo assinados e recebidos a partir da
cripto-placa 80

Como visto na FIG 5, no processo 450, a senha de usuario 130
& enviada para o controlador de dispositive 72, o qual aceita a senha 130 e
a passa inalterada para o decodificador 32 (etapa 550) O controlador 32
entdo gera internamente com a chave privada 86 sua propria senha de uso
Gnico correspondente & senha de usudrio {etapa 560) e verifica (etapa 570)
se a senha correta 130 for comunicada peio controlador de dispositivo 72,
desse modo autenticando o usuario para a sessd@o Interativa (etapa 572)
Caso contrario, o acesso & negado (etapa 575)

Uma vez que 0 circuito de criptografia 32 tenha autenficado o
usuario, o controlador 32 interroga a cripto-placa 80 via o controlador de
dispositivo 72 quanto ao tempo atual e & informagéo de posigdo do receptor
70 {etapa 580) A unidade de decodificador 30 prové a cripto-placa 80 com
um padrao randdmico ou de outro bit assinado para formar um "vetor de ini-
clalizagdo" (etapa 590), 1sto &, um deslocamento de posigée, o qual o con-
trolador de dispositivo 72 passa através da cripto-placa 80 juntamente com
a requisi¢éo pelo tempo e pela posigéo (etapa 590)

A cripto-placa 80 responde preparando um pacote de acordo
com um formato de dados preestabelecido, o qual inclu o tempo atual e a
posi¢éo geografica real na latitude e longitude e altitude (etapa 600) Tam-
bém pode ser incluida uma informagédo identificando os satélites transmitin-
do os dados de posigdo, bem como outros dados necessarios para compu-
tagGes A cripto-placa 80 também armazena o vetor de nicializag2o provido
a um deslocamento conhecido no pacote, e aplica uma assinatura criptogra-
fica ao contetido do pacote A assinatura criptografica pode ser, por exem-
pio, uma mensagem de compilagéo / reedigdo do pacote de dados, mals
uma criptografia da compilagdo de mensagem, de acordo com alguma chave
predeterminada, e pode ser simétrica ou assimétrica, dependendo da chave
ou do certificado armazenado na cripto-placa 80

A cripto-placa 80 entdo transmite (etapa 605) o pacote de tem-

poflocal assinado para o controlador de dispositivo 72, © qual envia o pa-
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cote para o decodificador 32 / o drive de CD-ROM 30 O decodificador 32
compara a assinatura do pacote recebido da cripto-placa 80 com uma assi-
natura armazenada no decodificador 32 (etapa 610) Se a assinatura for
verificada apropriadamente {etapa 620), o vetor de Inicializagdo no pacote é
examinado para se determinar se o vetor de inicializagdo & de fato o mesmo
vetor de inicializagdo o qual o decodificador 32 proveu para a cripto-placa
80 na etapa 590 Se este for o caso, entdo o pacote recebido pelo decodifi-
cador 32 & recente e genuino, e os dados de tempo e posicdo s&o aceitos
como valdos

Uma vez que o pacote da cripto-placa 80 esteja autorizado, ba-
seado na assinatura e no vetor de inicializagdo, o decodificador 32 compara
os dados de tempo e posicdo recebidos da cripto-placa 80 com a politica
1565, a qual se aplica aos arquivos 144 ou a um subconjunto de arquivos 144
{etapa 460) Se o usuario estiver autorizado a acessar os arquivos 144, en-
tao o dado é desbioqueado (etapa 470), descriptografado com as chaves de
descriptografia 52 (etapa 480) e supndo para o programa aplicativo do usu-
ario 34 e eximido (etapa 490)

Outras modalidades estdo no escopo das reivindicagies a se-
guir Por exemplo, o receptor de GPS n&o precisa estar localizado na posi-
¢ao exata do leitor de metos de distribuicdo de dados, mas podena estar em
um local conhecido (tal como uma sala contendo um servidor de controle
provendo servigos computacionass para uma rede de drea local em um pré-
dio) em relag&o ao leitor

Os arquivos de politica 152' também podem designar regides
geograficas onde o acesso a certos arquivos 144 é negado

O controle sobre acesso a arquivos ndo precisa estar limitado
ao uso de senhas providas pelo produtor e introduzidas via um teclade Por
exemplo, certos atributos biométricos, tais como aspectos faciais, impres-
sbGes digitais e/ou impressdes vocais podem ser substituidos ou usados

além das senhas
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REIVINDICAGOES

1 Meétodo para controle de acesso a informagéo armazenada,
gue compreende’

determinacio de uma posigdo geografica real onde a referida
informagdo armazenada estd localizada, baseado em sinais recebidos em
um receptor suprindo uma informagéo de posigéo confiavel,

comparacgéo da referida posi¢éo geografica reai com uma regido
geografica na qual o acesso a referida informagdo armazenada esta autori-
zado, &

permissdo de acesso a referida informagado armazenada se a
referida posigdo geografica real estiver localizada na refenda regifio geo-
grafica autorizada

2 Meétodo, de acordo com a reivindicagéo 1, onde o referido re-
ceptor compreende um receptor de GPS

3. Método, de acordo com a rewvindicag@o 1, onde a referida In-
formagdo é armazenada em um meio que pode ser lido em computador

4 Meétodo, de acordo com a revindicagde 3, onde o referido
meio que pode ser lido em computador € portatil

5 Meétodo, de acordo com a rewvindicagdo 3, onde o referido
mei1o gue pode ser ido em computador compreende um disco de alta capa-
cidade

6 Método, de acordo com a rewvindicag&o 1, onde a referida In-
formagéo armazenada compreende arquivos e cada um dos refendos arqui-
vos tem uma regido geografica associada na qual o acesso é permitido, e
ainda permitindo acesso ao referido arquivo se a referida posicdo geogréfi-
ca real estiver localizada na refenida regido geogréfica autorizada para o
referido arquivo

7 Método, de acordo com a reivindicagdo 6, que ainda compre-
ende negar o acesso a referida informagéo armazenada se a referida posi-
¢3o geografica real ndo se combinar a referida regidc geografica autorizada

8 Método, de acordo com a rewvindicagdo 1, que ainda compre-

ende
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criptografia da referida informagdo armazenada usando-se uma
chave de criptografia, e

provisdo de uma chave de descriptografia a qual permite a des-
criptografia da referida infermagio armazenada se a referida posigéo gec-
grafica real estiver localizada na referida regiéo geografica autorizada

9 Meétodo, de acordo com a rewvindicagio 1, que ainda compre-
ende

assinatura de forma cniptografica da referida posigdo geogréfica
real com uma chave de criptografia de receptor, e

verificagdo da assinatura de receptor com uma chave de des-
criptografia de receptor antes da posicdo geografica real ser comparada
com a referida posigdo geogréfica real

10 Meétodo, de acordo com a rewvindicagdo 1, onde a referida
informagdo armazenada & dividida em subconjuntos de informagdo e onde
pelo menos um dos subconuntos tem uma reqiéc autorizada diferente dos
outros subconjuntos, de modo gue 0 acesso seja autorizado ao subconjunto
cuja regido geografica autorizada esteja localizada na posigdo geografica
real, mas ndo aos subconjuntos cuja regido geografica autorizada ndo esteja
localizada na posigéo geografica real

11 Método, de acordo com a revindicagéo 6, onde a referida
associacdo de arquivos as regides geograficas autorizadas € armazenada
como um arquive de politica juntamente com a referida informa¢&o armaze-
nada

12 Aparelho para o controle de acesso & informacglo armaze-
nada, que compreende

um receptor que supre uma informagao de posigdo confiavel
para determinagédo de uma posi¢do geografica real onde a referida informa-
¢éo armazenada esta localizada, e

um computador para comparar a referida posicdo geografica
real com uma regido geografica na qual o acesso a referida informacgéo ar-
mazenada esta autorizado,

onde o referido computador permite acesso a referida informa-
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¢80 armazenada se a referida posicdo geografica real estiver localizada na
referida regido geografica autorizada

13 Aparelho, de acordo com a reivindicagéo 12, onde o referido
receptor & um receptor de GPS

14 Aparelho, de acordo com a reivindicagdo 12, onde o recep-
tor ainda compreende um mecanismo de criptografia de receptor provendo
urna chave de criptografia de receptor para assinar de forma criptografica a
referida posi¢do geografica real

15 Aparelho, de acordo com a rewvindicagdo 14, que ainda
compreende um leitor para ieitura da refernida informagéo armazenada, onde
o refenido leitor compreende uma chave de descriptografia de receptor, para
verificagio da referida posigéo real assinada de forma criptografica

16 Aparelho, de acordo com a reivindicagéo 15, onde o referido
letor gera um vetor de inicializag@o provendo um deslocamento de posigéo
o qual é transmitido para o receptor e adicionado a posigdo geografica real

17 Aparelho, de acordo com a rewindicagdo 16, que ainda
compreende um mecanismo de criptografia de leitor provendo uma chave de
criptografia de leitor para assinar de forma criptografica o deslocamento de
posi¢do, onde a referida assinatura de deslocamento de posigéo € verfica-
da pelo receptor com uma chave de descriptografia de leitor corresponden-
te, antes do deslocamento de posigdo ser adicionado a posigéo geografica
real

18 Meétodoe para o controle de acesso a um subconunto de ar-
quivos pertencentes a um conjunto de arquivos maiores de informagdo ar-
mazenada, que compreende

associagdo de uma unica chave de criptografia de arquivo a
cada arquivo do conjunto de arquivos maior e a criptografia dos arquivos
usando-se as chaves de criptografia associadas,

associa¢do de cada um dos arquives de um conjunto de arqui-
vos mator a pelo menos uma regido geografica autorizada na qual o acesso
a referida informagao armazenada esta autorizado,

determinagéo de uma posicdo geografica real onde a referida
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informagdo armazenada esta localizada baseado nos sinais recebidos em
um receptor que supre uma informagéo de posigdo confiavel,

comparagdo da referida posigéo geografica real com a referida
regido geografica autorizada, e

provisdo de uma chave de descriptografia de arquivo, a qual
autoriza o acesso e permite a descriptografia dos referidos arquivos perten-
centes ao referido subconjunto de arquivos, desde que a posigdo geografica
real esteja localizada na regido geografica autorizada para os arquivos per-
tencentes ao referido subconjunto de arquivos

19 Método, de acorde com a rewindicagic 18, onde a referida
associagdo dos arquivos as regibes geograficas autorizadas € armazenada
como uma politica compreendendo arquivos de politica, onde cada arquive
de politica & acessivel com uma senha de usuario e autoriza, se a senha de
usuario for valida, o acesso aos arquivos listados no referido arquive de po-
litica, se a posigdo geografica real estiver localizada na regido geogréafica
autorizada associada aos arquivos

20 Metodo, de acordo com a reivindicagdo 19, onde a refenda
politica esta armazenada com a informag&oc armazenada

21 Metodo para o controle de acesso a uma informagdo arma-
zenada, que compreende

determinagdo de uma data ou um tempe real no local da referida
informagao armazenada baseado em sinais recebidos em um receptor que
supre uma informagio de tempo confiavel,

comparacao da referida data ou tempo real com um intervalo de
data ou tempo real predeterminado no qual o acesso a referida informagéo
armazenada estd autorizado, e

permissdo de acesso a refenda informag&o armazenada se a
referida data ou o tempe real ocorrer no referido intervalo de data ou tempo
autorizado

22 Meétodo, de acordo com a rewvindicagéo 21, que ainda com-
preende negar o acesso a refenda informagdo armazenada se a referida

data ou tempo real ndo ocorrer no referido intervalo de data ou tempo auto-
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23 Meétodo, de acordo com a rewvindicag8o 21, onde a referida
informagdo compreende arquivos, e cada um dos referidos arquivos tem um
intervalo de data ou tempo autorizado associado no qual o acesso & permi-
tido, e ainda permitindo acesso ao referido arquivo se a referida data ou
tempo real ocorrer no referido intervalo de data ou tempo autorizado associ-
ado

24 Método, de acordo com a rewvindicagéo 21,a onde a referida
informagdo armazenada € dividida em subconjuntos de Iinformagéo e onde
pelo menos um dos subconjuntos tem um Intervalo de data ou tempo autori-
zado diferente dos outros subconjuntos, de modo que o acesso seja autor:-
zado ao subconjunto cujo intervalo de data ou tempo autorizado combinar-
se 3 data ou ao tempo real, mas n&o aos subconjuntos cujo intervalo de
data ou tempo autorizado néo se combinar & data ou ao tempo real

25 Método para controle de acesso a uma informagdo armaze-
nada, que compreende

formagdo de uma politica assoctando a referida informacéo nas
regides geograficas autorizadas e os intervaios de tempo autorizados;

assinatura de forma criptogréfica da referida politica e da referi-
da informagéo,

armazenamento da referida politica assinada juntamente com a
referida informagdo assinada,

provisdo de uma senha para desbloquear a referida politica, e

determinagdo de uma posigdo geografica real onde a refenda
informagio armazenada esta localizada, baseado em sinais recebidos em
um receptor que supre uma nformagéo de posi¢do confidvel,

determinagdo de um tempo real,

compara¢do da referida posigdo geografica real e do refendo
tempo real com as referidas regibes geograficas autorizadas e o intervalo de
tempo autorizado da refenida politica, e

permissdo de acesso a referida informagdo armazenada se a

referida posig@o geografica real e ¢ tempa real cairem nas refendas regides
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geograficas autorizadas e no intervalo de tempo autorizado da referida poli-
tica

26 Método, de acordo com a rewvindicacdo 1, onde a fonte de
posigéo e tempo confidvers & um Sistema de Satélite de Navegagao de Or-
bita Global

27 Método, de acordo com a reivindicagédo 1, onde a referida
fonte de posigao e tempo confiavels é um sistema de navegagéo inerte

28 Meétodo, de acordo com a reivindicagdo 1, onde a refenda
fonte de posicdo e tempo confiavels é um sistema de determinagéo de loca-

lizagAo baseado em satélite
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RESUMO
Patente de Invengdo "CONTROLE DE ACESSO A UMA INFORMAGAOQ
ARMAZENADA".

O acesso a uma informacgio armazenada por um usJano € con-
trolado comparando-se uma posigdo geografica real efou uma data / um
tempo real com uma regido geografica e/ou um intervalo de data / tempo no
qual o acesso a informagao armazenada esta autorizado A posicio geogra-
fica real onde a informag&o armazenada esta localizada e a data / o tempo
real podem ser determinados, por exemplo, baseado em sinais recebidos
em um receptor que supre informagéo de posigdo e de tempo confidvel, tal
como um receptor de GPS O acesso a informagdo armazenada é autoriza-
do se a posigdo geografica real e/ou a data / o tempo cairem na regido geo-
grafica efou no intervalo de data / tempo autorizado A informagéo de posi-
¢do e de data / tempo suprida pelo receptor pode ser assinada de forma

criptografica e criptografada

(96 of 377)



(97 of 377)

OaseB: 144cl/7636295N14/20 Do dimeRPEzA 8, (Hileuin/23418, FRagel of 28

(19) Canadian Office de la Propriété (an (13)
I* Intellectual Property Intellectuelle CA 2 287 596 A1
Office du Canada 43) 29.04.2000
An Agency of Un organisme
Industry Canada d'Industrie Canada

(12)
(21) 2287596

(22) 26.10.1999

(51) Int. CL*: GO6F 012/14, HO4L 009/32

(30) 09/182,342 US 29.10.1998
(71)

DATUM, INC.,

54 Middlesex Turnpike, BEDFORD, XX (US).

(72)

(74)

HASTINGS, THOMAS MARK (US).
MCNEIL, MICHAEL E. (US).
GLASSEY, TODD S. (US).
WILLETT, GERALD L. (US).

SMART & BIGGAR

(54) CONTROLE D'ACCES A DE L'INFORMATION STOCKEE

(54) CONTROLLING ACCESS TO STORED INFORMATION

(57)

Access to stored information by a user is
controlled by comparing an actual geographic position
and/or an actual date/time with a geographic region
and/or a date/time interval within which access to the
stored information is authorized. The actual geographic
position where the stored information is located, and
the actual date/time can be determined, for example,
based on signals received at a receiver supplying
reliable position and time information, such as a GPS
receiver. Access to the stored information is
authorized if the actual geographic position and/or
date/time falls within the authorized geographic region
and/or date/time interval. The position and date/time
information  supplied by the receiver may be
cryptographically signed and encrypted.



(98 of 377)
CaseB8: 114€1/7638298N4 /20 DndimesPZ2-d, (Hileatd/23/18, FRage? of 28

OPIC (12) (19) (CA) Demande-Application

OFFICE DE LA PROPRIETE

CIPO

CANADIAN INTELLEGTUAL

ProrerTY OFFICE 1) (AD 2’287,596
22y 1999/10/26
@3  2000/04/29

INTELLECTUELLE DU CANADA

(72) HASTINGS, THOMAS MARK, US

(72 MCNEIL, MICHAEL E., US

(72) GLASSEY, TODD S, US

(72) WILLETT, GERALD L., US

(71 DATUM, INC., US

51) Int.C1.° GOGF 12/14, HO4L 9/32

(30) 1998/10/29 (09/182,342) US

34) CONTROLE D’ACCES A DE L’INFORMATION STOCKEE
(34) CONTROLLING ACCESS TO STORED INFORMATION

A 90
N
75
S GPS
50 5& 35
= L0 e | |,
d .
N
10 re So

(57) Access 1o stored information by a user is controlled by comparing an actual geographic position and/or an actual
date/time with a geographic region and/or a date/time interval within which access to the stored informatien is
authorized. The actual geographic position where the stored information 1s located, and the actual date/time can be
determined, for example, based on signals received at a recerver supplying reliable position and time information, such
as a GPS reeciver. Aceess o the stored mlormation is authorized 16 the actual geographic position and/or date/ime
falls within the authorized geographic region and/or date/time interval. The position and date/time information
supplied by the receiver may be cryptographically signed and encrypted.

I*I Industrie Canada  Industry Canada



10

15

Oased: 1¥el/7636298NM /R0 mdimensa-a, [Hileat/23/14, Fage3 of 28

CONTROLLING ACCESS TO STORED INFORMATION
Abstract
Access to stored information by a user is

controlled by comparing an actual geographic position
and/or an actual date/time with a geographic region
and/or a date/time interval within which access to the
stored information is authorized. The actual geographic
position where the stored information is located, and the
actual date/time can be determined, for example, based on
signals received at a receiver supplying reliable
position and time information, such as a GPS receiver.
Access to the stored information is authorized if the
actual geographic position and/or date/time falls within
the authorized geographic region and/or date/time
interval. The position and date/time information
supplied by the receiver may be cryptegraphically signed
and encrypted.

318943.B11
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PATENT

ATTORNEY DOCKET NO: 06157/006001

CONTROLLING ACCESS TO STORED INFORMATION

Background
This invention relates to controlling access to

stored information.

Data distribution media, such as a CD-ROM, can
store a large number of files. The producer of the CD-
ROM may wish to control access by users to particular
files, either because they are confidential or because
access is subject to payment by the user.

Access may be controlled by requiring a user to
enter a password obtained from the CD-RCM producer.
Different passwords may unlock different files or
different subsets of files. The files may be
cryptographically signed and for added protection, may be
encrypted. In the scheme discussed in U.S. Patent
5,646,992, incorporated herein by refefence, each file is
encrypted by the producer with a unique key known only to
the producer. The user receives the encrypted items and,
after his request for access is processed by the
producer, also receives decryption keys, i.e., passwords,
which are used to decrypt the respective encrypted files.
The passwords unlock only those files for which access
has been requested.

Summary
In general, in one aspect of the invention, the

invention features controlling access to stored
information by determining an actual geographic position
where the stored information is located based on signals
received at a receiver supplying reliable position
information. The actual geographic position is then

compared with a geographic region within which access to
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the stored information is authorized. The user is
permitted access to the stored information if the actual
geographic position is located within the authorized
geographic region.

Embodiments of the invention include the following
features. The receiver that supplies the position
information can receive the position information from a
satellite-based location determination system or an
inertial navigation system. The information can be
stored on a computer-readable medium, such as a high-
capacity disk. The stored information includes files and
each of these files has an associated geographic region
within which access is permitted. The user has access to
a specific file or files if the actual geographic
position is located within the authorized geographic
region for this file. The stored information can be
encrypted, and the user has access to the decryption key
only if the actual geographic position is located within
the authorized geographic region. The stored information
can alsc be divided into subsets of information and
wherein at least one the subsets has a different
authorized region from the other subsets. The
association of the files with the authorized geographic
regions can be stored as a policy file together with the
stored information.

In general, in another aspect, the invention
features determining an actual date or time at the
location of the stored information based on signals
received at a receiver supplying reliable time
information. The actual date cor time is compared with a
predetermined date or time interval at which access to
the stored information is authorized. The user can
access the stored information if the actual date or time
occurs within the authorized date or time interval.
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In general, in another aspect, the invention
includes a receiver supplying reliable position
jnformation for determining an actual geographic position
where the stored information is located. A computer
receives the position information with a geographic
region within which access to the stored information is
authorized and permits access to the stored information
if the actual geographic position is located within the
authorized geographic region. Embodiments of the
invention include the following features. The receiver
includes a receiver encryption mechanism for
cryptographically signing the actual geographic positicn
with a receiver encryption key and verifying the receiver
signature with a receiver decryption key before the
actual geographic position is compared with the
authorized geographic region.

In general, in yet another aspect, the invention
jncludes a reader with a corresponding receiver
decryption key for verifying the cryptographically signed
actual position.

Embodiments of the invention include the following
features. The reader generates an initialization vector
providing a position offset which is transmitted to the
receiver and added to the actual geographic positiocn.

The reader crytographically signs the position offset
with a reader encryption key. The receiver verifies the
position offset signature with a corresponding reader
decryption key before the position offset is added to the
actual geographic pesition.

In general, in another aspect, the invention
features forming a policy associating the information
with authorized geographic regions and authorized time
intervals and cryptographically signing the policy and
the information. The signed policy is stored together
with the signed information. The user obtains from the
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producer a password for unlocking the policy and obtains
access to the stored information if the actual geographic
position and actual time falls within the authorized
geographic regions and authorized time interval of the
policy.

Among the advantages of the invention are one or
more of the following.

A producer of stored information can restrict use
of that information to designated geographic regions or
can exclude designated regions where use is not
permitted. For example, a service manual for an
automobile stored on a CD-ROM may contain differnt
sections of information which are applicable to
corresponding specific countries and/or regions. A user
may be permitted to see only the portion of the
information which is applicable to his current geographic
location. Likewiese, access to a sensitive corpoarte
report may be limited to specific plant location. Access
to time-sensitive information may be denied before or
after a certain date or limited to a permitted period.

By associating information about authorized geographic
regions and time intervals with policy files stored on
the CD-ROM and accessed with a user password, the CD-ROM
producer can issue a new password to permit the user to
access a particular set of policy files, and therefore
the information authorized, for a corresponding region
and date/time.

Other advantages and features will become apparent
from the following description and from the claims.

Description
FIG. 1 is a perspective view of a computer system;

FIG. 2 is a block diagram of a computer-based

system for controlling access to stored information;
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FIGS. 3 through 5 are flow diagrams;

FIG. 6 is a block diagram of cryptographic
elements.

As seen in FIGS. 1 to 3, access to information
which is stored on a portable computer-readable CD-ROM
which serves as a data distribution media 35, may be
controlled based on an actual geographic position of a
computer system 10 on which the information is to be
accessed and the time when it is to be accessed.

In computer system 10, a computer 20 is connected
to a keyboard 50, a mouse 60, a monitor 40, and a CD-ROM
drive 30. A GPS receiver 70 serves as a source of
reliable position and time information. The receiver 70
ig located at the actual geographic position of the
computer system 10 and receives signals 75 from orbiting
GPS satellites 90 (only one shown). The receiver 70
converts the received signals 75 to geographic position
data 71 to an accuracy of several meters in longitude,
latitude and height and to date/time data 71 to an
accuracy of microseconds. The data 71 are transmitted to
the computer 20 via a device driver 72.

A receiver crypto-board 80 may contain a public-
key certificate 81 signed by the producer and a
corresponding private key 82, as shown in FIG 6. The
geographic position and date/time data 71 may then be
signed with the private key 82 to authenticate the data.

The CD-ROM drive 30 may alsc include encryption
and signature capabilities (decoder 32) which may be
implemented either in hardware or in software. The
decoder 32 includes a crypto-board public-key certificate
83 which is identical to certificate 81, a producer
certificate 84 for verification of the producer’s
identity, and a distribution media policy decryption key
86 signed by the producer, as shown in FIG. 6. The
crypto-board certificate 83 verifies the signature of the
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crypto-board 80 signed with the private key 82. The
policy decryption key 86 decrypts the access policy 155
stored on the CD-ROM 35.

The computer system 10 can have several levels of
security, such as Level 1 and Level 2, described in the
following examples.

In a system with Level 1 security, the receiver 70
communicates with the computer 20 via a conventional
device driver 72 and the CD-ROM drive 30 is a
conventional CD-ROM. Neither the receiver 70 nor the CD-
ROM drive 30 have additional encryption/decryption
capabilities. For increased security, the computer 20 in
a Level 1 system can be a "trusted" computer which can
authenticate and/or encrypt data. ' In a more secure,
Level 2 system, the receiver 70 may include a crypto-
board 80 and the CD-ROM drive 30 may include a decoder
32. The Level 2 system is designed to provide data
authenication and encrypted data transmission between the
receiver 70 and the decoder 32. The computer 20 can then
be any commerical computer without data authentication
and encryption.

Data entered via the keyboard 50 and mouse 60 may
include typical command and data input 130 entered via a
user interface 95 (provided by an application program 34)
and one or more passwords 130 that permit a user to gain
access to information stored on the data distribution
media 35.

The CD-ROM 35 stores different types of
information, such as files with information 144, a list
150 of authorized geographic regions, a list 154 of
authorized date/time intervals, one or more file
decryption key files 146, one or more policy files 152
and a signature 147 for the entire CD-ROM 35. As seen in
FIG. 3, the files 144, 146, 150, 152, 154 and 155 may be
signed and encrypted.
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The files 144 may be grouped in subsets 141, 142
and 143. Files may belong to more than one subset. (In
the following discussion, the term file refers to both
files and subsets of files.) Each file 141, 142 and 143
may be encrypted with a unique file encryption key 51 (E;,
E,, E;). The corresponding file decryption keys 52 (K,
K,, K,) are stored on the CD-ROM 35 in the file decryption
key file 146. Additional information about the
decryption keys and the decryption key file are found in
U.S. Patent 5,646,992,

Each file 141, 142 and 143 on the CD-ROM 35 is
associated with zero, one or more of the authorized
geographic regions stored in the list 150 of authorized
geographic regions. For example, a region may be
bordered by latitudes and longitudes corresponding to the
extent of the Empire State Building in New York City and
an altitude of between 50 and 60 meters, so that the file
associated with that region can only be opened if the
receiver 70 is located in a certain office area inside
the Empire State Building.

Likewise, each file 141, 142 and 143 is associated
with zero, one or more of the authorized date/time
intervals stored in the list 154 of authorized date/time
intervals.

Each GPS satellite 90 maintains an extremely
accurate clock. The receiver 70 receives the GPS clock
signals as part of signals 75, or a local atomic clock
can provide similar clock signals. The clock signals
enable control of access to the information based on the
actual time when access to the information is attempted.
For example, the producer can specify that access is to
be granted only (1) before a predetermined date/time; (2)
after a predetermined date/time; or (3) only during a
predetermined date/time period.
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The producer can associate the files 141, 142 and
143 with specific items in the lists 150 and 134 via a
password 130 which the user enters via keyboard 50. The
password 130 can be a user password valid for more than
one access, or can be a one-time password. Alternately,
the producer can associate specific geographic
region/date/time information of lists 150 and 154 with
the files 141, 142 and 143 via the policy files 152. A
valid user password 130 may unlock one or more policy
files 152. If the user’s actual geographic pesition and
the current date and time are within the authorized
geographic region and the authorized date/time
corresponding to the user password 150, then the user can
access the selected files via the user interface 95. The
selected information is then displayed on output device
40.

Table 1 shows, as an example, how five encrypted
files, A to F, stored on the CD-ROM 35 and associated
with corresponding authorized geographic regions and
dates/times, can be accessed. Each file is associated
with one of four different file decryption keys Kl to K4.

L1l and L2 are two different authorized geographic regions

and T1, T2 and T3 are three different authorized
date/time intervals. The user who is in possession of
the file decryption key K1, e.g., a password, can decrypt
Manual A within the geographic regions Ll and L3 at time
T1. The same user can also decrypt Manual D at the same
time Tl in regions L2 and L3, but not within region L1.
Likewise, the user who has key K2 can decrypt Image B and
Image E within the region L2, but not at the same time.
Drawing C can be decrypted with key K3 at any location,
but only at time T3, while the Business Report F requires
key K4 and can be decrypted at any time, but only within
the region L1l.
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Table 1
Encrypted File Authorized Authorized
File Decryption Key Geographic Date/Time
Regions Intervals
Manual A K1 L1, L3 T1
Image B K2 L2 T1, T3
Drawings C K3 -- T3
Manual D K1l Lz, L3 T1
Image E K2 L2 T2
Report F K4 Li -

As shown in FIG. 3, for purposes of cryptographic
signature with optional encryption, the producer selects
to be written on the CD-ROM 35 and
specifies a list of authorized geographic regiong 150’

source files 144’

and a list of authorized date and time intervals 154°’.
The producer associates (as shown in Table 1) each file
or subset of files with zero, one or more geographic
regions 150’ and zero, one or more date/time intervals
154' and stores this association in a policy file 152’.
Each of the files 144‘, 150’, 152', 154’ can be signed
and encrypted in steps 53, 340, 350 and 360 with
corresponding encryption keys 51, 345, 355 and 365,
respectively. The corresponding encrypted files 150, 152
and 154 are then stored together on the CD-ROM 35 as a
signed, encrypted region/time/file access policy 155.
Also stored on the CD-ROM 35 are,
signed/encrypted files 144, the signed/encrypted

as mentioned above, the

symmetric file decryption key file 146 and the signature
147 used by the producer toc sign the entire CD-ROM 35.
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As seen in FIGS. 4 and 5, to gain access to the
signed/encrypted files 144, the user obtains a password
130 (FIG. 2) from the producer (step 400), and enters the
password 130 via the keyboard 50 (step 410). The
password 130 is assumed to be a one-time password,
although user passwords valid for more than one session
can alsc be used.

As seen in FIG. 4, the early portions of the
process flow for Level 1 and Level 2 are almost
identical.

Step 420 checks the password 130 and the process
rhen executes either 440 (for Level 1, with no additional
security) or to 450 (for Level 2, with receiver/CD-ROM
drive security), depending on the system configuration.
Details of steps 440 and 450 are shown in FIG. 5 and will
now be discussed.

As seen in PFIG. 5, in process 440 the user
password 130 is sent to the device driver 72 (step 510).
In response to the one-time password 130, the device
driver 72 generates from the user’s password 130 its own
one-time password (step 520) and verifies (step 530) that
the user did indeed enter a correct one-time password
130, thus authenticating the user for the interactive
sesgion (step 532). Otherwise, access is denied (step
535).

Once the password 130 has authenticated the user,
the device driver 72 interrogates the receiver 70 for the
current position and date/time (step 540). The device
driver 72 then compares the time and position data
returned by the receiver 70 with the policy 155 which
applies to the files 144 or a subset 141, 142 and 143 of
files (step 460). If the user is authorized to access
the files 144, then the data is unlocked, decrypted (step
470, FIG. 3) with decryption keys 52 (step 480) and
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supplied to the user’s application program 34 (step 490)
and displayed.

In a Level 2 system, the receiver 70 includes the
cryptographic receiver board 80, hereafter referred to as
nerypto-board". As mentioned before, crypto-board 80 can
sign and encrypt/decrypt messages. The CD-ROM drive 30
includes decoder 32 to decode the position data signed by
and received from the crypto-board 80.

As seen in FIG. 5, in process 450, the user’s
password 130 is sent to the device driver 72, which
accepts the password 130 and passes it through unaltered
to the decoder 32 (step 550). The driver 32 then
internally generates with the private key 86 its own one-
time password corresponding to the user’s password (step
560) and verifies (step 570) that the correct password
130 was communicated by the device driver 72, thus
authenticating the user for the interactive session (step
572). Otherwise, access is denied (step 575) .

Once the encryption circuit 32 has authenticated
the user, the driver 32 interrogates the crypto-board 80
via the device driver 72 for the current time and
position information from receiver 70 (step 580). The
decoder unit 30 provides the crypto-board 80 with a
signed random or other bit pattern to form an
ninitialization vector" (step 590), i.e., a position
offset, which the device driver 72 passes through the
crypto-board 80 along with the request for the time and
position (step 590). '

The crypto-board 80 responds by preparing a packet
according to a pre-established data format which includes
the current time and the actual geographic position in
jatitude and longitude and altitude (step 600). Also
included may be information identifying the satellites
transmitting the position data as well as other data

necessary for the computations. The crypto-board 80 also
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stores the provided initialization vector at a known

of fset within the packet and applies a cryptographic
signature to the contents of the packet. The
cryptographic signature can be, for example, a message
digest/hash of the packet data, plus an encryption of the
message digest according to some predetermined key, and
may be symmetrical or asymmetrical, depending on the key
or certificate stored on the crypto-board 80.

The crypto-board 80 then transmits (step 605) the
signed time/location packet to the device driver 72 which
relays the packet to the decoder 32/CD-ROM drive 30. The
decoder 32 compares the signature of the packet received
from the crypto-board 80 with a signature stored in the
decoder 32 (step 610). If the signature verifies
properly (step 620), the initialization vector within the
packet is examined to determine if the initialization
vector is indeed the same initialization vector which the
decoder 32 provided to the crypto-board 80 in step 590.
If this is the case, then the packet received by the
decoder 32 is recent and genuine, and the time and
position data are accepted as valid.

Once the packet from the crypto-board 80 is
authorized based on the signature and the initialization
vector, the decoder 32 compares the time and position
data received from the crypto-board 80 with the policy
155 which applies to the files 144 or to a subset of
files 144 (step 460). If the user is authorized to
access the files 144, then the data is unlocked (step
470), decrypted with decryption keys 52 (step 480) and
supplied to the user’s application program 34 and
displayed (step 490).

Other embocdiments are within the scope of the
following claims. For example, the GPS receiver need not
be located at the exact position of the data distribution
media reader but could be in a known location (such as a




Oased: 14 cU/7636295N14/20 TRAMARCIZA-, il /23418, FRage16 of 28

10

2287596 1999-10-26

- 13 -

room containing a control server providing computer
service to a local area network in a building) relative
to the reader.

The policy files 152’ may also designate
geographic regions where access to certain files 144 is
denied.

Control over access to files need not be limited
to the use of passwbrds provided by the producer and
entered via a keyboard. For example, certain biometric
attributes, such as facial features, finger prints and/or
voice prints may be substituted for or used in addition
to passwords.

What is claimed is:
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1. A method for controlling access to stored
information comprising:

determining an actual geographic position where
gsaid stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with a
geographic region within which access to said stored
information is authorized; and

permitting access to said stored information if
said actual geographic position is located within said

authorized geographic region.

2. The method of claim 1, wherein said receiver

comprises a GPS receiver.

3. The method of claim 1, wherein said

information is stored on a computer-readable medium.

4. The method of claim 3, wherein said computer-

readable medium is portable.

5. The method of claim 3, wherein said computer-

readable medium comprises a high-capacity disk.

6. The method of claim 1, wherein said stored
information comprises files and each of said files has an
associated geographic region within which access is
permitted, and further permitting access to said file if
said actual geographic position is located within said

authorized geographic region for said file.
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7. The method of claim 6, further comprising
denying access to said stored information if said actual
geographic position does not match said authorized
geographic region.

8. The method of claim 1, further comprising:

encrypting said stored information using an
encryption key; and

providing a decryption key which permits
decryption of said stored information if said actual
geographic position is located within gaid authorized
geographic region.

9. The method of claim 1, further comprising:

cryptographically signing said actual geographic
position with a receiver encryption key; and

verifying the receiver signature with a receiver
decryption key before the actual geographic position is
compared with said authorized geographic region.

10. The method of claim 1, wherein said stored
information is divided into subsets of information and
wherein at least one the subsets has a different
authorized region from the other subsets, so that access
ig authorized to the subset whose authorized geographic
region is located within the actual geographic position,
but not to the subsets whose authorized geographic region
is not located within the actual geographic position.

11. The method of claim 6, wherein said
association of the files with the authorized geographic
regions is stored as a policy file together with said
stored information.
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12. Apparatus for controlling access to stored
information comprising:

a receiver supplying reliable position information
for determining an actual geographic position where said
stored information is located; and

a computer for comparing said actual geographic
position with a geographic region within which access to
said stored information is authorized,

wherein said computer permits access to said
stored information if said actual geographic position is

located within said authorized geographic region.

13. The apparatus of claim 12, wherein said
receiver 1is a GPS receiver.

14. The apparatus of claim 12, the receiver
further comprising a receiver encryption mechanism
providing a receiver encryption key for cryptographically
signing the actual geographic position.

15. The apparatus of claim 14, further comprising
a reader for reading said stored information wherein said
reader comprises a receiver decryption key for verifying
said cryptographically signed actual position.

16. The apparatus of claim 15, wherein said
reader generates an initialization vector providing a
position offset which is transmitted to the receiver and
added to the actual geographic position.

17. The apparatus of claim 16, further comprising
a reader encryption mechanism providing a reader
encryption key for cryptographically signing the position
offset, wherein said position offset signature is

verified by the receiver with a corresponding reader
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decryption key before the position offset is added to the

actual geographic position.

18. A method for controlling access to a subset
of files belonging to a larger set of files of stored
information comprising:

associating a unique file encryption key with each
file from the larger set of files and encrypting the
files using the associated encryption keys;

associating each of the files from the larger set
of files with at least one authorized geographic region
within which access to said stored information is
authorized;

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with
said authorized geographic region; and

providing a file decryption key which authorizes
access to and permits decryption of said files belonging
to said subset of files, provided that the actual
geographic position is located within the authorized
geographic region for the files belonging to said subset
of files.

19. The method cf claim 18, wherein said
association of the files with the authorized geographic
regions is stored as a policy comprising policy files
wherein each policy file is accessible with a user
password and authorizes, if the user password is valid,
access to the files listed in said policy file, if the
actual geographic position which is located within the
authorized geographic region associated with the files.
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20. The method of claim 19, wherein said policy
is stored with the stored information.

21. A method for controlling access to stored
information comprising:

determining an actual date or time at the location
of said stored information based on signals received at a
receiver supplying reliable time information;

comparing said actual date or time with a
predetermined date or time interval at which access to
said stored information is authorized; and

permitting access to said stored information if
said actual date or time occurs within said authorized

date or time interval.

22. The method of claim 21, further comprising
denying access to said stored information if said actual
date or time does not occur within said authorized date

or time interval.

23. The method of claim 21, wherein said
information comprises files and each of said files has an
asgociated authorized date or time interval within which
access is permitted, and further permitting access to
said file if said actual date or time occurs within said

associated authorized date or time interval.

24. The methed of claims 21, wherein said stored
information is divided into subsets of information and
wherein at least one of the subsets has a different
authorized date or time interval from the other subsets,
go that access is authorized to the subset whose
authorized date or time interval matches the actual date
or time, but not to the subsets whose authorized date or
time interval does not match the actual date or time.
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25. A method for controlling access to stored
information comprising:

forming a policy associating said information with
authorized geographic regions and authorized time
intervals;

cryptographically signing said policy and said
information;

storing said signed policy together with said
signed information;

providing a password for unlocking said policy;
and

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

determining an actual time;

comparing said actual geographic position and said
actual time with said authorized geographic regions and
authorized time interval of said policy; and

permitting access to said stored information if
said actual geographic position and actual time falls
within said authorized geographic regions and authorized

time interval of said policy.

26. The method of claim 1, wherein said source of
reliable position and time is a Global Orbiting
Navigational Satellite System.

27. The method of claim 1, wherein said source of
reliable position and time is a inertial navigation

system.

28. The method of claim 1, wherein said source of
reliable position and time is a satelllite based location
determination system.

Smart & Biggar

Ottawa, Canada
Patent Agents
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Abstract
Access to stored information by a user is
controlled by comparing an actual geographic position
and/or an actual date/time with a geographic region
and/or a date/time interval within which access to the
stored information is authorized. The actual geographic

position where the stored information is located, and the

actual date/time can be determined, for example, based on

signals received at a receiver supplying reliable
position and time information, such as a GPS receiver.
Access to the stored information is authorized if the
actual geographic position and/or date/time falls within
the authorized geographlc region and/or date/tlme
1nterval The p081t10n and date/time information
supplied by the receiver may be cryptographically signed
and encrypted. 4
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Background
5 This invention relates to controlling access to
stored information.

Data distribution media, such as a CD-ROM, can
store a large number of files. The producer of the CD-
ROM may wish to control access by users to particular

10 files, either because they are confidential or because
access is subject to payment by the user. '

Access may be controlled by requiring a user to
enter a password obtained from the CD-ROM producer.
Different passwords may unlock different files or

15 different subsets of files. The files may be
cryptographically signed and for added protection, may be
encrypted. In the scheme discussed in U.S. Patent
5,646,992, incorporated herein by refefence, each file is
encrypted by the producer with a unique key known only to

20 the producer. The user receives the encrypted items and,
after his request for access is processed by the
producer, also receives decryption keys, i.e., passwords,
which are used to decrypt the respective encrypted files.
The passwords unlock only those files for which access

25 has been requested.

Summary
In general, in one aspect of the invention, the

invention features controlling access to stored
information by determining an actual geographic position
30 where the stored information is located based on signals
received at a receiver supplying reliable position
information. The actual geographic position is then

compared with a geographic region within which access to
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the stored information is authorized. The user is
permitted access to the stored information if the actual
geographic position is located within the authorized
geographic region.

5 . Embodiments of the invention include the following
features. The receiver that supplies the position
information can receive the position information from a
satellite-based location determination system or an
inertial navigation system. The information can be

10 stored on a computer-readable medium, such as a high-
capacity disk. The stored information includes files and
each of these files has an associated geographic region
within which access is permitted. The user has access to
a specific file or files if the actual geographic

15 position is located within the authorized geographic
region for this file. The stored information can be
encrypted, and the user has access to the decryption key
only if the actual geographic position is located within
the authorized geographic region. The stored information

20 can also be divided into subsets of information and
wherein at least one the subsets has a different
authorized region from the other subsets. The
association of the files with the authorized geographic
regions can be stored as a policy file together with the

25 stored information.

In general, in another aspect, the invention
features determining an actual date or time at the
location of the stored information based on signals
received at a receiver supplying reliable time

30 information. The actual date or time is compared with a
predetermined date or time interval at which access to
the stored information is authorized. The user can
access the stored information if the actual date or time

occurs within the authorized date or time interval.
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In general, in another aspect, the invention
includes a receiver supplying reliable position
information for determining an actual geographic position
where the stored information is located. A computer

5 receives the position information with a geographic
region within which access to the stored information is
authorized and permits access to the stored information
if the actual geographic position is located within the
authorized geographic region. Embodiments of the

10 invention include the following features. The receiver
includes a receiver encryption mechanism for
cryptographically signing the actual geographic position
with a receiver encryption key and verifying the receiver
signature with a receiver decryption key before the

15 actual geographic position is compared with the
authorized geographic regiomn.

In general, in yet another aspect, the invention
includes a reader with a corresponding receiver
decryption key for verifying the cryptographically signed

20 actual position.

Embodiments of the invention include the following
features. The reader generates an initialization vector
providing a position offset which is transmitted to the
receiver and added to the actual geographic position.

25 The reader crytographically signs the position offset
with a reader encryption key. The receiver verifies the
pdsition offset signature with a corresponding reader
decryption key before the position offset is added to the
actual geographic position.

36 In general, in another aspect, the invention
features forming a policy associating the information
with authorized geographic regions and authorized time
intervals and cryptographically signing the policy and
the information. The signed policy is stored together

35 with the signed information. The user obtains from the
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producer a password for unlocking the policy and obtains
access to the stored information if the actual geographic
position and actual time falls within the authorized
geographic regions and authorized time interval of the
5 policy.
Among the advantages of the invention are one or
more of the following.
A producer of stored information can restrict use
of that information to designated geographic regions or
10 can exclude designated regions where use is not
permitted. For example, a service manual for an
automobile stored on a CD-ROM may contain differnt
sections of information which are applicable to
corresponding specific countries and/or regions. A user
15 may be permitted to see only the portion of the
information which is applicable to his current geographic
location. Likewiese, access to a sensitive corpoarte
report may be limited to specific plant location. Access
to time-sensitive information may be denied before or
20 after a certain date or limited to a permitted period.
By associating information about authorized geographic
regions and time intervals with policy files stored on
the CD-ROM and accessed with a user password, the CD-ROM
producer can issue a new password to permit the user to
25 access a particular set of policy files, and therefore
the information authorized, for a corresponding region
and date/time.
Other advantages and features will become apparent

from the following description and from the claims.

30 Description
FIG. 1 is a perspective view of a computer system;

FIG. 2 is a block diagram of a computer-based

system for controlling access to stored information;
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FIGS. 3 through 5 are flow diagrams;
FIG. 6 is a block diagram of cryptographic
elements.
As seen in FIGS. 1 to 3, access to information
5 which is stored on a portable computer-readable CD-ROM
which serves as a data distribution media 35, may be
controlled based on an actual geographic position of a
computer system 10 on which the information is to be
accessed and the time when it is to be accessed.

10 In computer system 10, a computer 20 is connected
to a keyboard 50, a mouse 60, a monitor 40, and a CD-ROM
drive 30. A GPS receiver 70 serves as a source of
reliable position and time information. The receiver 70

~ is located at the actual geographic position of the

15 computer system 10 and receives signals 75 from orbiting
GPS satellites 90 (only one shown). The receiver 70
converts the received signals 75 to geographic position
data 71 to an accuracy of several meters in longitude,
latitude and height and to date/time data 71 to an

20 accuracy of microseconds. The data 71 are transmitted to
the computer 20 via a device driver 72.

A receiver crypto-board 80 may contain a public-
key certificate 81 signed by the producer and a
corresponding private key 82, as shown in FIG 6. The

25 geographic position and date/time data 71 may then be
signed with the private key 82 to authenticate the data.

The CD-ROM drive 30 may also include encryption
and signature capabilities (decoder 32) which may be
implemented either in hardware or in software. The

30 decoder 32 includes a crypto-board public-key certificate
83 which is identical to certificate 81, a producer
certificate 84 for verification of the producer’s ‘
identity, and a distribution media policy decryption key
86 signed by the producer, as shown in FIG. 6. The

35 crypto-board certificate 83 verifies the signature of the
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crypto-board 80 signed with the private key 82. The
policy decryption key 86 decrypts the access policy 155
stored on the CD-ROM 35.

The computer system 10 can have several levels of

5 security, such as Level 1 and Level 2, described in the
following examples.

In a system with Level 1 security, the receiver 70
communicates with the computer 20 via a conventional
device driver 72 and the CD-ROM drive 30 is a

10 conventional CD-ROM. Neither the receiver 70 nor the CD-
ROM drive 30 have additional encryption/decryption
capabilities. For increased security, the computer 20 in
a Level 1 system can be a "trusted" computer which can
authenticate and/or encrypt data. ' In a more secure,

15 Level 2 system, the receiver 70 may include a crypto-
board 80 and the CD-ROM drive 30 may include a decoder
32. The Level 2 system is designed to provide data
authenication and encrypted data transmission between the
receiver 70 and the decoder 32. The computer 20 can then

20 be any commerical computer without data authentication
and encryption.

Data entered via the keyboard 50 and mouse 60 may
include typical command and data input 130 entered via a
user interface 95 (provided by an application program 34)

25 and one or more passwords 130 that permit a user to gain
access to information stored on the data distribution
media 35.

The CD-ROM 35 stores different types of
information, such as files with information 144, a list

30 150 of authorized geographic regions, a list 154 of
authorized date/time intervals, one or more file
decryption key files 146, one or more policy files 152
and a signature 147 for the entire CD-ROM 35. As seen in
FIG. 3, the files 144, 146, 150, 152, 154 and 155 may be

35 signed and encrypted.
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The files 144 may be grouped in subsets 141, 142
and 143. Files may belong to more than one subset. (In
the following discussion, the term file refers to both
files and subsets of files.) Each file 141, 142 and 143
may be encrypted with a unique file encryption key 51 (E,,
E,, E,). The corresponding file decryption keys 52 (K,
K,, K,) are stored on the CD-ROM 35 in the file decryption
key file 146. Additional information about the
decryption keys and the decryption key file are found in
U.S. Patent 5,646,992,

Each file 141, 142 and 143 on the CD-ROM 35 is
associated with zero, one or more of the authorized
geographic regions stored in the list 150 of authorized
geographic regions. For example, a region may be
bordered by latitudes and longitudes corresponding to the
extent of the Empire State Building in New York City and
an altitude of between 50 and 60 meters, so that the file
associated with that region can only be opened if the |
receiver 70 is located in a certain office area inside
the Empire State Building.

Likewise, each file 141, 142 and 143 is associated
with zero, one or more of the authorized date/time
intervals stored in the list 154 of authorized date/time
intervals.

Each GPS satellite 90 maintains an extremely
accurate clock. The receiver 70 receives the GPS clock
signals as part of signals 75, or a local atomic clock
can provide similar clock signals. The clock signals
enable control of access to the information based on the
actual time when access to the information is attempted.
For example, the producer can specify that access is to
be granted only (1) before a predetermined date/time; (2)
after a predetermined date/time; or (3) only during a

predetermined date/time period.

(145 of 377)
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The producer can associate the files 141, 142 and
143 with specific items in the lists 150 and 154 via a
password 130 which the user enters via keyboard 50. The
password 130 can be a user password valid for more than
one access, or can be a one-time password. Alternately,
the producer can associate specific geographic
region/date/time information of lists 150 and 154 with
the files 141, 142 and 143 via the policy files 152. A
valid user password 130 may unlock one or more policy
files 152. If the user’s actual geographic position and
the current date and time are within the authorized
geographic region and the authorized date/time
corresponding to the user password 150, then the user can
access the selected files via the user interface 95. The
selected information is then displayed on output device
40.

Table 1 shows, as an example, how five encrypted
files, A to F, stored on the CD-ROM 35 and associated
with corresponding authorized geographic regions and
dates/times, can be accessed. Each file is associated

with one of four different file decryption keys K1 to K4.

L1 and L2 are two different authorized geographic regions

and T1, T2 and T3 are three different authorized
date/time intervals. The user who is in possession of
the file decryption key K1, e.g., a password, can decrypt
Manual A within the geographic regions Ll and L3 at time
T1. The same user can also decrypt Manual D at the same
time T1 in regions L2 and L3, but not within region L1.
Likewise, the user who has key K2 can decrypt Image B and
Image E within the region L2, but not at the same time.
Drawing C can be decrypted with key K3 at any location,
but only at time T3, while the Business Report F requires
key K4 and can be decrypted at any time, but only within
the region Ll.

(146 of 377)
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Table 1
Encrypted File Authorized | Authorized
File Decryption Key Geographic | Date/Time
Regions Intervals
Manual A K1 L1, L3 T1
5 Image B K2 L2 T1, T3
Drawings C K3 - T3
‘Manual D K1 L2, L3 T1
Image E K2 L2 T2
Report F K4 L1 -
10 . As shown in FIG. 3, for purposes of cryptographic

signature with optional encryption, the producer selects
source files 144’ to be written on the CD-ROM 35 and
specifies a list of authorized geographic regions 150’
and a list of authorized date and time intervals 154'.
15 The producer associates (as shown in Table 1) each file
or subset of files with zero, one or more geographic
regions 150’ and zero, one or more date/time intervals
154’ and stores this association in a policy file 152'.
Each of the files 144’, 150', 152', 154' can be signed
20 and encrypted in steps 53, 340, 350 and 360 with

corresponding encryption keys 51, 345, 355 and 365,
respectively. The corresponding encrypted files 150, 152
and 154 are then stored together on the CD-ROM 35 as a
signed, encrypted region/time/file access policy 155.

25 Also stored on the CD-ROM 35 are, as mentioned above, the

signed/encrypted files 144, the signed/encrypted
symmetric file decryption key file 146 and the signature

147 used by the producer to sign the entire CD-ROM 35.
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As seen in FIGS. 4 and 5, to gain access to the
signed/encrypted files 144, the user obtains a password
130 (FIG. 2) from the producer (step 400), and enters the
password 130 via the keyboard 50 (step 410). The

5 password 130 is assumed to be a one-time password,
although user passwords valid for more than one gsession
can also be used.

As seen in FIG. 4, the early portions of the
process flow for Level 1 and Level 2 are almost

10 identical.

Step 420 checks the password 130 and the process
then executes either 440 (for Level 1, with no additional
security) or to 450 (for Level 2, with receiver/CD-ROM
drive security), depending on the system configuration.

15 Details of steps 440 and 450 are shown in FIG. 5 and will
now be discussed.

As seen in FIG. 5, in process 440 the user
password 130 is sent to the device driver 72 (step 510).
In response to the one-time password 130, the device

20 driver 72 generates from the user’s password 130 its own
one-time password (step 520) and verifies (step 530) that
the user did indeed enter a correct one-time password
130, thus authenticating the user for the interactive
session (step 532). Otherwise, access is denied (step

25 535).

Once the password 130 has authenticated the user,
the device driver 72 interrogates the receiver 70 for the
current position and date/time (step 540). The device
driver 72 then compares the time and position data

30 returned by the receiver 70 with the policy 155 which
applies to the files 144 or a subset 141, 142 and 143 of
files (step 460). If the user is authorized to access
the files 144, then the data is unlocked, decrypted (step
470, FIG. 3) with decryption keys 52 (step 480) and
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supplied to the user’s application program 34 (step 490)
and displayed.
In a Level 2 system, the receiver 70 includes the
cryptographic receiver board 80, hereafter referred to as
5 wcrypto-board". As mentioned before, crypto-board 80 can
sign and encrypt/decrypt messages. The CD-ROM drive 30
includes decoder 32 to decode the position data signed by
and received from the crypto-board 80.
As seen in FIG. 5, in process 450, the user’s
10 password 130 is sent to the device driver 72, which
accepts the password 130 and passes it through unaltered
to the decoder 32 (step 550). The driver 32 then
internally generates with the private key 86 its own one-
time password corresponding to the user’s password (step
15 560) and verifies (step 570) that the correct password
130 was communicated by the device driver 72, thus
authenticating the user for the interactive session (step
572). Otherwise, access is denied (step 575) .
Once the encryption circuit 32 has authenticated
20 the user, the driver 32 interrogates the crypto-board 80
via the device driver 72 for the current time and
position information from receiver 70 (step 580). The
decoder unit 30 provides the crypto-board 80 with a
signed random or other bit pattern to form an
75 winitialization vector" (step 590), i.e., a position
offset, which the device driver 72 passes through the
crypto-board 80 along with the request for the time and
position (step 590).
The crypto-board 80 responds by preparing a packet
30 according to a pre-established data format which includes
the current time and the actual geographic position in
latitude and longitude and altitude (step 600). Also
included may be information identifying the satellites
transmitting the position data as well as other data

35 necessary for the computations. The crypto-board 80 also
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stores the provided initialization vector at a known
offset within the packet and applies a cryptographic
signature to the contents of the packet. The
cryptographic signature can be, for example, a message
digest/hash of the packet data, plus an encryption of the
message digest according to some predetermined key, and
may be symmetrical or asymmetrical, depending on the key
or certificate stored on the crypto-board 80.

The crypto-board 80 then transmits (step 605) the
signed time/location packet to the device driver 72 which
relays the packet to the decoder 32/CD-ROM drive 30. The
decoder 32 compares the signature of the packet received
from the crypto-board 80 with a signature stored in the
decoder 32 (step 610). If the signature verifies
properly (step 620), the initialization vector within the
packet is examined to determine if the initialization
vector is indeed the same initialization vector which the
decoder 32 provided to the crypto-board 80 in step 590.
If this is the case, then the packet received by the
decoder 32 is recent and genuine, and the time and
position data are accepted as valid.

Oonce the packet from the crypto-board 80 is
authorized based on the signature and the initialization
vector, the decoder 32 compares the time and position
data received from the crypto-board 80 with the policy
155 which applies to the files 144 or to a subset of
files 144 (step 460). If the user is authorized to
access the files 144, then the data is unlocked (step
470), decrypted with decryption keys 52 (step 480) and
supplied to the user’s application program 34 and
displayed (step 490).

other embodiments are within the scope of the
following claims. For example, the GPS receiver need not
be located at the exact position of the data distribution

media reader but could be in a known location (such as a

(150 of 377)
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room containing a control server providing computer
service to a local area network in a building) relative
to the reader.

The policy files 152’ may also designate

5 geographic regions where access to certain files 144 is
denied.

Control over access to files need not be limited
to the use of passwords provided by the producer and
entered via a keyboard. For example, certain biometric

10 attributes, such as facial features, finger prints and/or
voice prints may be substituted for or used in addition

to passwords.
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CLAIMS:

1. A method for controlling access to stored
information comprising:

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with a
geographic region within which access to said stored
information is authorized; and

permitting access to said stored information if
said actual geographic position is located within said

authorized geographic regiom.

2. The method of claim 1, wherein said receiver

comprises a GPS receiver.

3. The method of claim 1, wherein said

information is stored on a computer-readable medium.

4, The method of claim 3, wherein said computer-

readable medium is portable.

5. The method of claim 3, wherein said computer-

readable medium comprises a high-capacity disk.

6. The method of claim 1, wherein said stored
information comprises files and each of said files has an
associated geographic region within which access is
permitted, and further permitting access to said file if
said actual geographic position is located within said

authorized geographic region for said file.
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7. The method of claim 6, further comprising
denying access to said stored information if said actual
geographic position does not match said authorized

geographic region.

8. The method of claim 1, further comprising:

encrypting said stored information using an
encryption key; and

providing a @ecryption key which permits
decryption of said stored information if said actual
geographic position is located within said authorized

geographic region.

9. The method of cléim 1, further comprising:

cryptographically signing said actual geographic
position with a receiver encryption key; and

verifying the receiver signature with a receiver
decryption key before the actual geographic position is
compared with said authorized geographic region.

10. The method of claim 1, wherein said stored
information is divided into subsets of information and
wherein at least one the subsets has a different
authorized region from the other subsets, so that access
is authorized to the subset whose authorized geographic
region is located within the actual geographic position,
but not to the subsets whose authorized geographic region

is not located within the actual geographic position.

11. The method of claim 6, wherein said
association of the files with the authorized geographic
regions is stored as a policy file together with said

stored information.
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| 12. Apparatus for controlling access to stored
information comprising:
a receiver supplying reliable position information
for determining an actual geographic position where said
5 stored information is located; and
a computer for comparing said actual geographic
position with a geographic region within which access to
said stored information is authorized,
wherein said computer permits access to said
10 stored information if said actual geographic position is

located within said authorized geographic region.

13. The apparatus of claim 12, wherein said

receiver is a GPS receiver.

14. The apparatus of claim 12, the receiver
15 further comprising a receiver encryption mechanism
providing a receiver encryption key for cryptographically

signing the actual geographic position.

15. The apparatus of claim 14, further comprising
a reader for reading said stored information wherein said
20 reader comprises a receiver decryption key for verifying

said cryptographically signed actual position.

16. The apparatus of claim 15, wherein said
reader generates an initialization vector providing a
position offset which is transmitted to the receiver and

25 added to the actual geographic position.

17. The apparatus of claim 16, further comprising
a reader encryption mechanism providing a reader
encryption key for cryptographically signing the position
offset, wherein said position offset signature is

30 verified by the receiver with a corresponding reader
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decryption key before the position offset is added to the

actual geographic position.

18. A method for controlling access to a subset
of files belonging to a larger set of files of stored
information comprising:

associating a unique file encryption key with each
file from the larger set of files and encrypting the
files using the associated encryption keys;

associating each of the files from the larger set
of files with at least one authorized geographic region
within which access to said stored information is
authorized;

determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;

comparing said actual geographic position with
said authorized geographic region; and

providing a file decryption key which authorizes
access to and permits decryption of said files belonging
to said subset of files, provided that the actual
geographic position is located within the authorized
geographic region for the files belonging to said subset

of files.

19. The method of claim 18, wherein said

association of the files with the authorized geographic

. regions is stored as a policy comprising policy files

wherein each policy file is accessible with a user

password and authorizes, if the user password is valid,
access to the files listed in said policy file, if the
actual geographic position which is located within the

authorized geographic region associated with the files.
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20. The method of claim 19, wherein said policy

is stored with the stored information.

21. A method for controlling access to stored
information comprising:

determining an actual date or time at the location
of said stored information based on signals received at a
receiver supplying reliable time information;

comparing said actual date or time with a
predetermined date or time interval at which access to
said stored information is authorized; and

permitting access to said stored information if
said actual date or time occurs within said authorized

date or time interval.

22. The method of claim 21, further comprising
denying access to said stored information if said actual
date or time does not occur within said authorized date

or time interval.

23. The method of claim 21, wherein said
information comprises files and each of said files has an
associated authorized date or time interval within which
access is permitted, and further permitting access to
said file if said actual date or time occurs within said

associated authorized date or time interval.

24. The method of claims 21, wherein said stored
information is divided into subsets of information and
wherein at least one of the subsets has a different
authorized date or time interval from the other subsets,
so that access is authorized to the subset whose
authorized date or time interval matches the actual date
or time, but not to the subsets whose authorized date or

time interval does not match the actual date or time.
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25. A method for controlling access to stored
information comprising:
forming a policy associating said information with
authorized geographic regions and authorized time
5 intervals;
cryptographically signing said policy and said
information;
storing said signed policy together with said
signed information;
10 providing a password fqr unlocking said policy; and
determining an actual geographic position where
said stored information is located based on signals
received at a receiver supplying reliable position
information;
15 determining an actual time;
comparing said actual geographic position and said
actual time with said authorized geographic regions and
authorized time interval of said policy; and
permitting access to said stored information if
20 said actual geographic position and actual time falls
within said authorized geographic regions and authorized

time interval of said policy.

26. The method of claim 1, wherein said reliable
25 position information is received from a Global Orbiting

Navigational Satellite System.

27. The method of claim 1, wherein said reliable
position information is received from a inertial

30 navigation system.
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28. The method of claim 1, wherein said reliable
position information is received from a satellite based

location determination system.
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